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Security games model the confrontation between a defender protecting a set of targets and an attacker who
tries to capture them. A variant of these games assumes security interdependence between targets, facilitating
contagion of an attack. So far, only stochastic spread of an attack has been considered. In this work, we
introduce a version of security games, where the attacker strategically drives the entire spread of attack and
where interconnections between nodes affect their susceptibility to be captured.

We find that the strategies effective in the settings without contagion or with stochastic contagion are no
longer feasible when spread of attack is strategic. While in the former settings it was possible to efficiently
find optimal strategies of the attacker, doing so in the latter setting turns out to be an NP-complete problem
for an arbitrary network. However, for some simpler network structures, such as cliques, stars, and trees,
we show that it is possible to efficiently find optimal strategies of both players. For arbitrary networks, we
study and compare the efficiency of various heuristic strategies. As opposed to previous works with no or
stochastic contagion, we find that centrality-based defense is often effective when spread of attack is strategic,
particularly for centrality measures based on the Shapley value.
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1 INTRODUCTION

Security games [51]—a particular type of Stackelberg games [64]—has recently attracted growing
interest in the literature. These games consider a confrontation between two players: a defender,
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e.g., a police force trying to protect certain resources or locations, and an attacker, e.g., a crimi-
nal organization intending to gain control over the locations or the resources. One of the mile-
stones proving the effectiveness of such models is the ARMOR system used to protect the LAX
airport [48]. Its success led to the development of many other systems based on security games [54,
60, 62].

Some security games settings consider a potential spread of the attack after hitting the initial
target [32, 37]. In particular, Bachrach et al. [5] created a variation of the security game model
with stochastic contagion between two targets. The idea was later expanded by adding a whole
network of interdependencies between targets [1, 41]. However, so far the literature on security
games has addressed only the stochastic spread of attacks. While this fits certain scenarios such as
the spread of computer viruses or fires, it is not suitable for scenarios in which the attack is more
likely to diffuse strategically. An example of such a setting can be an adversarial recruitment of
people in social networks, which is usually not contagious but carefully planned. As we discuss
below, the adversarial recruitment of people may occur in either competitive scenarios, such as
customer poaching and brand switching [23], or malicious ones, such as recruitment of individuals
to join criminal and covert organizations [40, 52].

An example of a competitive scenario is an archetypical Stackelberg game, i.e., the competition
between two market players—an incumbent and an entrant [20, 64]. One of the ways in which
such an entry can be executed, especially in the time of growing popularity of personalized mar-
keting campaigns [42], is by poaching the customers of the incumbent [14], e.g., by offering them
discounts and free samples. As a pre-emptive move, the incumbent may try to secure the loyalty
of the customers by compensating them with competitive offers. In this game, the incumbent is
the defender, who acts in advance to prevent the customers from switching to the entrant, who
is the attacker. Furthermore, given that the decision to switch to new products or services, espe-
cially in high-tech markets [26], is often affected by social influence, the consideration of the social
network is key to capture the complexity of this scenario [29, 34].

An example of a malicious scenario concerns the recruitment of individuals to join covert orga-
nizations. It is well known that various covert organizations recruit members by carefully selecting
potential candidates using social ties, and they do this typically by taking advantage of the kin-
ship and friendship ties [40]. In such scenarios, the attacker is a covert organization who intends
to strategically select potential candidates from the acquaintances of the already-recruited mem-
bers. However, the defender is either law enforcement or a charitable institution, whose goal is
to prevent the criminal degeneration or radicalization of a local community and who has limited
security resources to distribute over the social networks in an attempt to achieve this goal.

Unfortunately, the existing models are inadequate to grasp the complexity of these scenarios. On
one hand, the aforementioned defender-attacker literature [1, 5, 41] assumes a stochastic contagion
of the attack over the network. On the other hand, the existing models of strategic diffusion [2] do
not include an optimizing defender counteracting the spread, i.e., they only model the diffusion
aspect of the problem. Furthermore, there exist models of market competition where one of the
competitors strategically schedules an order in which members of the network make a decision
on adopting either her product or the product of her competitor based on their network neighbor-
hood [4, 15]. However, even though these works study market competition, only one competitor
in these models makes strategic decisions, while the other remains passive. Moreover, the tem-
poral aspect is limited to selecting a sequence of nodes, with each node in the sequence making
her decision immediately. In reality, more resilient nodes may take more time to be convinced
by a competitor, adding another layer of complexity to the problem. Another body of literature
considers strategically affecting the spread of diffusion by selecting the exact moment when the
seed nodes are activated, instead of activating them all at the beginning of a marketing campaign
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process [30, 31]. Nevertheless, after activating the seed nodes the remainder of the process is purely
stochastic, whereas we intend to model a fully strategic diffusion process. Also, these settings do
not include any competitive elements, whereas the existence of an entity intending to prevent the
spread of diffusion is a key element of our approach.

Against this background, we propose and analyze the first Stackelberg game between a defender
and an attacker of the network, where the attacker strategically guides the course of network
diffusion and a central defender strategically attempts to counter the expected attack in advance.
At the beginning of the game, the defender distributes security resources among nodes of the
network. Having observed the security efforts of the defender, the attacker chooses the sequence
in which the nodes are to be attacked, where the time it takes to successfully attack a certain
node is inversely proportional to the number of already captured neighbors of this node. We use
complex contagion to model the susceptibility level of each member of the network, as it has been
shown to better describe diffusion processes in social networks [11-13]. Within this framework,
we investigate two main questions: how difficult is it for the attacker to find an optimal way of
strategically attacking a network? and what are the effective ways of defending a network from a
fully sequential strategic attack? Our study mainly focuses on finding the best strategies for both
players.

We first prove that in the general case, i.e., for an arbitrary network, the problem of finding an
optimal plan of the strategic attack is NP-complete. Given this hardness result, we next analyze
whether the same holds when we focus our attention on some simple network structures. In doing
so, we follow the studies of the previous models in the literature (with no strategic spread of attack)
for which polynomial results were obtained for some simple networks [1, 5, 41], e.g., by considering
only a very limited number of nodes [5] or by considering only symmetric networks [1]. The
literature shows that in such cases finding the optimal strategy of an attacker is typically relatively
easy—she just selects the target offering the highest expected utility. Given this, the remaining
analysis was typically focused on analyzing the strategies of the defender. Interestingly, we are still
able to find optimal strategies for some some simple network structures in our more challenging
model. In particular, for cliques and stars, we develop polynomial algorithms to search for the
optimal strategies for both the attacker and the defender.

Next, for arbitrary but small networks, we develop a dynamic programming algorithm that finds
an optimal attack more efficiently than checking all possible sequences, albeit still in exponential
time. We also show an effective way of protecting the network from a fixed set of attackers’ strate-
gies, similar to that proposed by Lou et al. [41].

Our hardness result shows that considering the strategic spread of an attack, rather than a sto-
chastic one, significantly increases the challenge faced by both players. Indeed, in the Stackelberg
game, the NP-completeness of finding an optimal attack constitutes a challenge not only to the
attacker but also to the defender. This is because it may be prohibitively difficult for the defender
to choose her best strategy, given that this choice is based on the prediction of the best response
by the attacker.

A popular way of dealing with such computational challenges efficiently, although most prob-
ably suboptimally, is to resort to heuristics. Hence, we propose a variety of heuristic strategies
for both players. As for the attacker’s strategies, we consider the ones found effective in strate-
gic diffusion models [2], as well as strategies based on exploration-exploitation techniques [58].
As for the defender’s strategies, the previous studies found that the optimal defender’s utility is
achieved when security levels of all targets are equal [5, 41]. However, our findings indicate that
making all nodes equally difficult to target is not particularly effective against attack that spreads
strategically. Instead, in most cases the defense based on one of the network centrality measures
provides better results.
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2 PRELIMINARIES

Let G = (V,E) be a network, where V = {vy,...,v,} denotes the set of n nodes and ECV XV
denotes the set of edges. Let G(V) be a set of all networks over the set of nodes V. We denote
an edge between nodes v; and v; by (v;, v;). In this work, we consider only undirected networks,
i.e., networks in which we do not discern between edges (v;, v;) and (v}, v;). We also assume that
networks do not contain self-loops, i.e., Vo, ev (vi, v;) ¢ E. We denote by N (v;) the set of neighbors
of v; in G, ie., Ng(v;) = {vj € V : (v;,v;) € E}. Furthermore, we denote by dg(v;) the degree of v;
in G, ie., dg(v;) = |Ng(v;)|. We will often omit the network itself from the notation when it is
clear from the context, e.g., by writing N (v) instead of Ng(v).

We will also use a concept of a path in the graph. In particular, a path is a sequence of distinct
nodes, (v, . .., vk), such that every two consecutive nodes are connected by an edge. The length
of a path is the number of edges in that path. Let I'(V) denote the set of all sequences of elements
from V without repetitions. Let y; denote the ith element of sequence y € I'(V). Finally, let |y|
denote the number of elements in y € I'(V).

In graph theory and social network analysis, the importance of nodes is quantified using func-
tions of the form: ¢ : G(V) X V — R, called centrality measures. Three such fundamental centrality
measures are the degree centrality [53], the closeness centrality [7], and the betweenness central-
ity [3, 21]. Specifically, given a node v; € V and an undirected network, we have that the formula
of degree centrality is: cgegr(v;) = %. In words, degree centrality ranks the nodes simply ac-
cording to their number of neighbors. Next, the formula of closeness centrality is:

n-—1

c Vi) s o
clos (Vi) Yosev dist(v;, vj)

where dist(v;, v;) denotes the distance between v; and v;. Intuitively, closeness centrality focuses
on distances among nodes and gives high value to the nodes that are, on average, close to all other
nodes. Furthermore, betweenness centrality is defined as:

2 Hp € sp(vj, vk) : v; € p}l
(n—1)(n-2) [sp(vj, vi)]

Cherw (Vi) =

>

vj, vk EV\{v;}

where spg (v;, v;) denotes the set of all shortest paths between any pair of nodes, v; and v;. Thus, in
words, betweenness centrality considers all shortest paths between any two nodes in the network.
The more such shortest paths a particular node belongs to, the more important it is.

Apart from the above three fundamental centrality measures, many others have been proposed
in the literature. One interesting class are game-theoretic centrality measures. The key idea behind
game-theoretic centrality measures is to treat nodes as players in a cooperative game, where the
value of each coalition of nodes is determined by certain graph-theoretic properties [43, 56]. The
key advantage of this approach is that nodes are ranked not only according to their individual roles
in the network but also according to how they contribute to the role played by all possible subsets
(or groups) of nodes. In game theory, the function that assigns a value to any subset of nodes,
u:2V - R, is called the characteristic function. Now, the best known game-theoretic method to
evaluate the role of a player in the game is the Shapley value:

yon = > BETIAZ ey o)) - ue).

|
SV ior) "

The value of /(v;, u) is the Shapley value of player v; in game u. Now, in each Shapley value-based
centrality measure c the centrality score of a node v; is equal to its Shapley value in the game u
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associated with this centrality measure, i.e., c(v;) = ¥/ (v;, u). We consider the following centralities
based on the Shapley value:

e The Shapley value—based degree centrality [43] of a node is its Shapley value in a game with
the characteristic function:

u(C) = [cu U N(v;).

v;eC
In words, in this game the value of a given coalition is the size of the coalition and its
neighborhood.
o The Shapley value—based closeness centrality [43] is defined by:!
u(C) = ‘C U{v; € V : Jy,ecdist(vi, vj) < (5}|.

In words, in this game the value of a given coalition is the number of its nodes and all nodes
in distance at most 4. In this work, we assume § = 3.
o Shapley value—based betweenness centrality [59] is defined by:
{p € sp(vj, v) : Foyecvi € Pl
|sp(vj’ Uk) |

u(C) =
vj, v €V\C

In words, the value of a given coalition depends on the percentage of the shortest paths
between pairs of nodes not from the coalition that the members of the coalition belong to.

3 THE MODEL OF SECURITY DIFFUSION GAMES

We define a security diffusion game by combining ideas of security games and strategic diffusion
in networks.

Definition 1 (Security Diffusion Game). The security diffusion game is a Stackelberg game be-
tween two players, the defender (the leader) and the attacker (the follower). It is defined by a
tuple (G, ®,T), where G = (V,E) is a given network, ® € R* is the amount of security resources
available to the defender, and T € R™ is the attacker’s time limit before the defender discovers the
attack and stops it completely. The game has two steps:

e Step 1—at the beginning of the game, the defender distributes security resources among
nodes of the network, i.e., she chooses ¢ : V. — R such thatV,cy¢(v) > 0and Y, ey $(v) <
.

e Step 2— next, having observed the security efforts of the defender in Step 1, the attacker
chooses the sequence, y € I'(V), in which nodes will be targeted for attacks. A given node
in the sequence can be attacked only when all preceding nodes have been successfully cap-
tured.

The activation time of each node v, denoted 7(v), is a function of the network topology, the set
of already activated nodes, and the distribution of the security resources (to improve readability,
we omit the additional arguments in the notation). The utilities of the attacker and the defender
are denoted u4 and up, respectively, and are functions of the network, the distribution of security
resources, the sequence of the attack, and the time limit T:

up = f2(G,¢,y.T);
ua = f4G, ¢,y. 7).

INote that there are many other ways in which one could define the game-theoretic extension of closeness centrality [61].
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In this work, we make the following assumptions about the particular forms of the utility func-
tions and the activation time function. As for the utility functions, we assume that us = n(y, T),
where 1(y,T) denotes the number of nodes activated within time limit T when using attack se-
quence y (to simplify notation, we assume that the network and the distribution of security re-
sources are known from the context). Furthermore, to express the competitive nature of the game,
we define the utility of the defender as up = —uy = —n(y, T), which makes the security diffusion
game a zero-sum game.

We define the activation time of a node as a function of its assigned security resources, its degree,
and the number of the activated nodes among its neighbors:*

d(v) + ¢(v) if v is the seed node, i.e., the first node in the sequence y (1)
7(v) =) d) + (o) otherwise (2)
IN(v) N 1| ’

where I is the set of currently activated nodes. The above form of activation time function combines
notions from strategic diffusion [2] and from security games [46]. In particular:

e The more security resources assigned to v, the more time it takes to activate this node (see
the term ¢(v) in Equation (1) for the seed node and the nominator of Equation (2) for all
the other nodes);

e The time of activation decreases with the number of activated neighbors (see the term
[N(v) N I| in the denominator of Equation (2)). In other words, the more neighbors of v
have been already activated, the more this node is susceptible to become activated itself.

Furthermore, the activation time increases with the total degree of the node (see the term ¢(v)
in Equation (1) for the seed node and the nominator of Equation (2) for all the other nodes). This
is a well established idea in the diffusion models [2, 35] and complex contagion [13] literature and
it has the following intuitive interpretation. If the number of already activated nodes around v
makes only a small proportion of the total number of ©’s neighbors, then v is less likely to become
active itself.

We also note that the activation time function (Equations (1-2)) implies that, while we allow the
attacker to choose any node in the network as the seed node, any other node needs at least one
activated neighbor to become activated itself. Hence, the strategy of the attacker (i.e., the sequence
of nodes that she chooses to attack) constitutes by definition a path in the graph.

Example 1. Figure 1 presents a sample network of n = 9 nodes and a possible sequence, y =
(vs, vg, V3, V4, V7), in Which the attacker captures the nodes within the time limit T > 26, i.e.:

e Figure 1(a) depicts a not-yet-attacked network at time t = 0, where the number inside a
node shows security resources assigned to this node by the defender;

e Figure 1(b) depicts the moment at which the attacker, having chosen to attack node vs,
captures it (at time t = d(vs) + ¢(vs) =3 + 1 = 4);

e Figure 1(c) depicts the activation of vs at time ¢ = 4 + (d(vs) + P(vg)) / (IN(ve) NI]) =4+
(5 +3)/1 = 12);

e Figure 1(d) depicts the activation of vs at time t = 12 + (d(vs) + ¢(vs3)) / (IN(v3) N I]) =
12+ (1+4)/1 = 17);

o Figure 1(e) depicts the activation of vg at time t = 17 + (d(vs) + ¢(v4)) / (IN(vs) NI|) = 17 +
(4+3)/1 =24);and

2The function in Equation (2) is a form of the Tullock (contest success) function, which is widely used in the security
games literature [1, 5, 41] and has various desirable properties [5, 55]. Furthermore, we note that in cyber-security security
domain a similar idea is expressed by the Byzantine generals problem [38].
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b)t =4

Uncaptured nodes (the blue The node being captured by All the nodes that have
number represents the security the attacker at time t been captured thus far by
resources assigned to the node) the attacker

Fig. 1. Figure (a) depicts a sample network with the set of nodes {v1, ..., v9}. Figures (b)—-(f) depict sequence
v = (vs,vs, V3, v4,v7) in which the attacker chooses to spread the attack. Note that, for the sake of clarity,
we omit the labels of nodes in Figures (b)—(f).

e Figure 1(f) depicts the activation of v; at time ¢t = 24 + (d(v7) + ¢(v7)) / (IN(v7) N1I]) = 24 +
(2 +2)/2 = 26).

We can also relate our model to both motivating scenarios presented in the introduction. Our
sample competitive scenario involves two companies—an incumbent and an entrant. The former
one is the defender who can invest resources into securing higher levels of loyalty of its customer
base. Conversely, the entrant is the attacker whose goal is to attract as many customers of the
defender as possible. The activation time for each customer (node) represents here the difficulty
for the entrant of doing so. As per Equations (1-2), in our model this difficulty for any customer v is
assumed to be in the inverse proportion to the share of the already attracted (activated) customers
in the neighborhood of v. As we already argued, this is a well-established approach in the complex
contagion literature [13]. In our context, such a definition of the activation time reflects that in
many markets (especially high-tech ones) the customers are more likely to switch to a competing
company (or a technology) if more of their friends already use it. We also note that the strategy
of the attacker (the sequence of nodes) induces a connected subgraph in the network; hence, our
model fits the settings of word-of-mouth marketing [36].

Our sample malicious scenario involves either a criminal or extremist organization who selects
the candidates for new members using social ties of their existing rank-and-file. Here, the defender
is either the law enforcement or a charitable institution whose goal is to protect a community. The
activation time for each node represents the threshold of an individual to become attracted by
the covert organization. The meaning of Equations (1-2) in this context is that any individual v is
assumed to be more attracted to become a member of a covert organization if relatively many of her
neighbors have already done so. This reflects many studies of illegal behaviors in the literature—for
instance, Bikhchandani et al. [8, p. 994] “consider a teenager deciding whether or not to try drugs.
A strong motivation for trying out drugs is the fact that friends are doing so. Conversely, seeing
friends reject drugs could help persuade the teenager to stay clean.” Furthermore, we note that the
fact that the strategy of the attacker induces a connected subgraph is natural in this scenario, as it
ensures that the covert network remains connected.
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4 FINDING OPTIMAL STRATEGIES

We begin our analysis of the model by considering the problem of finding optimal strategies. Since
the Stackelberg game is solved by backward induction, we first consider the strategy of the attacker
(given an arbitrary strategy of the defender). In particular, we formally define the Optimal Attack
Problem as follows:

Definition 2 (Optimal Attack Problem). This problem is defined by a tuple (G, ¢, vs, T), where
G = (V,E) is a given network, ¢ : V — R is the defender’s distribution of security resources, vs €
V is the seed node of the attacker, and T is the attacker’s time limit. The goal is to identify y* € I'(V)
such that y* is in arg maxy er(v).y, =os 1y, T).”

As mentioned in the introduction, in the existing literature, where the attack spreads in the form
of a stochastic process, the attacker’s strategy consists only of choosing a seed node; hence, it is
usually easy to pick an optimal strategy of the attacker. However, finding the optimal strategy of
the attacker in our model is no longer trivial. Indeed, as we show in Section 4.1, in the general
case, i.e., when we allow a network to have any structure, the problem of finding a sequence of
nodes providing the largest number of nodes activated within a time limit is NP-complete. Hence,
even if the attacker is given complete information about the activities of the defender, finding an
optimal strategy of the attack is computationally intractable.

However, we are able to find optimal strategies of both attacker and defender for more restricted
network structures. In particular, we find that, if the network under consideration is a star, the
attacker should attack nodes in non-decreasing order of their activation times, with the additional
constraint that the center of the star has to be one of the first two nodes in the sequence (see
Section 4.2). As for the defender strategy, if it is possible not to let the attacker activate even a single
node given the time limit, then the defender should try to make the time of activation equal for all
nodes (if possible) or all peripheral nodes (if there are not enough security resources). Alternatively,
the defender should assign all security resources to the central node (since, again, it has to be one
of the first two nodes in the sequence). We also analyze the optimal strategies for cliques, where
the optimal attack sequence orders the nodes non-decreasingly according to assigned security
resources, while the defender should spread her security resources uniformly (see Appendix A).
We can also efficiently find an optimal attack sequence for a tree (see Appendix B).

In the case we need to find an optimal attacker’s strategy for an arbitrary (but small) network,
we present an algorithm based on dynamic programming technique that returns solution in time
O(2"n?), where n is the number of nodes in the network. Its pseudocode can be found as Algo-
rithm 2 in Appendix C. While it is more effective than simple exhaustive search, its exponential
time complexity makes it suitable for rather small networks.

Finally, we also present a mixed-integer-linear-programming method to compute optimal de-
fense strategies when the strategies of the attacker can be enumerated, i.e., when the set of the
attacker’s strategies is of reasonable size. The formulation has O(IT'|n) constraints, where I'is the
set of strategies available to the attacker (see Section 4.3). While this method would be highly
impractical if we assume that the attacker can use any strategy, it can help defend the network
effectively when some additional constraints are put on the attacker, e.g., we can ensure that some
ways of attack are completely implausible.

4.1 Complexity Analysis of the Optimal Attack Problem
The following result holds:

SRecall that 57(y, T) denotes the number of nodes activated within time limit T when using attack sequence y.
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Fig. 2. The network used to reduce the 3-Set Cover problem to the Optimal Attack problem. The seed node,
vs, is marked black. Blue numbers in the parentheses show the order of nodes that have to be activated
before activating node ay, 1.

THEOREM 2. The Optimal Attack problem is NP-complete.

Proor. The decision version of the optimization problem is the following: Given a network
G = (V,E), adistribution of security resources ¢, a seed node vg, a time limit T, and a value r* € N
expressing the number of nodes to be activated within time limit, does there exist a sequence of
nodes y* € T'(V) such that n(y*,T) > r*?

This problem clearly is in NP. This is because, given a solution, i.e., a sequence y* € T'(V), we
can compute the time of activation of every node in the sequence and verify in polynomial time
whether n(y*, T) > r*.

To prove NP-hardness, we will show a reduction from the NP-complete 3-Set Cover problem.
To this end, we will build a network that reflects the structure of a given 3-Set Cover problem
instance and use it as an input for the Optimal Attack problem. Finally, we will show that an
optimal solution of the Optimal Attack problem corresponds to a solution of the given instance of
the 3-Set Cover problem.

More formally, an instance of the NP-complete 3-Set Cover problem is defined by a universe
U ={uy,...,un}, a collection of sets S = {S1,..., Sk} such that ¥;5; C U and V;|S;| = 3, and an
integer b < k. The goal is to determine whether there exist b elements of S, the union of which
equals U. In what follows, let o(u;) = [{S; € S : u; € Sj}l, i.e,, o(u;) is the number of sets in S that
contain u;.

First, let us create a network G that reflects the structure of the instance of the 3-Set Cover
problem under consideration. It is shown in Figure 2, where:

e The set of nodes: For every S; € S, we create a single node, denoted by S;. For every u; € U,
we create a single node, denoted by u;, as well as 4k nodes a; 1, . . ., a; . Moreover, for every
uj € Uandevery S; € Ssuchthatu; € S;, we create a single node [; ;. Additionally, we create
a single node vs.

e The set of edges: For every node S; € S, we create an edge (S;, vs). For every node a; j,
we create an edge (a; j, u;). Finally, for every node [; j, we create two edges, (S;,[; ;) and

(uj, i ).
Next, let ¢* be a distribution of security resources such that:
¢*(vs) =0,

¢*(ai,j) = 0 for every node a; j,

¢*(u;) = k — o(u;) for every node u;,
¢*(S;) = 20mk for every node S;,
¢*(l;,j) = 20mk + 2 for every node I; ;.
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This particular distribution of security resources has the following properties:

e it gives each node u; the same time of activation (assuming an equal number of activated
neighbors), and

e it gives each of the nodes S; and /; ; the minimal time of activation that is greater than the
maximal time of activation of nodes u;, i.e., activating node S; or [; ; always takes more time
than activating node u;, no matter what the number of active neighbors is.

These properties will play an important role later in the proof. Furthermore, let T* = (b +
m)(20mk + 4) + 9mk + 1 and r* = b + (4k + 2)m. These are the time and the number of activated
nodes of the strategy that corresponds to a solution to the 3-Set Cover problem.

Now, consider the instance of the Optimal Attack problem in the form of (G, ¢*, vs, T*,r*). We
will show next that an optimal solution to this instance corresponds to an optimal solution to the
3-Set Cover problem. We begin by observing that the following holds for the times of activation
of the nodes in V:

e 7(a;;) = 1for every node a; j, as we have d(a; ;) + $*(a;;) = 1and [N(a; ;) NI| < 1;

e 7(u;) < 5k for every u; € U, as we have d(u;) + ¢*(u;) = 5k and |[N(u;) N 1| > 1;

e 5mk+1<17(S;) < 20mk + 4forevery S; € S, as we have d(S;) + ¢*(S;) = 20mk + 4and 1 <
IN(S:) NI| < 4

e 10mk +2 < 7(l; j) < 20mk + 4 for every node I; ;, as we have d(l; ;) + ¢*(l; ;) = 20mk + 4
and 1 < |N(li,j) ﬂI| <2

We will now show that if there exists a solution $* C S to the given instance of the 3-Set Cover
problem, then there exists a solution y* to the constructed instance of the Optimal Attack problem
such that n(y*,T*) = r* = b + (4k + 2)m. Indeed, we can construct such solution by activating ev-
ery node S; € S* (b nodes activated in time b(20mk + 4)), choosing for every u; € U node S; € S*
such that u; € S; and activating nodes I; ; and u; (2m nodes activated in time (20mk + 4)m + 5mk),
and finally activating all nodes a; ; (4mk nodes activated in time 4mk).

In what follows, let y; denote the maximum prefix of y* such that 7(y;) < T*. Now, we have to
show that if there exists a solution y* to the constructed instance of the Optimal Attack problem,
then there exists also a solution S* C S to the given instance of the 3-Set Cover problem. To this
end, we will show that for the prefix y7. of any such solution y* it must be that, for every u; € U,
there exists anode S; € y; such that u; € S; and |y N S| < b. Notice that when this is the case, we
can obtain the solution to the given instance of the 3-Set Cover problem by taking S* = y7. N S.

First, we observe that any sequence y;. that does not contain all nodes u; cannot have the re-
quired number of r* activated nodes within the time limit. Assume, to the contrary, that there
exists such a sequence. Since there exists node u; that is not activated, neither of the nodes a; ; are
activated. Therefore, this sequence has to activate 4k + 1 of the nodes S; or /; ; instead. However,
there are only 4k nodes S; and [; ;. Hence, sequence y;, which is a solution of the constructed
instance of the Optimal Attack problem, must activate all nodes u;. To activate given node u;, we
need to activate at least one node [; j, and to achieve that, we need to activate node S;. Therefore,
because of the way we constructed the network, for every u; € U there exists anode S; € y; such
that uj € Si.

Now, we need to show that for y; being a solution of the constructed instance of the Optimal
Attack problem, we have |y;. N S| < b, i.e., that any sequence being a solution cannot activate more
than b nodes S; within time limit. As shown above, y; has to activate all u; nodes. Notice that to
activate u;, we have to activate a node /; ; with only one activated neighbor (its only other neighbor
being u;). Activating m such nodes takes m(20mk + 4) time. Hence, to activate more than b nodes S;
within time limit, we would have to do it in time shorter (as we still have to activate nodes u;) than

ACM Transactions on Intelligent Systems and Technology, Vol. 11, No. 1, Article 5. Publication date: December 2019.



Strategic Attack & Defense in Security Diffusion Games 5:11

T* — m(20mk + 4) = b(20mk + 4) + 9mk. Now, activating node S; (including the time necessary to
activate neighboring nodes I; ;) takes time:

e 20mk + 4 when activating with only one active neighbor vg;

o 2mktd 4 (20mk + 4) when activating with two active neighbors;

2
20mk+4

° + 2(20mk + 4) when activating with three active neighbors;

3
20mk+4

° 4

+ 3(20mk + 4) when activating with four active neighbors.

This is because, to be used to speed up the activation of node S;, node /; ; has to be activated
beforehand, in time 20mk + 4. Hence, activating a single node S; takes at least 20mk + 4 time and
it is not possible to activate more than b nodes S; in time b(20mk + 4) + 9mk.

This implies that the optimal solution to the constructed instance of the Optimal Attack problem
must correspond to the optimal solution to the given instance of the 3-Set Cover problem, thus
concluding the proof. O

4.2 Optimal Strategies for Stars
For stars, we have the following result:
THEOREM 3. Let network G = (V, E) be a star with center a and peripheral nodes by, . ..,b,_1. Let

¢ be a particular distribution of security resources (assume that nodes b; are ordered non-decreasingly
according to ¢(b;)). An optimal attack sequence is then:

o v ={(a,by,by,...,by_1)ifp(b1) = Pp(a) + n — 2 (i.e, when a has the lowest time of activation),
o vy =(by,a,by,...,b,_1) otherwise.

An optimal defense strategy against an optimal attack strategy is then:
o ¢*(a) = LENED g gr(p;) = Lin2 e < 2D

P o
o ¢*(a) = ® and $*(b;) = 0 otherwise.

In words, an optimal strategy of the attacker is to attack nodes in non-decreasing order of their
activation times, with the additional constraint that the center of the star has to be one of the first
two nodes in the sequence. As for the defender strategy, if it is possible not to let the attacker
activate even a single node given the time limit, then the defender should try to make the time of
activation equal for all nodes (if possible) or all peripheral nodes (if there are not enough security
resources). Alternatively, the defender should assign all security resources to the central node
(since, again, it has to be one of the first two nodes in the sequence).

Proor. First, we prove our claim about the strategy of the attacker. Notice that node a has to
be either first or second node in the attack sequence, as the attacker either starts with it or it is the
only neighbor of the starting node (if the attacker starts with one of the peripheral nodes). Hence,
it has activation time of 7(a) = n — 1 + ¢(a). Similarly, any node b; is either first in the sequence
or is activated when exactly one of its neighbors (central node a) is active. Hence, its activation
time is 7(b;) = 1 + ¢(b;). If it is impossible to activate more than one node within time limit, then
the sequence y* is optimal, because the first node has the lowest time of activation in the entire
network.

Now consider a case where it is possible to activate at least two nodes within the time limit.
Assume, to the contrary, that in an optimal attack sequence, y, we have b; activated before b; for
i < j(as mentioned above, node a has to be either on the first or the second position in the sequence
and we can swap these nodes without changing the total activation time). However, such sequence
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can be improved by swapping elements b; and b;. The argument follows the same logic as in the
proof of Theorem 2.

Now, we move to proving our claim about the strategy of the defender. First, consider a case
in which it is possible not to let attacker activate even a single node, i.e., ¥V, ey 7(v) > T. It is then
optimal for the defender to have the same activation time for all nodes (as the attacker will pick
the one with lowest activation time as the first in sequence). Hence, we have 7(a) = ¢*(a) + n —
1=¢"(b;)+1=1(b;) and ¢*(a) + (n — 1)¢*(b;) = ®. After solving this set of equations, we get
¢ (a) = w and ¢*(b;) = q”%_z. We then have r(a) = 7(b;) = w. Since we consider
a case in which it is possible not to let the attacker activate even a single node, we need to have
(@) = 7(b;) = LA > T,

Notice that it is possible that the defender does not have enough defense resources to make time
of activation of all nodes equal (when ® < (n — 1)(n — 2)). She should then spread them uniformly
among peripheral nodes to maximize the minimal time of activation in the network. We then have
¢*(a) = 0 and ¢*(b;) = %. Minimal time of activation in the network is then 7(b;) = % and
for this strategy to be optimal, we need to have 7(b;) = 4%1,1 >T.

Now, consider the case in which the attacker is able to activate k > 1 nodes. One of the first two
nodes in the sequence has to be a. Hence, assigning all security resources to a either maximizes
the time required to activate available number of nodes—if k > 2 as their total activation time is
¢(a) + 25:11 ¢(b;)), or it maximizes the time that would be necessary to activate second node in
the sequence—if k = 1. O

4.3 Optimal Defense against a Subset of Strategies

In this section, we present a mixed-integer linear programming method to compute optimal de-
fense strategies when the strategies of the attacker can be enumerated, i.e., when the set of the
attacker’s strategies is of reasonable size.

Assume that the attacker has at her disposal only a limited set of strategies, I' C T(V). We as-
sume that each sequence in this set is a correct strategy of the attack, i.e., there is no attempt to
activate nodes with no active neighbors. In such case the problem of finding the optimal distribu-
tion of defense resources can be formulated as a mixed-integer linear programming problem. The
formulation is:

mansv’ay’i,k k
subject to ¢ =0 Yoev
ZveV ¢v <o
ay,; €{0,1) Vyef\v’ief
2j<i W zayiT VY, Vier
Diel ay,i 2 k vyef“’
wherel = {1,...,n}and ¢, ; is the number of active neighbors of y; at the moment of its activation,

when using attack sequence y (we set ¢,,; = 1 for every y € I).

The first two sets of constraints guarantee that we have a valid distribution of security resources.
When the attacker is using attack sequence y, we want variable a, ; to equal 1 if and only if node
yi is not activated within the time limit. This is guaranteed with the fourth set of constraints.
In particular, we have a,,; = 1 only when the total time of activation of the first i nodes in the
sequence (the left-hand side of the fourth constraint) exceeds the time limit, T. The last set of
constraints guarantees that k is the minimum number of inactive nodes over all the choices of y
(the attacker minimizes this value, while the defender maximizes it). The formulation has O(|I'|n)
constraints.
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Table 1. Formulas for the Defender’s Heuristics

Equality $(v;) = max(0,s* — d(v7))
Uniform P(v;) = %(p
Random $(v;) = Z{’: ~
i i _ _c(wi)
High Centrality ¢ ¢(v;) = W@
Low Centrality ¢ ¢(v;) = cH(vi)

In the next section, we explore the efficiency of various heuristic strategies that may be used by
both players.

5 ATTACK AND DEFENSE STRATEGIES BASED ON HEURISTICS

Another approach that may be pursued by both the defender and the attacker is to resort to heuris-
tic strategies. In fact, one can think of many potential heuristics, depending on the network topol-
ogy and the particular setting at hand. Hence, in this section, we propose a number of different
heuristics that are inspired by a variety of scenarios and the results from the literature.

5.1 Heuristic Strategies of the Defender

To find a suitable heuristic, we should take into account the information possessed by the players.
In particular, the defender does not know a priori where the attack is going to take place. Hence,
the heuristic strategy of assigning available security resources should be based on some properties
of either the security game or the network, as no other information is available at this stage.
The formulas of the defender’s strategies are presented in Table 1. In these formulas, r; is drawn
uniformly at random from [0, 1], s* is the maximal s such that )} ; max(0,s — d(v;)) < ®, and ¢
denotes a given centrality measure for centrality-based strategies.
We now present an intuition behind each heuristic for the defender:

e Equality—the defender tries to make the activation time equal for as many nodes as pos-
sible (as it may not be possible for all nodes). This heuristic is inspired by the work of
Bachrach et al. [5], who found that in their model the optimum is achieved when security
levels are equal for all targets:

e Uniform—the security resources are distributed uniformly among all nodes. This heuristic
is related to the previous one, but now the resources are simply divided equally.

e Random—the security resources are distributed randomly among all nodes. This heuristic
is a natural benchmark for other ones.

Next, we propose 12 heuristics for the defender that are based on the topology of the network.
The basic idea is to assign available security resources either proportionally or inverse proportion-
ally to the centrality, i.e., the importance, of nodes in the network. The following set of heuristics
for the defender is based on the centrality measures:

e High Degree—the defender focuses on defending nodes with high degrees. The inspiration
for this strategy can be found in a number of works that indicate that hubs are of key
importance in the diffusion process [16, 47].

e Low Degree—the defender focuses on defending the nodes with low degrees. This strategy
is inspired by the observation that some criminal groups tend to recruit lonely, socially
isolated people [10].
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e High Betweenness—the defender focuses on defending the nodes with high betweenness.
Betweenness centrality is considered particularly important in the context of financial net-
works, where it is arguably the most sensible measure of the systemic danger of an indi-
vidual bank within the financial system [22]. In particular, banks with high betweenness
centrality are able to bring down the entire financial system if consecutive occurrences of
illiquidity materialize, given that there are no interventions by relevant authorities.

The next two strategies are inspired by the observation that nodes with low betweenness cen-
trality and (typically) high closeness centrality play the role of the “pulse-takers” in their organi-
zations [27]. They are easily accessible by other central nodes as well as to the rest of the network.
The pulse-takers are key to the preservation and the development of companies [57] and as such
are more likely to be a subject of various attacks, such as an advanced ransomware attack [63].

e Low Betweenness—the defender focuses on defending the nodes with low betweenness.
e High Closeness—the defender focuses on defending the nodes with high closeness.

We also consider the heuristic strategy focused on the nodes with low closeness. In the social
network context, such nodes tend to be vulnerable (easier to target) as more isolated and dependent
on information from few neighbors [50].

e Low Closeness—the defender focuses on defending the nodes with low closeness.

Finally, we consider heuristics based on the Shapley value of each node (see Section 2 for more
details). As the Shapley value expresses synergy between nodes, it might prove effective in choos-
ing which areas of the network to defend more intensively. The Shapley value of a given game can
be used to define centrality measure, where the centrality score of each node is the payoff assigned
to it by the Shapley value. In this article, we consider the following heuristics based on the Shapley
value:

o High/Low Shapley Value Degree—the defender focuses on defending the nodes with high/low
payoff in a game where the value of the coalition C is the number of nodes in C and those
immediately reachable from C [43].

e High/Low Shapley Value Closeness—the defender focuses on defending the nodes with
high/low payoff in a game where the value of the coalition C is the number of nodes in
C and those not further than § hops away (in our experiments, we use § = 3) [43].

o High/Low Shapley Value Betweenness—the defender focuses on defending the nodes with
high/low payoff in a game where the value of the coalition C is the percentage of the shortest
paths between the nodes from outside C controlled by the nodes in C [59].

5.2 Heuristic Strategies of the Attacker

Unlike the defender, who has to choose her moves a priori, the attacker knows at each step of
her decision-making process which nodes in the network have been already activated and which
have not, as well as she knows the distribution of security resources chosen by the defender. This
immediately suggests the following two heuristics in which the attacker may use this information
to her advantage:

e Greedy—the heuristic in which the next target is a not-yet-activated node with the lowest
time of activation; and

e Majority—the heuristic in which the next target is a not-yet-activated node with the highest
number of activated neighbors.
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In comparison to the Greedy heuristic, the Majority heuristic has a tendency to activate nodes
with high degrees earlier in the process. One can also mix both heuristics:

e Mixed—a mix of the two previous heuristics that we will denote by Mixed(p), where p is the
probability of using the Greedy heuristic and 1 — p is the probability of using the Majority
heuristic.

The above three heuristics were already studied in strategic network diffusion [2], however, not
in the setting that involves a strategic defender or another player.

A parallel can be drawn between using the Greedy and Majority heuristics and the tradeoff
between exploration and exploitation [33]. In particular, the Greedy strategy can be considered
the exploitation component of the setting, as it maximizes short-term gains. At the same time,
the Majority heuristic has a tendency to target high-degree nodes, thus exploring new potential
venues of an attack for the future, although the immediate cost of such an attack is usually higher
than for the Greedy heuristic. Following this trail, we propose yet another two heuristics for the
attacker that are inspired by the exploration-exploitation literature [58]:

e Epsilon-Decreasing—a heuristic that exhibits exploratory behavior at the beginning and ex-
ploitative behavior at the end of the process. In more detail, we set the probability of se-
lecting the target using the Greedy heuristic to p = %, where t is the time elapsed since the
beginning of the attack process and T is the total time limit. Otherwise, we select the target
using the Majority heuristic.

e Epsilon-First—a heuristic that at first exhibits only exploratory behavior, followed by only
exploitative behavior. In more detail, we select the target using the Majority heuristic if
t < €T, where € is the parameter of the heuristics, while ¢ and T are defined as for the
Epsilon-Decreasing heuristic. Otherwise, we select the target using the Greedy heuristic.

In the next section, we will evaluate all the above heuristic strategies by the means of numerical
simulations.

6 EXPERIMENTAL ANALYSIS

We will now test the heuristics proposed in the previous section across different combinations of
networks and strategies.

6.1 Experiment Design

The setting of each of our experiments is characterized by (a) a network, G, (b) a strategy of the
defender, ¢, and (c) a strategy of the attacker, y. As for (a), we use randomly generated networks,
as well as real-life datasets. As for (b)—i.e., the defender’s strategy—we consider all the defense
heuristics proposed in the previous section. In our experiments, we assume that the amount of se-
curity resources is ® = 10n and the time limit is T = n. These parameters’ values allow us to clearly
present trends appearing for different settings of our experiments. As for (c)—i.e., the attacker’s
strategy—we again consider all attack heuristics proposed in the previous section. We benchmark
them against the optimal attack strategy, which we find using the dynamic-programming algo-
rithm. However, the dynamic-programming algorithm is time- and memory-intensive, and we are
able to apply it in practice only for smaller networks. Furthermore, following the usual assumption
in the security games literature [1, 5, 41], we choose the seed node of the attacker that provides
the highest number of activated nodes (breaking ties uniformly at random).
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Network Generation Models. We use the following models to generate the networks:

o Preferential attachment networks generated using the Barabasi-Albert model [6]. Unless
stated otherwise, in our experiments, we add d = 3 links with each new node, and we set
the size of the initial clique to d;

e Scale-free networks generated using the configuration model [44]. Unless stated otherwise,
in our experiments, we assume the minimal degree to be d,,;, = 2, the maximal degree to
be dmax = 10, and the configuration model parameter to be A = 3;

e Random graphs generated using the Erd6s-Rényi model [19]. Unless stated otherwise, in our
experiments, we assume the expected average degree to be d = 10;

e Small world networks generated using the Watts-Strogatz model [65]. Unless stated oth-
erwise, in our experiments, we assume the expected average degree to be d = 10 and the
probability of rewiring to be p = 711 ;

e Random trees generated using Priifer sequences [49]. We use sequences where each element
is chosen uniformly at random from set 1, ..., n.

Real-life Networks. In addition to the experiments on randomly generated networks, we also
perform simulations for a number of real-life network structures. In particular:

e Karate Club [66]—the network of people attending karate classes in one of the American
universities. The network consists of 34 nodes and 78 edges.

e Facebook (small) [39]—a small fragment of the social network of the users of Facebook. The
network consists of 61 nodes and 272 edges.

e Facebook (medium)[39]—a medium fragment of the social network of the users of Facebook.
The network consists of 333 nodes and 2,523 edges.

e Facebook (large) [39]—a large fragment of the social network of the users of Facebook. The
network consists of 786 nodes and 14,027 edges.

The four datasets can be considered examples of networks appearing in different applications of
our model (they are standard social networks generated based on surveys and social media data),
since all nodes are inactive at the beginning.

6.2 Numerical Results

We now move to describing the results of our simulations. Results for randomly generated net-
works with any combination of attacker’s and defender’s strategies are presented in Figures 3
and 4, whereas Figure 5 presents results under the assumption that the attacker chooses the opti-
mal strategy (in the case of smaller networks) or the best of considered heuristic strategies. Results
for real-life networks are presented in Figures 6 and 7. We describe results of each type of network
separately.

Small networks. We will first describe results for networks with 80 nodes. We generate networks
of this size to be able to compare the performance of heuristic solutions against the optimal strategy
of the attacker.

Interestingly, the Uniform strategy is a relatively effective way of defending the network. At the
same time, the Equality strategy usually gets considerably worse results than the Uniform strategy.
This seems to be the case, because, while the Equality strategy aims to compensate differences in
the time of activation between nodes with different degrees, the Uniform strategy keeps hubs
harder to activate than other nodes, discouraging the attacker from targeting them.

Out of the betweenness centrality-based defender strategies, the Low Betweenness strategy
is always more effective than its High Betweenness counterpart. The efficiency of the Low
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Preferential attachment networks Scale free networks Random graph networks

Uniform Uniform Uniform
Random
LowSVDegree

LowSVCloseness

Random
LowSVDegree
LowSVCloseness

Random
LowSVDegree
LowSVCloseness
LowSVBetweenness
LowDegree
LowCloseness

LowSVBetweenness
LowDegree
LowCloseness

LowSVBetweenness
LowDegree
LowCloseness
LowBetweenness
HighSVDegree
HighSVCloseness
HighSVBetweenness
HighDegree
HighCloseness
HighBetweenness

LowBetweenness
HighSVDegree
HighSVCloseness
HighSVBetweenness
HighDegree
HighCloseness
HighBetweenness

LowBetweenness
HighSVDegree
HighSVCloseness
HighSVBetweenness
HighDegree
HighCloseness
HighBetweenness

Equality Equality Equality
> QEQRYEYEQEYRYEQIRQOEQEQEOY > & DD DS S
SR ENS SN ORI ENS R
F B S S Lo F B S S Lo R
RS ER RN NIFFWFNG CEEEELS
0.08 0.10 0.12 0.14 0.10 0.12 0.14 0.08 009 0.10 0.11 0.12
Small world networks Random trees

Uniform
Random
LowSVDegree
LowSVCloseness

Uniform
Random
LowSVDegree
LowSVCloseness
LowSVBetweenness
LowDegree
LowCloseness

LowSVBetweenness
LowDegree
LowCloseness
LowBetweenness
HighSVDegree
HighSVCloseness
HighSVBetweenness
HighDegree
HighCloseness
HighBetweenness
Equality

LowBetweenness
HighSVDegree
HighSVCloseness
HighSVBetweenness
HighDegree
HighCloseness
HighBetweenness
Equality

& 2 S D DD S S S
O N & MR R o

Fig. 3. Comparison of effectiveness of defender’s strategies for different attacker’s strategies on networks
with 80 nodes. Color of each cell represents the expected percentage of nodes successfully activated by
the attacker. Results are taken as an average over 100 simulations, with a new network generated for each
simulation using one of the models.

Betweenness strategy might seem surprising at first. However, low betweenness centrality val-
ues are characteristic of not only peripheral nodes in the network, but also of the members of
dense network structures (e.g., in a clique the betweenness centrality of all nodes is zero) that are
typically high return targets for the attacker, as the activation of each of them affects many peers.
In fact, the Low Betweenness strategy in many cases is one of the most effective ways of defending
the network.

Out of the defender strategies based on closeness centrality, their relative effectiveness depends
on the network model under consideration. The High Closeness strategy is more effective in the
majority of the simulations. Nevertheless, they usually achieve similar performance, and choosing
the right closeness-based strategy is a highly effective way of defending the network. Interestingly,
these results can be connected to the role of nodes with low betweenness centrality and high
closeness centrality as the “pulse-takers” of their organizations [27].

The High Degree strategy, focusing its defense efforts on hubs, is also relatively effective, as
it discourages the attacker from activating high-degree nodes giving access to large parts of the
network. Low Degree and Random strategies are less effective in most cases.

Out of the strategies based on the Shapley value, the High Shapley Value Betweenness is the
least effective in all cases, similarly to its basic counterpart, i.e., the High Betweenness strategy.
The Low Shapley Value Betweenness achieves better results, although on average it is still inferior
to the rest of the strategies based on the Shapley value. Both High and Low Shapley Value Degree
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Fig. 4. Comparison of effectiveness of defender’s strategies for different attacker’s strategies on networks
with 1K nodes. Color of each cell represents the expected percentage of nodes successfully activated by
the attacker. Results are taken as an average over 100 simulations, with a new network generated for each
simulation using one of the models.

as well as both High and Low Shapley Value Closeness are usually among the best defender’s
heuristic, with the exact order depending on the network structure and the strategy of the attacker.
Interestingly, they are consistently more efficient than the basic centrality measures, indicating the
importance of the synergy effect (expressed by the Shapley value) in planning the defense of the
network.

From the attacker’s point of view, if she is unable to compute the optimal solution, in most cases
using the Greedy strategy with a high probability is the best choice and close to the optimal one.
In most cases pure Majority and pure Greedy strategies give better results than adding a small
percentage of the other strategy into the mix. The Epsilon-First strategy generally achieves better
results than simple mix, while the Epsilon-Decreasing strategy is in most cases worse than both
pure Majority and pure Greedy strategies.

As for the comparison between different network generation models in terms of attack potential,
the small-world networks are on average the easiest to attack, as short expected distance between
nodes allows to quickly reach less protected parts of the network. The networks with exponential
degree distributions (i.e., preferential attachment and scale-free networks) are on average easier
to attack than random graphs and trees. This may be due to the fact that hubs in networks with
exponential degree distributions are more connected, and activating them gives easy access to a
large part of the network. The random trees are the most difficult target for the attacker. They

ACM Transactions on Intelligent Systems and Technology, Vol. 11, No. 1, Article 5. Publication date: December 2019.



Strategic Attack & Defense in Security Diffusion Games

Networks with 80 nodes (against optimal)

19

Networks with 80 nodes (against best heuristic)

¢4
o
o
@

o
o
o
o

Percentage of attacked nodes
Percentage of attacked nodes

0.05 0.05
0.00 0.00
S EFEFEFEELTLELESES
PP S £S5 LTSS
O L T & 5L ST & & °
FANAISAN AN O O & & O &L R N v
S SRS
S S o 9 O O & 0 O & 30 S & &
& § S & S o FesE T VF S
v E VE FESFYES i
VN & S %
~ N

Networks with 1000 nodes (against best heuristic)

o
N
o

¢

@

=

e
=)
a

WNMWWH

Percentage of attacked nodes
°

0.00
LS ELEEELEET LSS ESE
S &£ & L &P FfLHFHF P L & &

F IS FIFT I FLLESTS &S

L IV FLPL & FLEECEE & F &

o O 9 9 QO OIS S PO
S o T oSS > & &
€ § FILFFES & &

T & VOV S

~ Rl

M Preferential attachment ll Random graph [l Random tree [l Scale free [l Small world

Fig. 5. Comparison of effectiveness of defender’s strategies, under assumption that the attacker uses optimal
strategy (for networks with 80 nodes) or the best heuristic considered by us (for networks with 1K nodes).
Results are taken as an average over 100 simulations, with a new network generated for each simulation
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Fig. 7. Comparison of effectiveness of defender’s strategies for real-life social networks, under assumption
that the attacker uses optimal strategy or the best heuristic considered by us. Defender’s strategies are sorted
from most to least effective on average.

offer very limited choice when guiding the attack, as any two nodes are connected with but a
single path.

We will focus on the choice of the best defense heuristic if the attacker utilizes her optimal strat-
egy, which is the worst possible situation for the defender. Results for this scenario are presented
in Figure 5. The best defender’s choice depends on the generation model of the network. In the case
of the random graphs, the Low Closeness and Low Betweenness heuristics give the best results
(even though Low Closeness is on average worse than its high closeness counterpart when con-
sidering all different attacker strategies), with a number of Shapley value-based heuristics closely
following. In case of the scale-free networks, the heuristics based on high scores of Shapley value
degree and Shapley value closeness centrality measures provide the best results for the defender.
When the preferential attachment networks are considered, the High Shapley Value Degree and
the Low Shapley Value Closeness heuristics offer the best protection. For the small-world net-
works, Low Closeness and Low Degree heuristics are the most effective, closely followed by the
Low Shapley Value Degree strategy. Finally, the random trees can be defended most efficiently
by the High Shapley Value-based Degree strategy. As it can be seen, in most cases the heuristics
utilizing Shapley value-based degree and closeness centralities are valid choices, albeit not always
the best ones.

It might be interesting to compare the effectiveness ranking for small networks when the at-
tacker uses the optimal strategy (top-left plot in Figure 5) and when she uses the best heuristic
(top-right plot in Figure 5). As it can be seen, the ranking of the defender strategies remains almost
identical, with the only difference being the Uniform strategy getting slight edge over Low Shapley
Value Closeness strategy. Other trends also remain largely consistent between the two settings.

Large networks. We now discuss results for larger networks, consisting of 1K nodes. Because of
time and memory complexities, we are unable to compute the optimal solution for networks of
this size. However, we present results of the heuristic algorithms to observe how trends in them
change with the size of the network.

Most of our observations made for the smaller networks remain valid. One notable difference
in terms of defender strategies is an increase of the effectiveness of High Degree strategy. In many
cases it now outperforms most of the other strategies, and the difference is especially striking in
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the case of the preferential attachment networks. In this type of network, the expected degree of
hubs greatly increases with size of the network, hence the attacker’s advantage from activating
a hub and gaining access to a large part of the network is also much higher. Because of this,
focusing defender’s efforts on protecting high degree nodes significantly improves effectiveness
of the defense.

Another notable difference is how the effectiveness of High Betweenness strategy greatly de-
pends on the strategy of the attacker. While it has considerable variance in effectiveness even for
smaller networks, for larger networks it achieves both the best and the worst results throughout
all defender strategies. It is particularly efficient to use the High Betweenness strategy against
attacker strategies utilizing Majority with high probability; while we observe much worse per-
formance against Greedy-intensive attacker strategies. A possible explanation is that in larger
networks, especially these with scale-free properties, the distribution of betweenness centrality
values among nodes is more heterogenous. Majority strategy, ignoring actual time of activation of
the nodes, is unable to avoid attacking high betweenness, strongly defended nodes, while Greedy
strategy is able to do so.

Another difference is that the Epsilon-Decreasing strategy—which usually achieves poor per-
formance for small networks—in large networks does better in comparison to Mixed and Epsilon-
First strategies. In many cases it has better results than pure Majority or pure Greedy strategies,
depending on the defender’s strategy. Similarly, for Mixed and Epsilon-First strategies a particular
parametrization often achieves better performance than pure Greedy and Majority strategies.

While the small-world structure is the most difficult to defend for both small and large networks,
the difference between it and the other models of generation is especially striking for the networks
with 1K nodes. In fact, the minimal number of successfully attacked nodes for small-world net-
works is greater than the maximal number of successfully attacked nodes for all other types of
network structure.

Since we are unable to compute the optimal strategy of the attacker for large networks, we will
now analyze the choice of the defender’s heuristic under assumption that the attacker will use the
best response out of her strategies considered in the article (in most cases a particular parameter-
ization of the Epsilon-First strategy). The results for this scenario are presented in Figure 5. In the
case of the random graphs, a few heuristics have a very similar effectiveness: namely, High Shap-
ley Value Closeness, High Closeness, High Shapley Value Degree, and High Degree (the difference
between the best and the worst of them is smaller than a single active node). For the scale-free
network, the Low Shapley Value Degree heuristic offers the best performance, with the Low Be-
tweenness heuristic being the second. In the case of both the preferential attachment networks and
the random trees, the best choice of the defender is to use the High Degree heuristic. Finally, for
the small-world networks, the best performance is provided by the Low Shapley Value Closeness
heuristic.

Real-life networks. Results of the simulations on real-life networks are presented in Figures 6
and 7. Notice that we computed the Optimal attack strategy only for networks with at most
80 nodes.

In general, the results for real-life networks show similar trends to those for the randomly gen-
erated datasets. In a number of situations, we observe a sharp increase or a sharp decrease in the
effectiveness of a given attacker strategy for particular parametrizations (see, e.g., the Mixed(20)
attacker strategy against the Low Shapley Value Degree defense in the large Facebook fragment),
which is caused by the fact that, unlike for the randomly generated network, the results are not
averaged over multiple runs, but rather computed for a single structure.

The comparison of results for different sizes of the networks indicates that, in general, smaller
networks are easier to defend. For almost all strategies of the defender their relative effectiveness
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decreases with the number of nodes (i.e., the percentage of successfully attacked nodes grows with
the number of nodes).

As for the effectiveness of the defense heuristics, Random, Low Degree, High Betweenness, and
High Shapley Value Betweenness are among the worst methods of defending the network, just as
for the random networks.

In a situation where the total number of nodes that can be attacked is small, maximizing the
cost of attacking the first node (which is the main principle behind the Equality strategy) shows
its strength.

6.3 Alternative Experimental Settings

We also conducted a number of other experimental studies, the results of which are presented
in the appendices. Appendix D presents the results of experiments with the mixed-integer linear
programming strategy of the defender described in Section 4.3. In Appendix E, we consider a set-
ting in which the attacker can choose multiple seeds at the beginning of the process. Appendix F
presents a series of security diffusion games in which the defender updates her distribution of se-
curity resources based on the previous choices of the attacker. Finally, in Appendix G, we consider
alternative forms of the function used to compute the time of activation of the network nodes.

7 DISCUSSION AND CONCLUSIONS

We considered the problem of defending the network from a sequential attack that is strategically
planned and controlled by the attacker, rather than one that spreads due to a stochastic process.
We proved that finding an optimal way to spread the attack is an NP-complete task in a general
case, which suggests that the attacker may not always utilize the best way of diffusion. We found
optimal strategies for simple network structures and formulated the problem of finding an optimal
way of defending the network as a mixed-integer linear programming. For large and complex net-
works, we experimentally analyzed ways of defending the network from various types of attacks.
We found that the highest utility of the defender is achieved by utilizing one of Shapley value—
based network centrality measures. In most cases the attacker can achieve high utility by using
the greedy strategy with a high probability.

One of the fundamental assumptions underlying our study is that of centralized defense, i.e.,
of a single authority who decides on the security level of each node. An alternative assumption
that has been often considered in the network literature is that the level of defense can be chosen
individually by each node in a network [25, 37]. In most of these settings, each target is autonomous
and can decide whether or how to defend itself [25]. Therefore, this body of literature typically
uses game-theoretic methods to identify equilibria of the game between attackers and defenders
when it is possible to efficiently identify best strategies of all players. Such decentralized defense
in interdependent security games fits scenarios where individuals deliberate about the incentive to
invest in protection such as vaccination, airline security, or fire protection and act upon that [37].
Our study, in turn, focuses the scenarios with a central defender who is in charge of protecting
all connected targets. This one defender can therefore build a resilient network or centrally assign
defense resources across nodes [18, 24]. Arguably, centralized defenders can perform better in
finding global defense solutions and hence can be best adopted in high-stake problems, whereas
decentralized defense gives nodes the option of deciding whether to protect themselves or not and
therefore unincentivized nodes might put a whole network at risk.

In a broader context, our work can be applicable and extended to other types of sequential
attacks on a network [45] that are used to model, for instance, competitive adoption of a product [9]
and protecting computer networks [17].
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As for the ideas for future work, one possible venue is more in-depth analysis of the exploration-
exploitation techniques. In this work, we considered only two simple techniques. Using more in-
tricate learning techniques [28] might yield better results in adjusting a strategy of the attacker.
Another interesting problem would be to consider a setting where, instead of playing just one
game, players can face each other off multiple times on the same network, and they modify their
strategies as the process goes on. Finding an equilibrium of this repeated game may lead to a better
understanding of the dynamics of defending a network against a strategic continuous attack.

APPENDICES
A OPTIMAL STRATEGIES FOR CLIQUES

THEOREM 4. Let network G = (V,E) be a clique, i.e., ¥V, wev (v, w) € E. Given a particular distribu-
tion of security resources ¢, an optimal attack sequence isy*, where nodes are ordered non-decreasingly
according to assigned security resources, i.e, ¥i<;¢(y;) < ¢(y;).

An optimal defense strategy against an optimal attack strategy is to spread security resources uni-
formly, i.e,Yyev g™ (v) = %,

n-1+¢(yi)

Proor. Since the network is a clique, the activation time of ith node in sequence y is max(Li-T)"

This is because y; has n — 1 neighbors, i — 1 of which have been already activated.

First, we prove our claim about the strategy of the attacker.

We prove it by contradiction. Assume to the contrary, that in an optimal attack sequence y, we
have ¢(y;) > ¢(y;) for i < j such that i > 1 and j > 2 (notice that we can always swap first and
second element of the sequence, as the sum of their activation times remains the same). However,
such a sequence can be improved by swapping elements i and j. Let 7;; be the time of activation of
yi and y; before such a swap, and 7;; after the swap (note that the activation times of all other nodes
remain the same after the swap). We have that (notice that max(1,i — 1) = i — land max(1,j — 1) =
j—1fori> 1landj > 2):

_(r-1+9() +n—1+¢(yi))_(n—l+¢(yi)+n—1+¢(}/j))

Tji — Tij = i—1 j—1 i—1 j—1
_9(i) ¢ o) — ¢(v))
-1 i—1

<0.

Therefore, for i < j such thati > 1and j > 2, we always have ¢(y;) < ¢(y;))-

We will now prove our claim about the strategy of the defender. The proof is by contradiction.
Assume to the contrary that in an optimal distribution of security resources ¢, we have i > 1 such
that ¢(y]) # ¢(y;,,), where y* is an optimal attack sequence (again, notice that we can always
swap the first and the second elements in the attack sequence, as the sum of their activation times
remains the same). Since y* is an optimal attack sequence, we have that ¢(y;’) < ¢(y;, ,). However,
such ¢ can be improved by setting ¢(y;") and ¢(y;,,) to their average. Let 7; be time of activation
of y/ and y;,, before the change, and 7, after the change (the activation times of all other nodes
remain the same after the change). We have:

n—1+ ¢(yi*)+2¢(}/;+1) n—1+ ¢(Y;)+2¢(Yi*+1)

=T = - + - -
i—-1 i (

n—1+¢(y;) . n—l+¢)(ylf"+1))

i—1 i

_9Gin) —oG4i) - 9l 0D i) — i)
o 2(i-1) 2i T 2i(i+1)

> 0.
Therefore, in an optimal distribution of security resources, we have ¢(y;) = ¢(y;,,) fori > 1. O
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B THE OPTIMAL ATTACK FOR TREES

THEOREM 5. Let network G be a tree. The optimal strategy of the attacker can be computed in
polynomial time.

Proor. In Algorithm 1, we present the pseudocode of the algorithm for computing the optimal
attacker’s strategy on a tree starting from an a priori given node. It performs the exhaustive search
of all possible strategies of the attacker by traversing the tree in a bottom-up fashion. In the pseu-
docode, Vpotup denotes the sequence of nodes in V' in a bottom-up order (when v is the root), ¢(v)
denotes the sequence of the children of v, ¢;(v) denotes the ith node in this sequence, and t(v)
denotes the size of the subtree with v as the root. We denote the concatenation of sequences using
the ® symbol.

ALGORITHM 1: Finding the optimal attack sequence for a tree.

Input: Tree G = (V, E), distribution of security resources ¢, time limit T, starting node vg.
Output: Optimal attack sequence starting with node vg

1 forv e Vdo

2 fork €(1,...,n)do

3 x[v,k] «

4 forov e Vbotup do // loop over all nodes in bottom-up order

5 7[v,0] « 0

6 y[v,0] < 0

7 7[v,1] « d(v) + ¢(v)

8 y[v. 1] « (v)

9 if d(v) > 1 then // if v is not a leaf aggregate results from children
10 fork e(1,..., t(c1 (U))) do // choose targets only from the subtree of the first child
11 y[1,k] « d(v) + ¢p(v) + [c1(v), k — 1]

12 ql1,k] « () ® y[c1(v), k — 1]

13 I —t(c1(v) +1
14 forme (2,..., |C(U)|> do // choose targets from the subtrees of the first m children
15 I —1+t(cm(v))

16 for k € 1,... ,l) do // loop over the number of attacked nodes
17 y[m, k] « oo
18 forie <1, A ,k) do // loop over the number of attacked nodes, we select from the

subtrees of the first m —1 children
19 g —y[m—1,i] + t[em(v), k — i]
20 if § < y[m, k] then
21 ylm. k] <3
22 qlm. k] < glm - 1,i] & y[em (v), k — 1]

23 forke(2,..., t(’U)) do // transfer results to tables 7 and y
21 t[v, k] <« y[le(v)|, k]

25 y[v. k] < glle(v)l. k]

26 Teturn maXy.;[vg k]<T ylvus, k]

One can notice that, in the case of a tree, every node other than the seed node has exactly one
active neighbor at the moment of activation. Hence, its time of activation is always d(v) + ¢(v). In
what follows, we will call this value the weight of node v. The task of finding the optimal strategy
of the attacker boils down to finding the largest subtree with the sum of weights lower than T.
Algorithm 1 achieves this goal by filling tables 7 and y.
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Entry 7[v, k] contains the weight of the lightest subtree with k nodes rooted at v, while y[v, k]
contains the nodes in this subtree (in the order of activation). Computing values of 7[v, 0] and
7[v,1] (as well as y[v, 0] and y[v, 1]) is trivial. If node v is not a leaf, then we compute 7[v, k] and
vlv, k] for k > 1 by filling tables y and q.

Entry y[m, k] contains the weight of the lightest subtree with k nodes rooted at v, constructed by
using only the descendants of the first m children of v. Entry g[m, k] contains nodes in this subtree
(in the order of activation). In lines 18-22, we check all possible values of y[m, k] by taking i nodes
from the first m — 1 children of v (and v itself) and adding to them k — i nodes from the subtree of
the mth child of v.

Instructions in lines 11-12 as well as instructions in lines 25-26 are run O(n?) times, since the
loop in line 4 is run exactly n times and, for any v, we have t(v) < n. One can notice that the body
of the loop in line 14 is run exactly n — 1 times in total (because it is a loop over children of node
v and every node other than vs has exactly one parent). Since both [ < n and k < n, instructions
in lines 19-22, driving the time complexity of the algorithm, are run O(n®) times. Hence, the
time complexity of Algorithm 1 is O(n*). The memory complexity of Algorithm 1 is O(n?) if we
represent sequences in tables y and q as trees visited in a prefix order. O

C DYNAMIC PROGRAMMING ALGORITHM FOR FINDING OPTIMAL ATTACK

In this section, we present a dynamic-programming algorithm to find the optimal strategy of the
attacker. Its pseudocode can be found in Algorithm 2. The algorithm computes the strategy that
yields the highest possible utility of the attacker against a given distribution of security resources.
The @ symbol denotes the concatenation of sequences.

ALGORITHM 2: A dynamic-programming algorithm for the optimal strategy of the attacker.
Input: The network (V, E), the defender’s distribution of security resources ¢, the seed node vg € V,
and the attacker’s time limit T.
Output: Attacker’s sequence of activation starting with vg of maximal length given the time limit.
1 forC CVdo
2 T[C] « o0
3 T [{vs}] <0
4 Y [{vs}] « (vs)
s fork=1,...,n—1do
6 for Cc V: (|C| =k) A (t¥[C] < =) do

7 forveV:(v¢C)A(N@)NC #0)do
d(v)+¢(v)
8 AT < TN@)nC]
9 if (t*[C]+ At < " [CU{i}]) A (r*[C] + At < T) then
10 *[CU {i}] « *[C] + AT
11 y[Cufil] « y*[Cl® (i)
12 if =Accy|Cl =k +1 A 77[C] < co then
13 return y*[argmine ey cj=x 77 [C]]

14 return y*[V]

In lines 1-4, we initialize data structures, i.e., array 7* holding the minimal time necessary to
activate a given set of nodes and array y* holding the sequence allowing to activate a given set
of nodes in this minimal time. In kth run of loop in line 5, we fill both arrays for these subsets of
size k + 1 that can be activated within time limit. We do it by iterating over the subsets of size k
that can be activated within time limit in loop in line 6 and trying to activate next node in loop

ACM Transactions on Intelligent Systems and Technology, Vol. 11, No. 1, Article 5. Publication date: December 2019.



5:26 M. Waniek et al.

in line 7. In line 8, we compute the time necessary to active node v when previously we activated
nodes in C in the best possible way. In lines 9-11, we update the way of activating nodes C U {v}
if activating nodes in C first and node v after that is better than the currently known best solution.
We end the algorithm either when it is no longer possible to activate any set of the size k + 1 (in
lines 12-13) or when we find a way of activating the entire network (in line 14).

Time complexity of the algorithm is O(2"n?), as for every of the O(2") subsets of the set of
nodes, we might need to iterate over O(n) of its neighbors and for each of them compute their
time of activation in time O(n). Notice that arrays can be implemented using hash tables. Given
the exponential time complexity of the algorithm, it is only suitable for small networks.

D EXPERIMENTAL RESULTS WITH MIXED-INTEGER LINEAR PROGRAMMING

To test the effectiveness of mixed-integer linear programming in finding the optimal strategy of the
defender, we perform experiments on randomly generated networks. To avoid selecting arbitrary
set of strategies I" available to the attacker, we allow the attacker to choose any strategy. However,
under these assumptions, we are able to solve mixed-integer linear programming instance effi-
ciently only for very small networks. A potential idea for future work is studying whether there
exists a way of finding a set T' of limited size that is still guaranteed to always contain the optimal
attacker strategy.

Figures 8 and 9 present our results for networks with 6 nodes and average degree 2, taken as an
average over 100 simulations. Mixed-integer linear programming was solved using Ip_solve solver
version 5.5.2.5.

As it can be seen, distribution of security resources computed using mixed-integer linear pro-
gramming is considerably more successful in mitigating the attack than most of the other defense
strategies, with centrality-based heuristics closely following. This suggests that, at least in the
case of simple structures of very small networks, centrality measures may be close to capturing
the complexity of the problem of finding the optimal defense.

Another difference in comparison to results for larger networks is that all considered strategies
of the attacker achieve very similar results. Very small number of nodes results in a fairly limited
variety of valid strategies available to the attacker.
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Fig. 8. Comparison of effectiveness of defender’s strategies, under assumption that the attacker uses optimal
strategy or the best heuristic considered by us. Results are taken as an average over 100 simulations, with a
new network generated for each simulation using one of the models. Defender’s strategies are sorted from
most to least effective on average. Error bars represent 95% confidence intervals.
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Fig. 9. Comparison of effectiveness of defender’s strategies for different attacker’s strategies. Color of each
cell represents the expected percentage of nodes successfully activated by the attacker. Results are taken as
an average over 100 simulations, with a new network generated for each simulation using one of the models.

E EXPERIMENTAL RESULTS WITH MULTIPLE SEEDS

The model of strategic diffusion [2] allows only one seed node. We now investigate the potential
advantages of activating multiple seeds at the beginning of the process. We assume the time of
activating each subsequent seed to be computed using the same formula as for the first seed in
the basic version of our model, i.e., 7(v) = d(v) + ¢(v) for v that is a seed node. We choose the
subsequent seeds using the same method as when choosing the first seed in the basic version of
the model, i.e., selecting those that provide the highest number of activated nodes (breaking ties
uniformly at random). In the remainder of the process, we follow the same procedure as in the
basic version of the model, i.e., we choose the subsequent targets from the nodes with at least one
active neighbor.

Figures 10 and 11 present the results of our experiments. As it can be seen, forcing the attacker
to pick multiple seeds increases the effectiveness of the attack in most cases, as the expected per-
centage of successfully attacked nodes is greater when two or three seeds are activated (color of
the heatmap cells is closer to red). An interesting exception to this rule are the random graph
networks generated using Erd6s-Rényi model. The uniform structure of these networks does not
offer much advantage in terms of activating additional seeds.

It is also worth noting that the general trends in data are preserved when changing the number
of seeds, e.g., strategies of the defender that are effective in experiments with single seeds tend to
also be effective in a setting with multiple seeds. Finally, although the difference in results when
using multiple seeds is notable, the magnitude of the change is not particularly substantial, e.g.,
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Fig. 10. Comparison of effectiveness of defender’s strategies for different attacker’s strategies on networks
with 80 nodes, when attacker uses one, two, and three seeds. Color of each cell represents the expected per-
centage of nodes successfully activated by the attacker. Results are taken as an average over 100 simulations,
with a new network generated for each simulation using one of the models. Scales are fixed for each network
type to allow comparison between the number of seeds.

the difference between the percentage of successfully attacked nodes with only one seed and with
two seeds is on average less than 0.01.

ACM Transactions on Intelligent Systems and Technology, Vol. 11, No. 1, Article 5. Publication date: December 2019.



Strategic Attack & Defense in Security Diffusion Games 5:29

One seed Two seeds Three seeds
Uniform Uniform Uniform
Random Random Random
oy LowsVDegree LowSVDegree LowSVDegree
A4 LowSVCloseness LowSVCloseness LowSVCloseness
'~ LowSVBetweenness LowSVBetweenness LowSVBetweenness
QO Lowbegree LowDegree LowDegree
E LowCloseness LowCloseness LowCloseness
© LowBetweenness LowBetweenness LowBetweenness
& HighSVDegree HighSVDegree HighSVDegree
g HighSVCloseness HighSVCloseness HighSVCloseness
= HighSVBetweenness HighSVBetweenness HighSVBetweenness
© HighDegree HighDegree HighDegree
3 HighCloseness HighCloseness HighCloseness
., HighBetweenness HighBetweenness HighBetweenness
= Eavaly Equality Equality
»‘@@Q\@@@@@Q\@@@ &‘Q\Q\Q\Q\Q A '&‘Q\Q\Q\Q\Q\Q\Q\Q\Q\@Q\Q\
E \\@O" &é\ub@\ S \\\@@\@ Q)\Q \\O" &é\u@\ \\Q@\ %\ \\&Qe"e ARG u@beﬁb \o@\\\g\\u\@@\o
wn RRSE B <& «\*" & R G z“é L BRI e GE
@\“\“\\“\@\"' S E \“\\“\“\@@\* \‘*\“&“‘@@\*’ CEELL
—————— ——————— ———————
Uniform Uniform Uniform
Random Random Random
LowSVDegree LowSVDegree LowSVDegree
LowSVCloseness LowSVCloseness LowSVCloseness
LowSVBetweenness LowSVBetweenness LowSVBetweenness
vy LowDegree LowDegree LowDegree
Q  LowCloseness LowCloseness LowCloseness
L Lousetweenness LowBetweenness LowBetweenness
4> HighSVDegree HighSVDegree HighSVDegree
g HighSVCloseness HighSVCloseness HighSVCloseness
© HighSvBetweenness HighSVBetweenness HighSVBetweenness
3 HighDegree HighDegree HighDegree
€ HighCloseness HighCloseness HighCloseness
G HighBetweenness HighBetweenness HighBetweenness
=4 Equality Equality Equality
\@Q@‘*zb\Q fﬁ@\@“\@\@\ N \b-@@\@&\ & o“‘}bs rﬁ@ @Q\@\ S Q\ @@q@@\ \\@ & rﬁ@\\@\@\ \\\Q-“\':S\Q@Q@
S q«'ﬂ@x @g ‘o -z.e & q«'ﬁ« @g +°®e <<«'°@ @
QS O & CELEELS OGS @*o\ CEE S RECS S M
M e oo B ooose—m
0075 0.100 0.125 0.150 0.175 0075 0.100 0.125 0.150 0.175 0075 0.100 0.125 0.150 0.175

Fig. 11. Comparison of effectiveness of defender’s strategies for different attacker’s strategies on networks
with 80 nodes, when attacker uses one, two, and three seeds. Color of each cell represents the expected per-
centage of nodes successfully activated by the attacker. Results are taken as an average over 100 simulations,
with a new network generated for each simulation using one of the models. Scales are fixed for each network
type to allow comparison between the number of seeds.

F REPEATED GAME SETTING

We now consider a process in which the security diffusion game is played multiple times between
the same two players. We investigate whether the knowledge about the attacker’s activities can
help the defender achieve better performance.

We consider a process consisting of rounds. In each round, the defender and the attacker play a
single instance of the security diffusion game on the same network. We assume that the attacker
always utilizes the Optimal strategy, while the defender updates her distribution of security re-
sources according to results of the previous round. The total amount of security resources remains
the same.

In what follows, let ¢;(v;) denote the amount of security resources assigned to node v; in round
Jj» and let I; denote the set of nodes activated in round j.

The value of ¢ is given by the strategy used by the defender in the first round, which is one of
the strategies described for the single game setting. For every subsequent round j > 1 the defender

updates the security resources assignment as follows:
w;j(vi)
i=1 @ (Vi)

¢j(vi) =

where:
0)(’0) = ri,j¢j_1(7)i) if'Ui S Ij—l,
o $j-1(vi) otherwise,
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Fig. 12. Results of our experiments for repeated game setting. The x-axis represents the round, i.e., the con-
secutive instance of the game. The y-axis represents the number of activated nodes after the process finished.

Every line represents different initial strategy of the defender. The scale is fixed to make plots easier to
compare.

with r; ; being drawn uniformly at random from interval [1, 2]. In other words, the defender in-
creases the amount of security resources assigned to nodes that were activated in the previous
round.

Figure 12 presents results for our repeated game setting. Each data point is taken as an average
over 100 simulations. Colored areas represent 95% confidence interval.

As it can be seen, updating the strategy that initially is not particularly successful leads to re-
ducing the number of nodes captured by the attacker. However, in case of the defender strategies
that are the most effective in the first round, moving the security resources to the nodes that got
successfully attacked not only does not help, but it actually makes the network more vulnerable,
i.e., in the following rounds the average number of captured nodes increases. By moving the secu-
rity resources to nodes that were attacked in the previous round, the defender makes other nodes
more vulnerable, which is then exploited by the attacker.

Interestingly, in most cases almost all initial strategies converge to similar efficiency. It suggests
that after a high enough number of rounds an equilibrium state is reached.
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G EXPERIMENTAL RESULTS WITH ALTERNATIVE DIFFUSION MODELS

We now consider alternative settings of our experiments, where we modify the formula of the
activation time of a given node. In particular, following the strategic diffusion model [2], we
introduce the parameter @ € R*, which allows to adjust the strength of path dependencies. In a
setting with a given value of @, we have that:

e The first node in the sequence chosen by the attacker (the seed node) is activated in time
7(v) = (d(v) + $(v))*

e The activation time for all other nodes is 7(v) = (M

IN(o)AT] )* where I is the set of currently

activated nodes.

Notice that for « = 1 this is equivalent to the basic model described in Section 3 of the main
article.

The results of our experiments with & = 0.8 and with & = 1.25 are presented in Figures 13, 14,
and 15.

As for the relative effectiveness of the different strategies of the attacker, the general trends are
similar to those in experiments with the basic model with & = 1. The parameters of the attacker’s
strategies that proved to be successful in the basic version of the experiments are usually also
effective when the function determining the time of activation changes.
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Fig. 13. Comparison of effectiveness of defender’s strategies for different attacker’s strategies on networks
with 80 nodes in model with « = 0.8. Color of each cell represents the expected percentage of nodes suc-
cessfully activated by the attacker. Results are taken as an average over 100 simulations, with a new network
generated for each simulation using one of the models.
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Fig. 14. Comparison of effectiveness of defender’s strategies for different attacker’s strategies on networks
with 80 nodes in model with @ = 1.25. Color of each cell represents the expected percentage of nodes suc-
cessfully activated by the attacker. Results are taken as an average over 100 simulations, with a new network
generated for each simulation using one of the models.
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Fig. 15. Comparison of effectiveness of defender’s strategies, under assumption that the attacker uses the
best heuristic considered by us, for models with different values of a. Results are taken as an average over
100 simulations, with a new network generated for each simulation using one of the models. Defender’s
strategies are sorted from most to least effective on average. Error bars represent 95% confidence intervals.
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As for the relative effectiveness of the defender’s strategies, results for the setting with o = 0.8
show similar tendencies to those for « = 1. However, increasing the value of « to 1.25 brings some
interesting insights. The Equality strategy, in other cases not particularly successful, suddenly be-
comes one of the best ways of defending the network. In a situation where capturing the nodes
becomes significantly harder (which is the case for @ > 1), withholding the initial attack also be-
comes more crucial (which is the idea behind the Equality strategy).

As for the comparison between different network models, while results for @ = 0.8 present sim-
ilar trends to the results for the basic setting, again an interesting change can be noticed when
a = 1.25. While in other cases the small-world networks were the easiest to attack, they are more
resilient when « > 1. Increasing the value of & puts more pressure on activating nodes with many
active neighbors and reduces the advantage of being able to quickly reach all parts of the network.
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