COMPUTER AIDED
VERIFICATION

Lecturel |

Proving correctness of programs.
Java Modeling Language.
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PROVING CORRECTNESS -
PROPERTIES

» decorated source code Is analyzed
* In general not fully automatic

* In general human assistance needed
» does not scale

» allows for parametrization / generalization




FSC / JAVA 2

* Prover Simplify

» semantics of Java and JML in FOL (around |00 axioms)
* Proving correctness In complile time (static analysis)
* Nerther complete nor correct

» does not find all errors (false posrtives)

» false alarms (false negatives)
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EXTENDED STATIC ANALYSIS

quality extended static analysis KeY, Loop, ...

static analysis \

PathFinder, ESC/ Java 2
Bandera, Bogor; ...

Jlint FiﬂdBUgS@ model checking

A

proving correctness

>

cost
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FSC / JAVA 2

r
//@ requires x >= 0.0; N\
/+@ ensures JMLDouble (g1, a2, @3, g4 = 01, 02, 03, Q4;

@ .approximatelyEqualTo do gl > g2 + gl, g2 := g2, ql
@ (x, \result * \result, eps); - -
%/ 0 g2 > g3 > g2, g3 := g3, q2
public static double sqrt(double x) { 0 g3 >qg4 » g3, g4 := g4, g3
VA I Y od
} o<
& S L J
)) )) e B ;
base” conditions (loop unfolding)

l l

_ verification conditions (VS)

BRI, |

<
-

BRee s colinterexample > warning
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FSC / JAVA 2

r
//@ requires x >= 0.0; ~\
/*@ ensures JMLDouble rql, g2, g3, g4 := Ql, Q2, Q3, Q4;

@ .approximatelyEqualTo do gl > g2 + gl, g2 := g2, ql
@ (x, \result * \result, eps); - -
@/ 0 g2 > g3 » g2, g3 := g3, g2
public static double sqrt(double x) { 0 g3 >qg4 » g3, g4 := g4, g3
VA I Y od
} o<
" y \. J
)) )) e B ;
base” conditions (loop unfolding)

l l

_ verification conditions (VS)

BRI, | N
["B weakest 4

\ \ 9 precondrtion 5

BRee s colinterexample > warning
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http://www.jmlspecs.org/jmldbc.pdf
http://www.jmlspecs.org/jmldbc.pdf
http://www.eecs.ucf.edu/%7Eleavens/JML/fmco.pdf
http://www.eecs.ucf.edu/%7Eleavens/JML/fmco.pdf
http://www.eecs.ucf.edu/%7Eleavens/JML/fmco.pdf
http://www.eecs.ucf.edu/%7Eleavens/JML/fmco.pdf

OVERVIEW

» formal specification (and documentation) language
* Inspiration:
* Hoare logic
» Dijkstra’s weakest preconditions
* easy for use by programmers (assertions)
* “lishtweight” partial specifications

» DBC.: design by contract
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CONTRACT

r
import org.jmlspecs.models.JMLDouble;

public class SqrtExample {
public final static double eps = 0.0001;

//@ requires x >= 0.0;
//@ ensures JMLDouble.approximatelyEqualTo(x, \result * \result, eps);
public static double sqrt(double x) {

return Math.sqrt(x);

}
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CONTRACT

r
import org.jmlspecs.models.JMLDouble;

public class SqrtExample {
public final static double eps = 0.0001;

//@ requires x >= 0.0;
//@ ensures JMLDouble.approximatelyEqualTo(x, \result * \result, eps);
public static double sqrt(double x) {

return Math.sqrt(x);

}

* pre-conditions
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CONTRACT

r
import org.jmlspecs.models.JMLDouble;

public class SqrtExample {
public final static double eps = 0.0001;

//@ requires x >= 0.0;
//@ ensures JMLDouble.approximatelyEqualTo(x, \result * \result, eps);
public static double sqrt(double x) {

return Math.sqrt(x);

}

* pre-conditions

i contract )

* post-conditions
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CONTRACT

r
import org.jmlspecs.models.JMLDouble;

public class SqrtExample {
public final static double eps = 0.0001;

//@ requires x >= 0.0;
//@ ensures JMLDouble.approximatelyEqualTo(x, \result * \result, eps);
public static double sqrt(double x) {

return Math.sqrt(x);

}

* pre-conditions

i contract)

* post-conditions

» semantics: partial correctness
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.. (pages 3/-39)




CONTRACT

Qrecondition
May assume must ensure

method caller

may assume
MUust ensure

postcondition
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May assume

(

method

~N

MUust ensure

CONTRACT

Qrecondition

MUuSst ensure

caller

postcondition

Mmay assume
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CONTRACT

-
//@ requires P;

//@ ensures Q;
public void m() {
S

~\

(

.

}

\_ J
fe )
public void m() {
//@ assume P;

S

//@ assert Q;
}

.

//@ assert P;
o.m();
//@ assume Q;

~\

Y,
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MODULARITY

import org.jmlspecs.models.JMLDouble;
public class SqrtExample {
public final static double eps = 0.0001;

//@ requires x >= 0.0;
//@ ensures JMLDouble.approximatelyEqualTo(x, \result * \result, eps);
public static double sqrt(double x) {

return Math.sqrt(x);

}

-
//@ assert 9.0 >= 0.0;

double res = SqrtExample.sqrt(9.0);
/*@ assert JMLDouble

@ .approximatelyEqualTo
@ (9.0, res * res,

@ SqrtExample.eps) ;
@x/
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MODULARITY

import org.jmlspecs.models.JMLDouble;

public class SqrtExample {
public final static double eps = 0.0001;
//@ requires x >= 0.0;

public static double sqrt(double x) {
return Math.sqrt(x);

}

//@ ensures JMLDouble.approximatelyEqualTo(x, \result * \result, eps);

Sl class!

r

//@ assert 9.0 >= 0.0;
double res = SqrtExample.sqrt(9.0);

/*@ assert JMLDouble

@ .approximatelyEqualTo
@ (9.0, res * res,

@ SqrtExample.eps) ;
@x/
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ASSERT

* Java assert statement;
* can have side effects
» only Java expressions
* |[ML assert statement:
» all ML features

* NO side effects
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LOGICT# )

(\forall Student s;
juniors.contains(s);
s.getAdvisor() != null))

.

/*@ also

Al S @ requires kgs >= 0;

> é&é& . ! iy . @ requires weight + kgs >= 0;

@ ensures weight == \old(weight + kgs);
Qx/

o quantiﬂcation; | public void addKgs(int kgs); |

* \forall \exists \sum \product \min \max \num_of

’
* \result \old( ) /+0 also
@ ensures \result != null
@ && (* \result is a displayable
@ form of this person *);
* natural language ox/ F
public String toString() {
return "Person(\"" + name + "\","
+ weight + ")";
¥
.
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EXECUTABILITY

-
/*@ requires a != null
Q && (\forall int 1i;
@ 0 <1 &% i < a.length;
@ al[i-1] <= a[il]);
Qx/
int binarySearch(int[] a, int x) {
{/ -
¥

[ )
(\forall Student s;
juniors.contains(s) ;
1 s.getAdvisor() != null))
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EXECUTABILITY

&

-
/*@ requires a != null
G} &% (\forall int 1i;
@ 0 <1 &% i < a.length;
@ al[i-1] <= a[il]);
Qx/

int binarySearch(int[] a, int x) {
{/ -
¥

7

» dynamic analysis possible (in runtime)

L

(\forall Student s;
juniors.contains(s) ;
s.getAdvisor() !'= null)

J
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EXECUTABILITY

&

-
/*@ requires a != null
G} &% (\forall int 1i;
@ 0 <1 &% i < a.length;
@ al[i-1] <= a[il]);
Qx/

int binarySearch(int[] a, int x) {
{/ -
¥

7

» dynamic analysis possible (in runtime)

* Jmlc

L

(\forall Student s;
juniors.contains(s) ;
s.getAdvisor() !'= null)

J
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POSTCONDITION

S el ensures

* exceptional: signals

* signals_only

e

class SettableClock extends TickTockClock {

// ...

/*@ public normal_behavior
@ requires O <= hour &% hour <= 23 &&

@ 0 <= minute && minute <= 59;

@ assignable _time_state;

@ ensures getHour () == hour &&

@ getMinute() == minute && getSecond() == 0;
@ also

@ public exceptional_behavior

@ requires (0 <= hour &% hour <= 23 &&

@ 0 <= minute && minute <= 59);

@ assignable \nothing;

@ signals (IllegalArgumentException e) true;
@ signals_only IllegalArgumentException;

@x/

public void setTime(int hour, int minute) {
if ('(0 <= hour & hour <= 23 & 0 <= minute & minute <= 59)) {
throw new IllegalArgumentException();

}

this.hour = hour;
this.minute = minute;
this.second = 0;
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EXCEPTIONS

signals(Exception) false

ensures false

e

class SettableClock extends TickTockClock {

/*@ public normal_behavior
@ requires O <= hour &% hour <= 23 &&
@ 0 <= minute && minute <= 59;
@ assignable _time_state;
@ ensures getHour () == hour &&
getMinute() == minute && getSecond() == 0;
@ also
@ public exceptional_behavior

@ requires (0 <= hour &% hour <= 23 &&

@ 0 <= minute && minute <= 59);

@ assignable \nothing;

@ signals (IllegalArgumentException e) true;

@ signals_only IllegalArgumentException;
@x/
public void setTime(int hour, int minute) {
if (1(0 <= hour & hour <= 23 & 0 <= minute & minute <= 59)) {
throw new IllegalArgumentException();

}

this.hour = hour;
this.minute = minute;
this.second = 0;
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OBJECT INVARIANTS

* implicrt in

* pre- and postconditions (Including exceptional ones) of all
methods

» postconditions of constructors

» temporarily may be unsatisfied

* Improve understanding of code

assert Pre;

-

~

assume Pre && Inv;

assert Post && Inv;

)

-

assume Post;

(

public class Person {
private /*@ spec_public non_null @x/
String name;
private /*@ spec_public @x/
int weight;

/*@ public invariant !name.equals("")
@ && weight >= 0; @*/
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OBJECT INVARIANTS

* Invariants iIs much more than a useful shorthand
* Invariants are inherrted
* may depend on other objects!

* must be satisfied In all observable states (except from helper
methods)

e )
public void tick() {

second++;

// object invariant might no longer hold
canvas.paint();

/* ... *x/

}
\. y
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OBJECT INVARIANTS

* Invariants iIs much more than a useful shorthand
* Invariants are inherrted
* may depend on other objects!

* must be satisfied In all observable states (except from helper

methods)
] N
public void tick() { oo\
second++; :
// object invariant might no longer hold entrance tO / eXl-t from
canvas.paint () ;
Te . uf any method
} \N% J
\ y
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NON_NULL  NULLABLE

e shorthand notation for

* INnvariant

(private /*@ non_null @*/ String fullName;)

* precondition

-
public /*@ pure @*/ AlarmClock(/*@ non_null @*/ AlarmInterface alarm) {

.

this.alarm = alarm;

}

» postcondition

( )
//@ also
//@ ensures \result != null;
public String toString();

\. _/
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ASSIGNABLE, PURE

» assignable specifies side effects allowed

* pure = assignable \nothing

/*@ public normal_behavior
@ requires 0 <= hour &% hour <= 23 &&
@ 0 <= minute &% minute <= 59;
@ assignable _time_state;
@ ensures getHour () == hour &&
@ getMinute() == minute && getSecond() == 0;
@ also
@ public exceptional_behavior
@ requires (0 <= hour &% hour <= 23 &&
@ 0 <= minute && minute <= 59);
@ assignable \nothing;
@ signals (I1legalArgumentException e) true;
@ signals_only IllegalArgumentException;
i @x/
a4 N

//@ ensures _time == 12%60%60;
public /*@ pure @*/ Clock() { hour = 12; minute = 0; second = 0; }

//@ ensures 0 <= \result && \result <= 23;

public /*@ pure @*/ int getHour() { return hour; }
. J
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DEFAULTS

» Invariant true

* requires true

* ensures true

- assignable \everything

- non null




BIOLTIPLE SPECIFICATION CASES

r'private /*@ spec_public @x/ int age; |

/*@ requires 0 <= a && a <= 150;
@ assignable age;
@ ensures age == a;
@ also
@ requires a < 0;
@ assignable \nothing;
@ ensures age == \old(age);
@/
public void setAge(int a)
{ 1f (0 <= a && a <= 150) { age = a; } }
o J
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SLIGHTWEIGHTT AND [, HEAVYWEIGH T SPECS

static analysis

i

dynamic analysis

7

class Set leClock extends TickTockClock {

77 ...

/*@ public normal_behavior
@ requires 0 <= hour && hour <= 23 &&

@ 0 <= minute && minute <= 59;

@ assignable _time_state;

@ ensures getHour () == hour &%

G getMinute() == minute &% getSecond() == 0;
@ also

@ public exceptional_behavior

@ requires 1(0 <= hour &% hour <= 23 &&

G 0 <= minute && minute <= 59);

@ assignable \nothing;

@ signals (IllegalArgumentException e) true;
@ signals_only IllegalArgumentException;

@x/

public void setTime(int hour, int minute) {
if (1(0 <= hour & hour <= 23 & 0 <= minute & minute <= 59)) {

throw new IllegalArgumentException() ;
}

this.hour = hour;
this.minute = minute;
this.second = 0;
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INHERITANCE OF SPECIFICATIONS

* subclass inherits specification
* subclass invariant Is stronger

* subclass precondition Is
weaker

* subclass postcondition s
stronger

7

//@ assignable _time;
//@ ensures _time == \old(_time + 1) % 24*60%60;
public void tick() {
second++;
if (second == 60) { second

if (minute 60) { minute
if (hour == 24) { hour =

0; minute++; }
0; hour++; }

B,

S no

7

\

// spec inherited from superclass Clock
public void tick() {
super.tick();
if (getHour() == alarmHour & getMinute() == a
alarm.on();
//@ set _alarmRinging = true;

}
if ((getHour() == alarmHour & getMinute() == ;
(getHour () == alarmHour+1 & alarmMinute =:
alarm.off () ;
//@ set _alarmRinging = false;
}
}
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EXTENDING SPECIFICATION

( )
import java.util.=x;

public class Patient extends Person {
protected /*@ spec_public @/
boolean ageDiscount = false; //@ 1in age;

/*@ also
@ requires (0 <= a && a <= 150) || a < 0;
@ ensures 65 <= age ==> ageDiscount; @x/
public void setAge(final int a) {
super.setAge(a);
1f (65 <= age) { ageDiscount = true; }

¥
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VISIBILITY

N
//@ private invariant O <= alarmSecondsRemaining &&
//@ alarmSecondsRemaining <= 60;
/*@ private invariant _alarmRinging
G] <==> alarmSecondsRemaining > 0; @x/
private int alarmSecondsRemaining = 0; //@ in _time;
. J

private /*@ spec_public non_null @x*/
String name;

r

public class Person {
private /*@ spec_public non_null @x/
String name;
private /*@ spec_public @x/
int weight;

/*@ public invariant !name.equals("")
@ && weight >= 0; @*/
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MODEL VARIABLES

ripublic class Clock {
//@ public model long _time;
//@ private represents _time = second + minute*60 + hour*60%60;

//@ public invariant _time == getSecond() + getMinute()*60 + getHour()*60%60;
//@ public invariant 0 <= _time &% _time < 24%60%60;

//@ private invariant 0 <= hour && hour <= 23;
private int hour; //@ in _time;
//@ private invariant 0 <= minute && minute <= 59;

3 represen_t abs-trac-tly I;;;v::'zvi:: ?i::;:;ni/g :2 ;Zi:::é && second <= 59;
concrete variables

private int second; //@ in _time;

//@ ensures _time == 12%60%60;
public /*@ pure @*/ Clock() { hour = 12; minute = 0; second = 0; }

g ﬂOﬂ-mOdlﬂable //@ ensures 0 <= \result && \result <= 23;

public /#*@ pure @+/ int getHour() { return hour; }

//@ ensures 0 <= \result && \result <= 59;

. Chaﬂge Value along public /*@ pure @+/ int getMinute() { return minute; }

//@ ensures 0 <= \result && \result <= 59;

Wlth COﬂCF@te public /*@ pure @*/ int getSecond() { return second; }
Var|ab|es /*@ requires 0 <= hour && hour <= 23;
0 <=

@ requires minute &% minute <= 59;
@ assignable _time;
@ ensures _time == hour*60*60 + minute*60;
@x/
public void setTime(int hour, int minute) {
this.hour = hour; this.minute = minute; this.second = 0;

}

.
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GHOST VARIABLES

* exist only In
specification

» modifiable (set)

/** The number of seconds remaining to keep ringing the alarm.
* If zero, the alarm is silent (off). */

//@ private invariant O <= alarmSecondsRemaining &&

//@ alarmSecondsRemaining <= 60;

/*@ private invariant _alarmRinging
Q <==> alarmSecondsRemaining > 0; @x/
private int alarmSecondsRemaining = 0; //@ in _time;

public boolean tick() {
super.tick();
if (alarmSecondsRemaining > 0) {
alarmSecondsRemaining--;

if (alarmSecondsRemaining == 0) {
alarm.off();
//@ set _alarmRinging = false;
¥

} else if (getHour() == alarmHour &
getMinute() == alarmMinute) {
alarm.on();
alarmSecondsRemaining = 60 - getSecond();
//@ set _alarmRinging = true;
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AND O HERSS

* loop Invariants

- aliases

» data groups

- ,avoiding” invariants: helper methods

* synchronization between threads
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II.ESC / Java 2




PROPERTIES CHECKED

* exceptions:
- NIUILE @leisi=lislles
* array Index out of range, negative array index
* no subclass cast
* division by O

BECREERtime erfors are checked, e.g., OutOrMemoryErter




PROPERTIES CHECKED

* methods:

» partial correctness with respect to pre- and post-
conditions and Invariants

» violation of assignable (pure)
* undeclared exceptions

* violation of non_null




PROPERTIES CHECKED

* loops

* loop_invariant

e decreases

Loops are unfolded requested number of times!

( )
//@ loop invariant E;
while (B) {

S
\,} J

-

(»

N

//@ assert E;
if (! (B)) break;
S

\

J

ESC/Java User's Manual
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PROPERTIES CHECKED

« control flow:
* assert

* reachable




PROPERTIES CHECKED

» classes - object invariants:
* Inrtially

* Invariant (only in observable states)




PROPERTIES CHECKED

* multi-threading
* monitored
» deadlock (e.g., causes by synchronized)

* lack of synchronization / race conditions are not checked




DIAGNOSTIC INFORMATION

* not easily readable

» starting point: a formula classified by Simplify as false
(satisfiable)




UNSOUNDNESS - FaLs

= PO

Dlfasefice @l elnl il

-SC / Java 2 i1s not able to prove

IVES




UNSOUNDNESS - FALSE POSITIVES

* assume, nowarn
* loops - finite unfolding

* Invariants of dynamically created objects ignored

» only chosen Invariants taken into account (heuristics)
* lack of synchronization is not checked

» arithmetic overflow Is ignored

* time upper bound of SImplify
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INCOMPLETENESS - FALSE ALARMS

ESC / Java 2 1s not able to prove
absence of an error




INCOMPLETENESS - FALSE ALARMS

 SImplify I1s iIncomplete (,,potential” counterexamples)
* Incomplete Java semantics:
» floating-point arithmetic, bit operations, strings

* arithmetic overtflow Is ignored
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=SC / JAVA 2 - STRONG POINTS

* quickly finds many errors

* fully automatic

* may be used even without specification
* modularrty

* diagnostic information

* Integration with programming environments (Eclipse)




ESC / JAVA 2 - WEAK POINTS

* nerther sound nor complete

» fairly complete specification Is often necessary
» diagnostic information hard to understand

» only for Java | .4

 Insufficient documentation




TOOLS FOR ML

extended static analysis model checking

Esc/]javal Bogor

- )
//@ requires x >= 0.0;

/*@ ensures JMLDouble

j m | d O C @ .approximatelyEqualTo J m | C
-}K-html < Z*/ (x, \result * \result, eps); > -}K—lclaSS

public static double sgrt(double x) {
/*. .. %/
}
\. J

jmluntt KeY, LOOR Krakatoa, JACK

unit tests Droving correctness
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TOOLS FOR ML

extended static analysis model checking

Esc/]javal Bogor

(- =
. //@ requires x >= 0.0; .
J m | d O C /*2 T ‘.]:;g:‘;:i:latelyEqualTo J m | C
-}]élh_tml < 2*/ (x, \result * \result, eps); . -}l{-lclaSS
public static double sgrt(double x) {
/*. .. %/
}
\. J
. . ik
jmluntt KeY, LOOR Krakatoa, JACK
Daikon
unit tests Droving correctness
*Java
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