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Abstract. In the classic dictionary matching problem, the input is a
dictionary of patterns D = {P1 , P2 , . . . , Pk } and a text T , and the goal
is to report all the occurrences in T of every pattern from D. In the
dynamic version of the dictionary matching problem, patterns may be
either added or removed from D. In the online version of the dictionary
matching problem, the characters of T arrive online, one at a time, and
the goal is to establish, immediately after every new character arrival,
which of the patterns in D are a suffix of the current text.
In this paper, we consider the dynamic version of the online dictionary
matching problem. For the case where all the patterns have the same
length m, we design an algorithm that adds or removes a pattern in
O(m log log kDk) time
P and processes a text character in O(log log kDk)
time, where kDk = P ∈D |P |. For the general case where patterns may
have different lengths, the cost of adding or removing a pattern P is
O(|P | log log kDk + log d/ log log d) while the cost per text character is
O(log log kDk + (1 + occ) log d/ log log d), where d = |D| is the number of
patterns in D and occ is the size of the output. These bounds improve on
the state of the art for dynamic dictionary matching, while also providing
online features. All our algorithms are Las-Vegas randomized and the
time costs are in the worst-case with high probability. A by-product of
our work is a solution for the fringed colored ancestor problem, resolving
an open question of Breslauer and Italiano [J. Discrete Algorithms, 2013].
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Introduction

In the classic dictionary matching problem [2,3,4,5,6,7,8,11,13,15,17,18,19,20,22],
the input is a dictionary of patterns D = {P1 , P2 , . . . , P|D| } and a text T , both
over alphabet Σ, and the goal is to report all the occurrences of patterns from D
in T . The dictionary matching problem is one of the most fundamental pattern
matching problems and was already considered in the 70s [1]. For example, one
of the crucial components of Network Intrusion Detection Systems (NIDS) is the
?
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ability to detect the presence of viruses and malware in streaming data. This task
is typically executed by searching for occurrences of special digital signatures
which indicate the presence of harmful intent. However, while searching for one
such signature is a relatively simple task, NIDS have to deal with the task
of searching for many signatures in parallel, which is exactly the dictionary
matching problem where the patterns are the special digital signatures. Indeed,
the task of finding these signatures dominates the performance of such security
tools [25], and several practical approaches have been suggested [9,24].
A common objective in many dictionary matching applications is to support
online arrivals of the text characters. In NIDS, for example, the typical goal is
to report a special digital signature as soon as it appears, before the next packet
of data arrives. To this end, in the online version of the dictionary matching
problem, the text T arrives one character at a time, and the goal is to report all
of the occurrences of patterns from D in T as soon as they appear, before the
next character arrives. Thus, if an occurrence of a pattern P ∈ D ends at the ith
character of T , then P must be reported before the (i + 1)th character arrives.
Online Dynamic Dictionary Matching Problem. Another common task in applications that utilize dictionary matching is to support changes to D. In NIDS, for
example, one might introduce new digital signatures on the fly or remove from
consideration digital signatures creating too many false positives. To this end,
this paper focuses on the online dynamic dictionary matching problem, where
the goal is to solve the online dictionary problem so that patterns may be added
or removed from D between the arrivals of text characters. In particular, the
requirement now is that when the ith character T [i] arrives, the algorithm must
report all patterns in the current D with an occurrence that ends at the ith
character of T , and this reporting must take place before T [i + 1] arrives.
In this work, we investigate the online dynamic dictionary matching problem
with a focus on randomized Las-Vegas algorithms, with worst-case high probability1 guarantees on the runtime. A summary of our results follows.
1.1

Previous Work and New Results.

For (offline) dictionary matching the Aho–Corasick (AC) data structure [1] provides an optimal linear time solution. However the AC data structure was not
initially designed
P for being neither dynamic nor online.
Let kDk = P ∈D |P | be the total length of all patterns in D, let d = |D| be
the number of patterns in D, and let occ denote the size of the output.
Dynamic Dictionary Matching. In the following we provide an overview of previous work on dynamic dictionary matching that does not support online reporting. Amir et al. [3] improved on Amir et al. [2] by designing a dynamic
dictionary matching data structure that allows for adding/deleting a pattern
1

Throughout this paper, an event happens with high probability (whp) if the probability of the event not happening is polynomially small in the size of the input.

P in O(|P | log kDk/ log log kDk) time, and processing a text T costs O((|T | +
occ) log kDk/ log log kDk) time. Sahinalp and Vishkin [23] provide an optimal
solution for a restricted family of dictionaries2 . Feigenblat et al. [14] sacrifice the
update time in order to obtain a faster text processing time. Remarkably, there
have been no significant improvements to date over these time bounds.
Online Dictionary Matching. The AC data structure is an online dictionary
matching, but the time guarantee per text character is in an amortized sense.
Kopelowitz et al. [22] provide an online data structure that is based on the AC
data structure, and has a worst-case time of O(log log |Σ|) per text character.
In recent years there has been a renewed interest in dictionary matching in
the streaming model which inherently provide online solutions. Let m be the
length of the longest pattern in D. Clifford et al. [11] introduced an algorithm
that costs O(log log m) time per character, which was improved by Golan and
Porat [20] to an algorithm that costs O(log log |Σ|) time per character.
Our Results: Online Dynamic Dictionary Matching. While there has been a
large body of work on either online or dynamic dictionary matching, not much
is known about the combination, beyond trivial solutions. In order to simplify
the description of our results, we first focus on the special case in which all of
the patterns in D have the same length.
Theorem 1. Let m > 0 be a positive integer and let D be a dictionary where
each P ∈ D has |P | = m. Then there exists a linear-space data structure for
online dynamic dictionary matching that supports the following operations on D
(the worst-case time costs are given in parentheses):
1. insert(P ) (assumes |P | = m): Insert a pattern P into D (O(m log log kDk)
with high probability).
2. delete(P ): Delete a pattern P ∈ D (O(m log log kDk) with high probability).
3. online search(T ): Report all of the occurrences of patterns from P in D in an
online fashion, processing one character at a time (O(log log kDk) time per
character).
Moreover, the updates to D can take place during an online search operation.
If such an update takes place during an online search operation, then from that
time onwards the algorithm applies the update to the output.
Notice that the time costs of our algorithm are only a log log kDk factor away
from optimal, which is an exponential improvement over [3] and [2]. Moreover,
our algorithm is online and has worst-case guarantees per text character.
For the case of a general dictionary D, we present the following algorithm.
2

Sahinalp and Vishkin [23] claim that their results can be extended to general dictionaries, but the details were left for a full version that was never made available.
The missing details are unclear and do not seem to be straightforward.

Theorem 2. There exists a linear-space data structure for online dynamic dictionary matching that supports the following operations on a dictionary D (the
worst-case time costs are given in parentheses):
1. insert(P ): Insert a new pattern P into D (O(|P | log log kDk + log d/ log log d)
with high probability).
2. delete(P ): Delete a pattern P ∈ D (O(|P | log log kDk + log d/ log log d) with
high probability).
3. online search(T ): Report all of the occurrences of patterns from P in D in
an online fashion, processing one character at a time (O(log log kDk + (1 +
occ) log d/ log log d) time per character).
Moreover, the updates to D can take place during an online search operation. If
such an update takes place during an online search operation, then from that time
onwards the algorithm applies the update to the output.
The main difference between Theorem 1 and Theorem 2 is that when the
lengths of patterns are all the same then there can be at most one pattern whose
occurrence ends at a given text location, while if the lengths of the patterns are
different then there could be several patterns whose occurrence ends at a given
location. This difference ends up costing a factor of log d/ log log d per output
element and per text location in the general case. Nevertheless, this overhead is a
significant improvement compared to the log kDk/ log log kDk overhead from [3].
Fringe Colored Ancestors. As a consequence of our data structure, we also address an open problem described in [10] which is known as the fringe colored
ancestors problem. The problem definition and solution are given in Section 3.

2
2.1

Algorithmic Preliminaries
The Aho-Corasick Data Structure

The following provides an overview of the AC algorithm [1], which is helpful
for gaining intuition for our new algorithm. The AC algorithm stores a trie
of all of the patterns in D where each edge is marked with the corresponding
character from Σ. Each node u in the trie corresponds to a string S(u) that is
a prefix of some pattern (possibly more than one) from D and is comprised of
the concatenation of the characters on the unique simple path from the root to
u. Thus, if r is the root, then S(r) is the empty string. Moreover, each node u
in the trie has at most |Σ| edges to children of u, each edge corresponding to
a different character from Σ, which are called forward-links. In addition, each
non-root node u has a failure-link which points to a node u0 if and only if S(u0 )
is the longest prefix of some pattern from D that is also a proper suffix of S(u).
Notice that a failure-link exists for every non-root node in the trie since the
string corresponding to the root is the empty string. Finally, each node u stores
a reporting-link to the node û, if such a node exists, where S(û) is the longest
proper suffix of S(u) such that S(û) ∈ D (that is, û represents a pattern in D).

In order to solve the dictionary matching problem, the AC algorithm starts
from the root of the trie and scans T . Suppose that after scanning i−1 characters
of T , the algorithm is at node u and the ith character is c. If there exists a child x
of u where the edge (u, x) is marked with c, then the algorithm transitions to x.
Otherwise, if u is the root then the algorithm continues to the next text character,
and if u is not the root then the algorithm follows the failure-link (u, u0 ), sets
u to be u0 , and attempts to transition from the new u with c (this last step is
recursive which may entail following additional failure-links if needed). Once a
transition is successful, then the algorithm uses reporting-links to report all of
the occurrences of patterns in T that end at the ith location.
Using standard amortization arguments together with hashing, it is straightforward to show that the total time for scanning a text T is O(|T | + occ) time,
where occ is the size of the output.
Worst-Case Versions of the AC Data Structure. The main downside of the AC
data structure regarding the time cost is that the worst-case (as opposed to amortized) time for treating a single character from T could be Ω(maxP ∈D {|P |}). One
straightforward way of reducing this worst-case time is to store a direct failurelink for each pair of a node u and a character c for which there is no forward-link
for u that has character c. The direct failure-link for u and c points to a node v
such that S(v) is the longest suffix of S(u)c. The direct failure-links allow for a
constant worst-case time per character, but the space usage becomes O(n|Σ|).
Challenges with the Dynamic Setting. When considering the dynamic dictionary
case, one of the challenges in using an AC-like data structure is that a single update to D has the potential of updating a large number of failure-links (whether
we are using direct failure-links or not).
2.2

Generalized Suffix Tree

The backbone of the new data structure is the generalized suffix tree (GST) T(D)
of the patterns in D, which is also the main component of the solution by Amir
et al. [2] and its subsequent improved variants [3]. The GST T(D) is a compacted
trie of the suffixes of the patterns P ∈ D. That is, we construct the trie containing
the suffixes of the patterns P ∈ D and compress every non-branching path with
no terminal inner nodes (a path whose internal nodes have a single child and
do not represent suffixes of the patterns) into a single edge. Since edges in the
compressed trie may correspond to multiple characters (which happens when
the edge represents a non-branching path in the uncompacted trie), the string
corresponding to a given edge is stored implicitly as a pointer to a fragment of
one of the patterns P ∈ D. By standard arguments the size of T(D) is O(kDk).
Notice that the nodes of T(D) form a subset of the nodes of the underlying
uncompacted trie. A node u of the uncompacted trie is explicit if u is in T(D),
and otherwise u is implicit. As in the AC data structure, for a node u (implicit or
explicit), let S(u) denote the unique string corresponding to u, which is obtained
by concatenating the labels of edges on the path from the root to u.

For each substring S of a pattern in D, there exists either an implicit or
explicit node u such that S(u) = S; we call u the locus of S. Since the locus
might be implicit, u is represented by a pair (v, β), where v is the nearest explicit
descendant of u and β is the offset—the length of the path from u to v in the
uncompacted trie. Notice that if u is explicit, then u is represented as (u, 0).
Suffix Links. A crucial and extremely helpful feature of suffix trees is that suffixlinks are stored in explicit nodes. The suffix-link from a non-root node u is a
pointer to the node v such that S(u) = cS(v) for some c ∈ Σ. The suffix-links
play a role similar to that of failure-links in the AC data structure: S(v) is the
longest substring of some pattern in D that is also a proper suffix of S(u) 3 . By
standard suffix-tree arguments, if u is explicit, then v is also explicit.
The suffix-links of T(D) span a tree SLT(D) on the set of implicit and explicit
nodes of T(D). The suffix-link path from a node u (either implicit or explicit)
in SLT(D), denoted by πu , is the path in SLT(D) from u to the root of SLT(D).
Notice that πu may contain implicit nodes (but only if u is implicit).
GST Construction. Amir et al. [2] showed that a GST (and its suffix-links) can
be maintained efficiently while undergoing insertions and deletions of strings.
The implementation of [2] was designed for constant-size alphabets, but the
only issue with supporting large integer alphabets is the following primitive:
given a node u and a character c, retrieve the outgoing edge from u whose label
starts with c. Such a primitive can be implemented in O(1) worst-case time using
dynamic hash tables [16], which also support updates in O(1) time whp.
Lemma 3 (Dynamic GST; Amir et al. [2]). A generalized suffix tree T(D),
including the suffix-links for explicit nodes, can be maintained in linear space so
that inserting a string to D takes O(|P |) time with high probability.
The Extended GST of the Reversed Dictionary. The reversed dictionary of D
is the dictionary DR = {P R : P ∈ D}, where P R is the string obtained by
reversing P . Notice that SLT(D) is isomorphic to the generalized suffix trie of
DR , which is the uncompacted version of T(DR ). Specifically, a node u that is
either explicit or implicit in T(D) corresponds to a unique node v (either implicit
or implicit) in T(DR ) such that S(v) = (S(u))R . Due to the isomorphism, we
denote v = uR . In this work, T(DR ) is represented using an extension E(DR )
(the E stands for “extension”) obtained by explicitly adding all implicit nodes
of T(DR ) which correspond to explicit nodes of T(D). We emphasize that while
this is not the first time that the generalized suffix trie of DR [14,22] is used
for solving dictionary matching, as far as we know this is the first time that an
algorithm uses E(DR ).
3

This is in contrast to the AC failure-links, which lead to the locus of the longest
prefix of some pattern in D that is also a proper suffix of S(u).

2.3

Traversing the Generalized Suffix Tree

As text characters arrive, the GST enables maintaining the main pointer —the
locus of the longest suffix of T that is a substring of some pattern in D 4 . In an
online solution, the locus must be updated before the next character arrives.
Suppose that the main pointer is at a node u. When the next character c
arrives, the algorithm must find the node v representing the longest suffix of T c.
Notice that v is the locus of the longest suffix of S(u)c that is also a substring
of a pattern in D. If u has a forward-link ` labeled with c, then v is the other
endpoint of `, and finding v costs O(1) time using standard suffix tree traversal
methods. Otherwise, a naı̈ve way of finding v is to follow the path of suffix-links,
starting from u, until reaching a node u0 with a forward-link `0 labeled with c,
and then to traverse `0 . If such a node does not exist (which is only possible if c
does not occur in any P ∈ D), then v is the root.
If an amortized bound for processing a character of T is sufficient, then one
can traverse the suffix-link path from u (while suffix-links are not stored for
implicit nodes, they can be simulated in constant amortized time). Our goal
is to obtain efficient worst-case running time, so a different solution is needed.
The main idea is to implement direct failure-links, which allow to directly reach
v from u and c. Formally, given a node u and a character c ∈ Σ, the c-labeled
direct failure-link leads from u to the locus of the longest suffix of S(u)c occurring
as a substring of a pattern P ∈ D.
As observed above, the task of simulating a direct failure-link reduces to
finding the lowest ancestor u0 of u in SLT(D) that has a c-labeled forward-link.
If u0 exists, then, by standard suffix-tree arguments, all ancestors u00 of u0 in
SLT(D) must also have a c-labeled forward-link. In other words, the nodes with
a c-labeled forward-link satisfy the so-called fringe property [10] on SLT(D): a
set M of nodes in a rooted tree T satisfies the fringe property if v ∈ M implies
that either v is the root of T or the parent of v is also in M . Moreover, the
ancestors of u in SLT(D) define πu , and πu corresponds to the path in T(DR )
from uR to the root. Thus, the task of finding u0 can be expressed in terms of
fringe colored ancestor queries (see Section 3 for a formal definition) in T(DR ).
Moreover, the algorithm uses E(DR ), instead of T(DR ), since if u does not have
a c-labeled forward-link, then u0 must be explicit in T(D) (see Claim 8), and
therefore u0R is explicit in E(DR ).
To conclude, traversing the GST reduces to simulating direct failure-links
from explicit and implicit nodes of T(D). A subroutine designed for this task is
among our main technical contributions and is described in Section 4.
4

That is, for each prefix of the text, the algorithm finds the longest suffix that is a
substring of some pattern in D. This is in contrast to [2] where the goal is to find, for
each suffix of T , the longest prefix of the suffix that is a substring of some pattern
in D. Notice that in general the sets of these strings is not necessarily the same.

2.4

Reporting the Patterns

As in previous amortized procedures for scanning the text T [2,3], the most
expensive phase is reporting the patterns. If the main pointer is to a node u,
then the loci of the patterns to be reported lie on πu . The algorithm maintains a
mark on each node v in SLT(D) where S(v) ∈ D, and so the reporting procedure
reduces to the task of repeatedly finding lowest marked ancestors in SLT(D),
starting from u. However, finding the marked ancestors is performed on E(DR ),
since all of the terminal nodes of T(D) correspond to explicit nodes in E(DR ).
While any algorithm for reporting marked ancestors could be used, in order
to derive our main results, we tweak existing marked ancestor algorithms. The
proof of Theorem 1 exploits the fact that a locus of a pattern P is marked only
when P is inserted, and so when marking the locus of P , one can spend time
proportional to |P | which is also the depth of the locus. Furthermore, due to
uniform pattern lengths, there is at most one ancestor to be reported. The proof
of Theorem 2 uses a new algorithm for reporting marked ancestors whose cost
depends on the number of marked nodes d rather than on the tree size kDk.
In Section 5 we provide more details on how to report the patterns.
2.5

Updates to the Dictionary

Insertions. When a pattern P is inserted into D, the GST, the data structure
for implementing direct failure-links, and the reporting data structure need to
be updated accordingly. In addition, the main pointer may need to be updated
(because a longer suffix of the current T may now occur as a substring of P ).
If the node u represented by the main pointer is at depth at least |P |, then the
main pointer does not need to change. However, if the depth of u is less than
|P |, then right after P is inserted into the GST, the algorithm traverses from the
root of the GST with the last |P | characters of T (the time cost of the traversal
is amortized over the time cost of inserting P ).
Deletions. The only immediate effect of deleting a pattern P is that P should not
be reported anymore, but the suffixes of P may remain in the GST for some time.
Thus, when deleting P , the only immediate consequence is that the algorithm
removes P from the reporting data structure. Since we are interested in a linear
space solution, the algorithm employs a lazy approach for updating the GST and
the data structure for implementing direct failure-links by using the standard
doubling technique: if the GST becomes too large, the algorithm initiates a
background process of constructing a new GST (including the auxiliary data
structures) on the non-deleted patterns. By using the doubling technique, the
algorithm avoids the technical details of explicitly supporting pattern deletions.

3

Fringe Colored Ancestors

In this section, we describe a solution for the fringe colored ancestor problem. We
begin by recallling two results from the literature that we shall use as subroutines.

Lemma 4 (Kopelowitz [21, Theorem 5.1]). There exists a linear-space
data structure maintaing an ordered list L and disjoint subsets S1 , . . . , Sk ⊆ L
that supports the following operations (the runtimes are given in parentheses5 ):
1. insert(u, v): Insert a new item u after a given item v ∈ L (O(1) time whp).
Sk
/ j=1 Sj ): Insert an element v ∈ L into Si
2. set insert(v, i) (assumes that v ∈
(O(log log |L|) time whp).
3. pred(v, i): Locate the predecessor of v ∈ L in Si (O(log log |L|) time whp).
Lemma 5 (Cole and Hariharan [12, Theorem 8.1]). There exists a linearspace data structure maintaining a dynamic rooted tree T subject to the following
operations, supported in O(1) time:
1. insert leaf(u, v): Insert a new leaf u as a child of a node v.
2. insert(u, v): Insert a new node u by subdividing the edge from a non-root node
v to the parent of v.
3. LCA(u, v): Return the lowest common ancestor of two nodes u and v.
We now describe the new component for fringe colored ancestors.
Lemma 6. Let T be a rooted tree such that each node in T is colored using 0
or more colors from a set ∆. If a node u in T has 0 colors, then u is said to be
uncolored. ForP
each color δ ∈ ∆, let Mδ be the nodes of T colored with color δ.
Let N = |T |+ δ∈∆ |Mδ |. Suppose that for each color δ ∈ ∆, the set Mδ satisfies
the fringe property. Then there exists an O(N )-space data structure that supports
each of the following operations in O(log log N ) time with high probability:
1. insert leaf(u, v): Insert a new leaf u as a child of node v.
2. insert(u, v) (assumes that v is a non-root uncolored node): Insert a new node
u by subdividing the edge connecting node v and the parent of v.
3. color(v, δ) (assumes that v is either the root or the parent of v is already
colored with δ): Color node v with color δ, i.e., add v to Mδ .
4. colored ancestor(v, δ): Return the lowest ancestor of node v that is colored
with color δ.
Proof. The data structure uses Lemma 5 on T in order to support LCA queries.
In addition, the data structure uses Lemma 4 to store the parenthesis representation of T , defined recursively as follows. Let r be the root of T and let
v1 , . . . , vk be the children of r (in an arbitrary order). The parenthesis representation of the tree is the concatenation of the representations of the subtrees
rooted at v1 , v2 , . . . vk , wrapped with ( at the beginning and ) at the end. The
two enclosing parentheses represent the root r.
We extend the parenthesis representation to represent T together with the
colors of nodes in T , and denote this new representation by L. The representation L is defined as follows. For a node v with c(v) > 0 colors, instead of creating
5

Theorem 5.1 in [21] is expressed in terms of expected runtimes. However, the only
randomization is due to hashing, and the same time bounds hold whp.

just one pair of wrapping parentheses representing v, the parenthesis representation uses c(v) + 1 nested pairs of parentheses, one additional pair for each color.
Thus, each extra pair of parentheses is assigned a unique color from ∆, representing one of the colors of v. The algorithm maintains the invariant that the
innermost parentheses for a node v are the uncolored parentheses. Each node
v ∈ T maintains pointers to the corresponding uncolored parentheses, and each
(colored or uncolored) parenthesis stores a pointer to the corresponding node.
For each δ ∈ ∆, let Sδ ⊆ L be the set of parentheses in L corresponding to
color δ. Notice that for different δ, δ 0 ∈ ∆, the sets Sδ and Sδ0 are disjoint, and
thus the algorithm uses Lemma 4 to store the sets Sδ . The total space usage of
all of the data structures is O(|T |) machine words.
Supporting operations. To insert a new leaf u with parent v, the algorithm locates
the closing uncolored parenthesis )v corresponding to v and adds a new pair of
matching uncolored parentheses (u and )u immediately prior to )v .
To subdivide the edge from v to its parent, the algorithm locates the uncolored parentheses corresponding to v and inserts an opening (closing) uncolored
parenthesis (u ()u ) immediately before (after) (v .
To add a color δ to a node v, the algorithm locates the uncolored parentheses
(v and )v representing v, inserts a pair of parentheses (v,δ and )v,δ immediately
before (v and after )v , respectively, and adds both (v,δ and )v,δ to Sδ .
To answer a lowest colored ancestor query, the algorithm finds the node x ∈ T
corresponding to the predecessor in Sδ of the opening uncolored parenthesis (v
representing v, and then returns y = LCA(x, v). The time cost is O(log log N )
time using the data structures of Lemmas 4 and 5.
The correctness of the query algorithm follows from the fringe property: Since
x is colored with δ, then y is both an ancestor of v and colored with δ. Suppose
by contradiction that there exists a lower ancestor u of v that is colored with
δ. Then the opening δ-colored parenthesis of u appears between the parenthesis
that defines x and (v , contradicting x being the node corresponding to the
predecessor of (v in Sδ . Thus, y is the lowest ancestor of v colored with δ.
t
u
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Simulating Direct Failure Links

We begin by proving two claims that are used in the proof of Lemma 9.
Claim 7. Let (xR , y R ) be an edge in T(DR ) with subsequent internal implicit
nodes z1R , . . . , zkR . Then z1R , . . . , zkR are either all explicit or all implicit in E(DR ).
R
Proof. Denote z0R = xR and zk+1
= y R . If a node ziR , for 1 ≤ i ≤ k, is explicit in
E(DR ), then zi is explicit in T(D), and the occurrences of S(zi ) in D are followed
by at least two distinct characters a, b. On the other hand, as ziR is implicit in
T(DR ), the occurrences of S(zi ) in D are all preceded by the same character c.
Hence, both a and b follow some occurrences of S(zi+1 ) = cS(zi ) in D, so zi+1 is
R
explicit in T(D) and zi+1
is explicit in E(DR ). Furthermore, zi−1 is the target of
R
the suffix-link from zi , so zi−1 is explicit in T(D) and zi−1
is explicit in E(DR ).
By induction, z1R , . . . , zkR are all explicit in E(DR ) if at least one of them is. t
u

Claim 8. Let u be a node of T(D) with no c-labeled forward-link. If u0 is the
lowest ancestor of u in SLT(D) with a c-labeled forward-link, then u0 is explicit
in T(D).
Proof. If u is explicit in T(D), then all of the nodes in πu are also explicit, and
in particular u0 is explicit. Otherwise, all of the nodes in πu (including u) have a
forward-link with another label d 6= c. Consequently, u0 has at least two forwardlinks and thus u0 is explicit in T(D).
t
u
Lemma 9. There exists a data structure that augments T(D) with O(kDk)
space, and supports inserting a string P into D in O(|P | log log kDk) time with
high probability, and simulating direct failure-links in O(log log kDk) time.
Proof. The proof begins by listing the components augmenting T(D).
Components. The first augmenting component is E(DR ). Additionally, for every
explicit node u of T(D), the data structure stores a bidirectional pointer between
u and the corresponding node uR in E(DR ). If u has a c-labeled forward link,
then uR is colored with color c. Notice that every node on πu is then explicit
and has a c-labeled forward-link. Moreover, the nodes on πu correspond to the
ancestors of uR in E(DR ), and so all of the ancestors of uR in E(DR ) are colored
with color c. Therefore, the set Mc of nodes in E(DR ) with color c satisfies the
fringe property, and so the algorithm augments E(DR ) with the data structure
of Lemma 6 to maintain the sets Mc , while supporting colored ancestor queries.
In order to support updating E(DR ), the algorithm also maintains T(DR )
and, for every explicit node of T(DR ), a bidirectional pointer between the node
and its counterpart in E(DR ). Claim 7 classifies edges of T(DR ) into two types
depending on whether the internal nodes are all explicit or implicit in E(DR ). If
the internal nodes of an edge e from T(DR ) are explicit in E(DR ), then the data
structure stores an array Ae with pointers to these explicit nodes in E(DR ), and
e maintains a pointer to Ae .
For each explicit node u of T(D), the algorithm maintains a pointer to a
fragment6 P [`..r] of a pattern P ∈ D such that P [`..r] = S(u). Finally, for each
pattern P ∈ D, and each r ∈ {1, . . . , |P |}, the data strucutre stores a pointer
λP,r to the locus of (P [1..r])R in E(DR ) (which is a terminal node).
The only non-trivial aspect of the space complexity is the size of
Pthe component of Lemma 6, which is O(kDk) since the number of colorings c∈Σ |Mc | is
bounded by the number of edges in the GST.
Implementing Direct Failure-links. Given a node u in T(D) and a character
c ∈ Σ, let v be the target of the c-labeled direct failure-link from u. The algorithm
locates v as follows. Recall from Section 2 that, if u0 is the lowest ancestor of u
in SLT(D) that has a c-labeled forward-link, then v is the target of the c-labeled
forward-link from u0 . Thus, the goal of the algorithm is to locate u0 and then
6

Recall that the pointers to fragments are one of the standard ways of storing edge
labels in a GST.

return v using the hash table stored at u0 . However, u0 may not exist (in the case
c does not occur in any pattern of D). For simplicity, the algorithm description
first assumes that u0 exists and later shows how this assumption is supported.
If u has a c-labeled forward-link, then u0 = u. Otherwise, notice that πu
contains u0 and corresponds to a path in E(DR ) from uR to the root. Node
u0 can be either explicit or implicit. In either case, if the algorithm locates an
explicit node wR in E(DR ) such that u0 is the lowest ancestor of the (possibly
implicit) corresponding node w in SLT(D) that has a c-labeled forward-link, then
u0R is the lowest ancestor of wR colored with c (since u0 is explicit in T(D) by
Claim 8), and u0 is located using a single colored ancestor query on wR and c.
If u is explicit, then uR satisfies the requirements for wR . If u is implicit,
let x be the highest explicit descendant of u in T(D). Recall that the main
pointer provides direct access to x. Through x, the algorithm gains access to
the fragment P [`..r] of a pattern P ∈ D such that P [`..r] = S(u). Let z be the
locus of P [1..r] in T(D). Notice that πu is a sub-path of πz and the sub-path
of πz from z to u does not contain any explicit nodes. Hence, u0 is the lowest
ancestor of z in SLT(D) that has a c-labeled forward-link, and so z satisfies the
requirements for w. Therefore, wR is the locus of (P [1..r])R in E(DR ), which is
accessible through λP,r .
Finally, if u0 does not exist, then w0R does not exist either. Thus, the algorithm identifies this case when executing the colored ancestor query. Such a case
implies that c does not appear in any pattern from D (since the root of E(DR )
is colored by all characters that appear in D), and so v is the root of T(D).
s
Updates. Upon insertion of a pattern P , both T(D) and T(DR ) are updated
in O(|P |) time using Lemma 3. Updates to T(DR ) are reiterated in E(DR ) as
follows. If a new node u is inserted by subdividing an edge e, and the implicit
nodes on e are implicit in E(DR ) too, then the algorithm executes the same
insertion in E(DR ). Otherwise, u is explicit in E(DR ), and so the array Ae already
stores a pointer to u in E(DR ). Note that the task of maintaining array Ae subject
to splits is a straightforward task. The insertion of a leaf u is also straightforward
since parent of u already knows its counterpart in E(DR ).
The second phase of updates to E(DR ) is to introduce an explicit node uR for
each new explicit node u of T(D). The new explicit nodes of T(D) are processed
by non-decreasing depths, and so when processing a node u, the target v of
the suffix-link from u is guaranteed to have already been processed; hence, v
already has a pointer to v R in E(DR ). Notice that S(u) = cS(v) for a character
c ∈ Σ and uR is the target of the c-labeled forward-link from v R (in E(DR )).
The algorithm retrieves uR using the hash table stored at v R . If uR is an implicit
node on an edge e in E(DR ), then the algorithm converts all implicit nodes on
e into explicit nodes so that Claim 7 holds at all times (including during the
update process). The number of implicit nodes converted to explicit nodes is
proportional to the length of e. Nevertheless, by Claim 7, the total number of
nodes converted during an update is still O(|P |).

However, every update to E(DR ) imposes an update to the data structure
of Lemma 6. Moreover, for every new edge (u, v) added to T(D), the algorithm
retrieves the first character c of the edge label and colors uR with color c. Thus,
the total update time is O(|P | log log kDk) whp.
t
u

5

Reporting Patterns

Having updated the location u of the main pointer (i.e., the locus of the longest
substring of some P ∈ D which occurs as a suffix of T ), the algorithm reports
all patterns which occur as suffixes of T . Notice that πu contains the locus of
every suffix of S(u), so the task is reduced to reporting all patterns whose loci
lie on πu . The terminal nodes are explicit in T(D), so the corresponding nodes
are explicit in E(DR ), and the algorithm marks them.
If u is explicit, then the task reduces to reporting all marked ancestors of
the corresponding node uR of E(DR ). Otherwise, via the same arguments as in
Section 4, the locus of (P [1..r])R , where P [`..r] = S(u) for P ∈ D, is used instead
of uR . In either case, the task reduces to reporting marked ancestors of a node
wR in E(DR ).
If all the patterns are of the same length, the algorithm maintains marks in
E(DR ) for all ancestors of the loci of P R for P ∈ D, and so the marked nodes
satisfy the fringe property. In this case, if wR has an ancestor v R representing
a pattern, then v R is the nearest marked ancestor of wR , and v R is found in
O(log log kDk) time using a fringe marked ancestor data structure [10]. Upon
inserting a pattern P , at most O(|P |) nodes may need to be marked, which
costs O(|P | log log kDk) time. This completes the proof of Theorem 1.
The proof of Theorem 2 is deferred to the full version of the paper.
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