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"The wrok on both mathematical theory of communications

and the cryptology went forward concurrently from about 1941.

I worked on both of them together and I had some of the ideas
while working on the other. I wouldn’t say one come before
another - they were so close together you couldn’t separate them"

C. Shannon

"(...) Blogostawiony niech bedzie chaos
albowiem z niego wytoni sie forma

niech bedzie btogostawione swiatto
albowiem ono oddzieli nas

od ciemnosci”

R. Horodecki



Ogo6lny schemat

otrzymywania klucza kryptograficznego ze stanéow
kwantowych - kwantowe splatanie i bezpieczernstwo!

Stowa kluczowe:
kwantowa kryptografia, stany bezpieczne, kwantowe splatanie, klucz destylowalny,
stany o zwiazanym splataniu

AMS Matematyczna Klasyfikacja Dziedzin 2000:
81P68, 8102 Kwantowe obliczanie i kwantowa kryptografia. Prezentacja badan

Jednym z istotnych probleméw kryptografii, jest wytworzenie losowego ciagu
bitow tak, aby byl znany jedynie zufanym nadawcy i odbiorcy, ktérzy sa oddaleni od
siebie. Kwantowa kryptografia pozwala rozwigzaé¢ ten problem. Podstawowa wtas-
noscia, ktéra gwarantuje bezpieczenstwo kwantowej kryptografii, jest fakt, ze jesli
mierzymy kubit w nieznanym stanie, z duzym prawdopodobienistwem zaburzamy
jego stan, prébujac go poznaé. Niestety, praktyka wykazuje ze, trudno wykorzys-
ta¢ ta wtasnosé w dowodach bezpieczenistwa kwantowych protokoléw rozdzielania
klucza. Na szczescie, znany jest inny fenomen - kwantowe korelacje zwane czystym
splataniem - ktory jest uzyteczny w dowodach kwantowego bezpieczenstwa. Sa to
korelacje miedzy dwoma poduktadami uktadu wspoétdzielonego przez osoby zaufane
(Alicje 1 Boba) ktory jest w tzw. stanie czystym. Jesli korelacje te sa maksymalne
miedzy dwoma kubitami, mozna je w wyniku pomiaru zamieni¢ na jeden bit bez-
piecznego klucza, zwanego dalej rowniez kluczem ’klasycznym’.

Teoria splatania rozwijata sie réwnolegle, pozostajac w widocznym zwigzku z
kwantowa, kryptografia. W szczegélnosci, znane s protokoty kwantowego rozdziela-
nia klucza bazujace na czystym splataniu czesciowo i lub wylacznie bazujace na
czystych stanach splatanych. Z tego powodu oraz z uwagi na fakt, ze czyste spla-
tanie jest czesto wykorzystywane w dowodach bezpeczenstwa, naturalnym moglo sie
wydawaé ze czyste splatanie stanéw kwantowych jest jedynym zrédlem kwantowego
bezpeczeristwa.

Mamy jednak nie tylko czyste splatane, ale réwniez mieszane splatane stany
kwantowe. Te ostatnie sg probabilistycznymi mieszankami stanéw czystych. Ich
rozktad prawdopodobieristwa moze by¢ interpretowany jako nasza niewiedza o tym,
w ktorym ze standéw czystych dwuukladowych znajduje sie uktad. Wiadomo, ze aby
dwuuktadowy stan zawieral bezpieczny klucz, musi by¢ stanem splatanym. Wiadomo
takze, ze niektére mieszane stany splatane nie mogg by¢ przetransformowane w stany

!Praca powstata przy cze$ciowym wsparciu Fundacji na rzecz Nauki Polskiej, oraz Europejskiego
Projektu Zintegrowanego SCALA 015714.
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czyste splatane, kiedy sa wspoldzielone przez dwie osoby odleglte od siebie (zwane
tez stanami o zwigzanym splataniu).

Mimo ze zwiazek miedzy czystym splataniem i kwantowym bezpieczenstwem
jest catkiem dobrze znany, rozumienie relacji miedzy kwantowym bezpieczeristwem
i kwantowym splataniem w ogolnosci mieszanych stanow kwantowych (ktore nie sa
czyste) nie jest dostatecznie rozwiniete. Umotywowani tym faktem, w niniejszej
rozprawie rozwazamy nastepujace problemy:

o 7 jakich stanéw bezpiecznych mozna otrzymaé przez pomiar bezposrednio dostepny,

klasyczny klucz ?

Charakteryzujemy dwuuktadowe stany pap, ktore maja bezposrednio dostepny
klasyczny klucz, w postaci standéw, ktore nazwaliSmy stanami bezpiecznymi.
Stany bezpieczne sa splatane, ale w ogoélnosci sa stanami mieszanymi. Stany
czyste, maksymalnie splatane, stanowia przyktad stanéw bezpiecznych. Przez
bezposredniq dostepnosé rozumiemy dostepnosé za pomocs pomiaréw von Neu-
manna na poduktadach A i B. Rozwazamy réwniez inne, rownowazne formali-
zacje bezposredniej dostepnosci. (Rozdzial 3)

e Jak mierzy¢ zawartos¢ bezpieczenistwa standéw kwantowych ?

Zawartos$¢ bezpieczenistwa stanu pap definiujemy na dwa sposoby (i) jako
klucz destylowalny K p, otrzymywany w formie standéw bezpiecznych za pomoca
lokalnych operacji i klasycznej komunikacji (LOKK) (ii) jako klasyczny klucz
destylowalny Cp, otrzymywany w formie trojuktadowych standéw reprezentuja-
cych bezpieczny klucz za pomoca lokalnych operacji i publicznej (dostepnej dla
podstuchiwacza) komunikacji. Pokazujemy, ze Cp(|1,)(YplaBe) = Kp(paB),
gdzie |1,) (¥, aBE jest puryfikacja dwuuktadowego stanu pap. (Rozdzial 4)

e Jakie sa wlasnosci splagtania stanéw bezpiecznych ?
Niektore stany bezpieczne maja wiecej destylowalnego klucza Kp niz desty-
lowalnego (czystego) splatania Fp. Niektore, w wyniku pomiaru pojedynczego
kubitu traca znaczaco tzw. koszt splgtania, wykazujac efekt zwany blokowaniem
splgtania. (Rozdzialt 3, Sekcja 3.5)

e Czy mozna otrzymaé bezpieczny klucz ze standéw o zwigzanym splataniu ?
Dajemy pozytywna odpowiedZ na to pytanie podajgc przyklady stanéow o
zwigzanym splataniu. Niektore z nich sa specyficzna miesznka dwdch ortogo-
nalnych stanéw bezpiecznych. Rezultat ten implikuje, ze w niektorych przypad-
kach mozna skomunikowaé sie bezpiecznie uzywajac kwantowego bezpeczenstwa
mimo, ze nie mozna w sposéb wierny komunikowaé kwantowaych danych.

(Rozdzial 5)
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e Jak tatwo jest odrozni¢ stan bezpieczny od jego zaatakowanej wersji,
kiedy jeden z nich jest wspoldzielony przez odlegte od siebie osoby ?
Wykazujemy, ze niektore stany bezpieczne sg trudno odréznialne za pomoca op-
eracji LOKK od stanéw niebezpiecznych (niesplatanych). Liczba kopii potrzebna
do odroznienia bezpiecznego bitu 42 od jego zaatakowanej wersji jest cona-
jmniej proporcjonalna do odwrotnosci logarytmicznej wjemnosci v2).
(Rozdzial 6)

Oprocz powyzszych rezultatow, przywolujemy pokrotce niektére z rezultatow
badani ostatnich lat, otrzymanych w kontekscie standéw bezpiecznych. Prezentujemy
rowniez pewne problemy otwarte.
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General paradigm

for distilling classical key from quantum states
- on quantum entanglement and security?

The Keywords: quantum cryptography, private states, quantum entanglement,
distillable key, bound entangled states

AMS Mathematical Subject Classification 2000:

81P68, 8102 Quantum computing and quantum cryptography, Research exposition

Abstract

One of the important problems of cryptography is how to generate a random se-
quence of bits, so that it will be known only to the honest parties that are far apart
from each other. Quantum cryptography allows to resolve this problem. The fun-
damental property which guarantees security of the quantum cryptography is that
if one does not know the state of a qubit, then with a high probability one disturbs
the state while trying to get to know it. Unfortunately, this property appeared to be
not easy in use when proving security of quantum key distribution protocols. There
is however another phenomenon - quantum correlations called pure entanglement,
which are quite useful in proving security. These are correlations between two sub-
systems of a system shared by Alice and Bob, that is in a pure quantum state. If such
correlations are maximal, between two qubits, they can be changed via measurement
into one bit of a secret key (also called further ’classical’ key).

Theory of entanglement has been developed in parallel, and with apparent con-
nection to quantum cryptography. In particular, there are known protocols of quan-
tum key distribution based partially or solely on pure entangled states. This, together
with the fact that security proofs often base on pure entanglement, has made natu-
ral expectation, that pure entangled quantum states are the only source of quantum
security.

There are however not only pure entangled quantum states, but also mized entan-
gled quantum states. The latter are certain probabilistic mixtures of pure quantum
states, where the mixing probability can be interpreted as our lack of knowledge in
which pure quantum state the bipartite system resides. It is known, that to contain
security, a bipartite state must be entangled. Moreover, there are some mized entan-
gled quantum states can not be changed into pure entangled ones, if shared by two
distant parties (called bound entangled states).

2This PhD thesis has been partially supported by Foundation for Polish Science and EU grant
IP SCALA 015714.



Although the link between pure entanglement and quantum security is quite
well developed, the understanding of the relation between quantum security and
entanglement of in general mized (impure) quantum states is still in its infancy.
Therefore, natural questions arise, that we address in this thesis:

e What are the quantum bipartite states, which have directly accessible, classical
key 7
We characterize the bipartite states pap, that have directly accessible classi-
cal key, to be the one that we have called private states. The private states
are entangled, but in general mized. The pure maximally entangled states are
examples of private states. By direct accessibility we mean the accessibility
via complete von Neumann measurements on subsystems of A and B. Equiv-
alence of this approach with other formalizations of direct accessibility is also
considered.

e How to quantify security content of a bipartite quantum state ?

We define the secure content of p 45 in two ways (i) as distillable key Kp obtain-
able in form of a private state via local operations and classical communication
(LOCC) and (ii) as classical distillable key Cp, obtainable in form of tripar-
tite states representing secure key via local operations an public (listened to
by Eve) communication. We show that Cp(|1,)(¥,|aBe) = Kp(pap), where
[Yp) (¥p| ABE is the purification of the bipartite state pap. This means that the
secure content of a bipartite quantum state is an entanglement measure. We
then show, that Kp is upper bounded by an entanglement measure called the
relative entropy of entanglement. (Chapter 4)

e What are the properties of entanglement of the class of private states 7
Some private states have more distillable key Kp, than distillable (pure) en-
tanglement Fp. Some of them after measurement of a single qubit loose dras-
tically an entanglement cost, exhibiting effect called locking of entanglement.
(Chapter 3, Section 3.5)

e Can one obtain secure key from bound entangled states ?
We answer in positive to this question, providing examples of bipartite states
having Ep = 0, and still Kp > 0. This result implies, that in some cases, one
can communicate in private using quantum security, without having possibility
for communicating faithfully quantum data. (Chapter 5)

e How easy it is to distinguish the private state from it’s attacked copy, when
either of two is shared by the honest parties that are far apart?
Some private states are proved to be hardily distinguishable from insecure
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(disentangled) states via LOCC operations. The number of copies needed to
distinguish a private bit v(2) from its attacked copy with probability close to
one, is shown to be at least proportional to the inverse of the log-negativity of
7). (Chapter 6)

Apart from the above results, we invoke some of the further research that has
been conducted in context of private states in recent years. We collect also some
open problems.
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Chapter 1

Introduction

1.1 Motivation

One of the well known encryption algorithms is the one-time pad due to Vernam
and Mauborgne [Ver26, wik08a|. According to this algorithm, the cypher-text C' is
just a random sequence R of bits added one by one to the bits of the message M.
Providing the sender and receiver share the same random sequence which is unknown
to anybody else, the message is provably secure, as it was shown by Shannon [Sha49].
Due to his proof, any encoding scheme to be secure must bring in a key R which has
at least that much of randomness as the message M itself . In other words in one-
time pad, the key R must be as long as the message M. This is the main drawback
of this cypher, summarized in the following problem:

e How to create at a distance a copy of a long random sequence, so that it will
be known only to the honest sender and receiver (traditionally called Alice and
Bob) ?

Quantum cryptography initiated by Wiesner [Wie83| and Bennett and Brassard
[BB84] allows to resolve the above problem. Bennett, and Brassard proposed the pro-
tocol based on sending qubits - the counterparts of classical bits. The task of such
a protocol (called quantum key distribution protocol) is exactly the generation of a
random bit string secretly shared between Alice and Bob. To this end, Alice and Bob
use a quantum communication channel for sending qubits and an authentic! classical

! Assuming authentic communication channel we assure that Alice and Bob do talk to each
other, so that the so called man in the middle attack is excluded. Authentication of messages needs
relatively small, but nonzero amount of a secret key shared in advance by the honest parties. For
this reason, quantum key agreement is called sometimes a quantum key growing.
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communication channel for sending classical bits. Security of the quantum key dis-
tribution protocols can be derived from axioms of quantum mechanics - a physical
theory. In other words, quantum security bases on the fact that an eavesdropper
(Eve), has to obey the rules of quantum mechanics, which are widely accepted as
they are confirmed by many experiments.

The fundamental property which guarantees security of the quantum cryptogra-
phy is that if one does not know the state of a qubit, then with a high probability
one disturbs the state while trying to get to know it. Unfortunately, this property
appeared to be not easy in use when proving security of quantum key distribution
protocols. There is however another phenomenon - quantum correlations called pure
entanglement, which are quite useful in proving security. These are correlations be-
tween two subsystems of a system shared by Alice and Bob, that is in a pure quantum
state. If such correlations are maximal, between two qubits, they can be changed
via measurement into one bit of secret key, also called further 'classical’ key.

In recent years a kind of link between security and pure entanglement has been
established. In particular, there are known protocols of quantum key distribution
based partially or solely on pure entangled states. This, together with the fact that
security proofs often base on pure entanglement, has made natural expectation, that
pure entangled quantum states are the only source of quantum security.

There are however not only pure entangled quantum states, but also mized entan-
gled quantum states. The latter are certain probabilistic mixtures of pure quantum
states, where the mixing probability can be interpreted as our lack of knowledge in
which pure quantum state the bipartite system resides. It is also known, that some
mized entangled quantum states can not be change into pure ones, if shared by two
distant parties.

Although the link between pure entanglement and quantum security is quite well
developed, understanding of the relation between quantum security and entangle-
ment of in general mized (impure) quantum states is still in its infancy. It is known,
that entanglement is necessary condition for security, and a protocol for obtaining
classical key from certain mixed states is known, however the characterization of
states from which secure key can be obtained is still an open problem. For this
reason, natural questions arise which we address in this thesis. The first is a conse-
quence of the fact, that the classical key can be obtained from quantum state in a
more or less involved way:

e What are the quantum bipartite states (called further private states) which
after measurement gives directly accessible, classical key 7 (Chapters 3 and 4).

e What are the properties of entanglement of the class of private states ? (Chap-
ter 3, Section 3.5)
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e How to quantify security content of a bipartite quantum state ? (Chapter 4)

e Can one obtain secure key from entangled quantum states from which no pure
entanglement can be obtained [DW05, DW04]? (Chapter 5)

e How easy it is to distinguish the private state from it’s attacked copy, when
either of two is shared by the honest parties that are far apart? (Chapter 6)

In this thesis we will try to answer the above questions by characterizing class
of the quantum states that have secure key (the private states) and using the latter
class showing a direct, quantitative link between notions of security obtained from
quantum states and entanglement in general.

1.2 Quantum cryptography - the idea

Quantum cryptography is a domain of quantum information theory that is a fusion
of two domains: quantum mechanics and classical information theory. Quantum
mechanics, discovered by Planck, Schréedinger, Hiesenberg and Dirac and axioma-
tized by Landau and von Neumann [NCO0O0| in 30’s of XXth century, is up to now
the best known physical description of the micro world, and has been confirmed in
many experiments. The classical information theory founded by Shannon [Sha4§]
dates back to 40’s of XXth century. It provides a framework for quantification of
classical information content of data. Within quantum information theory one asks
about new possibilities and restrictions connected with processing and communicat-
ing information ’written’ on qubits - carriers which exhibits the inherent properties
of quantum mechanics.

The birth of the quantum cryptography in 70’s of XXth century is due to S. Wies-
ner [Wie83], who first proposed the use of a discrete quantum systems to store binary
information, taking advantages of the rules of quantum mechanics. Unfortunately,
Wiesner’s proposal was not appreciated that time. His seminal paper rejected by a
famous journal, has been published in SIGACT News only in 1983. Subsequently,
taking much of the spirit of his approach, C. H. Bennett and G. Brassard [BB84]| dis-
covered the first quantum cryptographic protocol (called BB84 after its inventors).
The essence of the Wiesner’s and Bennett and Brassard’s idea can be summarized
in the following statement:

e In order to protect a private information one should encode it in such a way,
that reading it without additional a priori knowledge would be equivalent to
violation of the rules of quantum mechanics.
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The classical information is encoded in bits - systems, that can be in one of the
two states ’0” or '1’. The basic notion of quantum information theory is a quantum
bit (called a qubit). It is a two-level quantum system which can be not only in states
0’ and ’1’, but also in some intermediate state, that is a superposition of these two
basis states. The possible states of qubit are then written using Dirac notation as
follows?:

al0) 4 b|1), (1.1)

with a and b being the complex numbers that satisfy |a|> + [b]*> = 1, and |0), [1)
representing column vectors (1,0)7 and (0, 1)7 respectively.

The BB84 protocol allows for generation of a random correlated bits, unknown
to Eve, between Alice and Bob linked by a quantum communication channel and
an authentic classical communication channel. It is based on single qubits, send via
the quantum channel (usually an optical fiber) from Alice to Bob. The clue is that
Alice sends the qubits set in a state represented by random basis vectors of one of two
(again randomly chosen) basis: {|0),|1)} or {|4) = %(!0)+|1>), |—) = %(|0>—\1>)}

According to quantum mechanics, a state measured in some basis is set to be
one of the state of this basis. Measurement in a basis, can be viewed, as “asking”
in which of basis state the system resides. For example, if a qubit was in state
al0) + b|1), then when measured in basis {|0),|1)} it will change its state to |0) or
|1) with probabilities |a|? and |b|? respectively.

If an eavesdropper Eve does not know how to measure a qubit, she is likely to
change its state which will be detected by Alice and Bob since they can cooperate
to compare the send and received data. Thus at the heart of the first protocol
of quantum cryptography lays the idea that is often phrased as “information gain
implies disturbance”.

In this thesis we deal with scenario connected to a different type of a quantum
key distribution protocols - the entanglement based ones. The first such protocol
was proposed by A. Ekert in 1991 [Eke91|. According to his idea, Alice and Bob
are provided with pairs of quantumly correlated qubits (entangled qubits) which via
measurement and appropriate post processing give a random, correlated, unknown
to anyone else string of bits - a secure key.

1.3 Quantum entanglement - general facts

The phenomenon that the two particles can be correlated in a “quantum” way has
been already observed by Schrodinger [Sch35|. In quantum information theory it is

2In fact, the state is represented by a 2 x 2 matrix
[ la)>  ab*

b |b|2 }, see Section 2.1.
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one of the central notions which allows for various quantum communication setups
[HHHHO7]. The best known example of an entangled state? is of the following form:

1

V2

and is called a singlet state 4. It is also called an EPR pair (of qubits), as it was
erroneously speculated by Einstain, Podolsky and Rosen that properties of this state
could prove inconsistency of quantum mechanics [EPR35].

The singlet state is an equal superposition of two bipartite states: [0) ® |1) and
|1) ®|0). The subscripts A, B reminds, that the first subsystem is with Alice and
the second with Bob. Now, after measuring the subsystems in {|0),|1)}, leaves
Alice’s and Bob’s joined state with equal probability in one of these two states:
either [0)4 ® [1)p or |1)4 ® |0) g. According to quantum mechanics, since the initial
state (before measurement) was pure (represented by a single vector), nobody except
Alice and Bob could have been correlated with this state and know the result of the
measurement. It follows then, that a singlet state can be viewed as a source of one
bit of secure correlations. The notable manifestation of entanglement of this state is
the fact that sharing singlet and having possibility to send two bits of information,
Alice can ’transport’ a state of a qubit to Bob [BBCT93]. The protocol which realizes
this task is called a quantum teleportation.

It is worth noting, that the state (1.2) is represented by a single vector. For
this reason it is called a pure state, and its entanglement content is called a pure
entanglement. In fact, the singlet state contains maximal amount of entanglement,
and hence belongs to a larger class of states called mazimally entangled states.

In reality however, one usually deals with imperfect sources of entanglement, and
in consequence with mized entangled states (also 'noisy’ entangled states). This is
when one does not have certainty about the state of a quantum system. For example,
the state:

|¢-) (IDa@ B —[1)a®0)B), (1.2)

Pnoisy = p’¢—><¢—’ + (1 _p)’O>A ® ’0>B<O‘A 02y <0‘Ba (13>

is a mixture of two states: with probability p it is the singlet state defined above °
and with probability (1 — p) it is a product of two pure states: |0)4 with Alice and
10)5 with Bob.

3Here and further in this chapter, for simplicity we sometimes say that some states are repre-
sented by vector |¢), although formally, as it is explained in next chapter, they are represented by
projector onto this vector denoted as |¢)(¢)].

4For shortening notation, we will denote |i)a ® |j)p often as |i)a|j) s or |ij)ap or even |ij), if
the labels of subsystems are known from the context.

®The notation |¢_){t_| is up to irrelevant complex factor of modulus 1 an equivalent matrix
representation of a normalized vector |1)) (see the next chapter)
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Entanglement is defined by saying which states are not entangled. According to
definition of Werner [Wer89] the state is not entangled if and only if it can be written
in a form

o= pip) @ oY, (1.4)

where again pg? is a quantum state localized at site X (A for Alice and B for Bob)
and the probabilities p; forms a distribution. In such a case, the state is called
separable. If a state is not separable, it is entangled.

Due to phenomenon of mixed entangled states, it was important to ask if one
can draw secure key from noisy singlets. The crucial idea of distillation of singlet
state was introduced by Bennett and coauthors in [BBPT96, BDSW96|. Namely,
from many pairs of mixed state psp, Alice and Bob should try to obtain some (usu-
ally smaller) number of pairs of qubits in a singlet state using (L)ocal quantum
(O)perations and (C)lassical (C)ommunication (LOCC) that is making quantum op-
erations in their laboratories and communicating e.g. via a mobile phone. The
amount of pure entanglement that can be extracted in this scenario, called LOCC
scenario (or equivalently the distant laboratories scenario), is called distillable en-
tanglement Ep(p) of a state p. It is equal to the maximal ratio % of the number of
singlet states k that can be gained from n copies of a state p.

Establishing the paradigm of distant laboratories has led to development of theory
of entanglement in quantitative way through the notion of entanglement measure
[VPRK97, VP98, Vid00]. The first entanglement measure 5 was just the mentioned
distillable entanglement. An entanglement measure that accompanies Ep is called
entanglement cost Eo. It amounts to a minimal ratio of singlet states k that are
needed in order to create n copies of the state p by means of LOCC operations.

There are known examples of noisy entangled states that can be distilled, i.e.
have Ep > 0 [BBP196, BDSW96]. However due to M. Horodecki and coauthors
[HHH98|, not all mixed entangled states can be transformed to a singlet state. Such
states which are entangled (one needs pure entanglement to create them by LOCC),
but from many copies of which one can not obtain a singlet state by means of LOCC
operations are called bound entangled states. Hence, the bound entangled states are
those which fulfill simultaneously Ec > 0 and Ep = 0. The set of states which are
bound entangled has not been fully characterized yet. It is known however, that it
includes the so called PPT entangled states, that is those entangled states which

remain positive under partial transposition’.

SFormally, entanglement measure (in bipartite case) is a function of a bipartite state that fulfills
certain axioms of entanglement measures, in particular a most constitutive one: not increasing
under LOCC operations.

"State is PPT if it has (P)ositive (P)artial (T)ransposition that is if (14 ® T)pap > 0 for T being
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1.4 Pure entanglement and quantum cryptography - his-
torical background

As it was already mentioned, the first who used entangled states in quantum cryptog-
raphy was A. Ekert [Eke91|. According to his proposal, Alice and Bob are provided
some number of singlet states. In ideal case, after measuring n singlets [1)_)®" each
in a basis {|0), |1) }, Alice and Bob would obtain n-bit, anticorrelated random string.
However, since the provider may be in particular just Eve, Alice and Bob can not
trust that they were given what they expected to. According to the most general
attack called coherent, Eve can provide them a big entangled state of n systems p%)g.

In order to rule out the coherent Eve’s attack, Ekert proposed that Alice and
Bob should sacrify some singlets, to verify if they are able to extract key. Another
protocol (BBM) based on singlet was proposed by Bennett, Brassard and Mermin
[BBM92]. According to BBM protocol, Alice and Bob measure some singlets in
{10y, 1)} and {|+),|—)} basis and compare if they have anti correlated results. If
there are too few of such results, they abort the protocol. It was the first protocol
which was based solely on the fundamental fact, that a quantum bipartite system
carries the information about its correlations with other systems. Yet, it based on
the fact that singlet is a pure state, i.e. the state of system that is fully uncorrelated
from other systems.

In both Ekert’s and BBM protocol, there was an unreal assumption that every
noise is introduced by Eve, so if only the honest parties detect her presence, they
abort the protocol. As a cure, in [DEJ196] the process of distillation of singlets was
proposed and called a quantum privacy amplification: Alice and Bob should first
distill singlets and then generate the key via measurement on almost ideal singlet
states.

The pure entanglement-based protocols mentioned above assumed ideal Alice’s
and Bob’s operations, and were not proved to be secure. The first pure-entanglement
based protocol security of which was proved, was provided by Lo and Chau [LC99|.

The protocol of Lo and Chau, after suitable modification was then used by Shor
and Preskill [SP00], to prove in a simply way the security of BB84 protocol. This
was the breakthrough which allowed to prove security of many other single-particle
based protocols.

The fact, that most of the techniques developed in order to prove security of
quantum key distribution protocols were based on obtaining of pure entangled states
(singlets), has supported the belief, that singlet and in general pure entangled states
are the only source of security.

operation of transposition of matrix of the state pap.
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1.5 Quantum security beyond pure entanglement

The usefulness for security of entanglement of mized states that is not associated
with possibility of distillation of entanglement was first studied by Aschauer and
Breigel in [AB02]. They showed, that even if Alice and Bob perform their operations
imperfectly, which do not allow them to distill pure entanglement, they can have
secure correlations. The Authors introduce the notion of private entanglement, i.e.
such type of correlations that are shared only by the honest parties, although the
parties can not have full access to it.

The qualitative link between entanglement and security (of in general mixed
states) has been established by Curty et al. [CLL04a, CGLL05| who showed, that a
quantum state from which one obtains secure correlations must be entangled.

1.5.1 LOPC, classical key agreement, and collective attacks scenar-
ios

As it was mentioned, most of the security proofs for quantum key distribution pro-
tocols use reduction of security to the situation where either Alice or some external
provider distributes some entangled states between Alice and Bob while Eve can
manipulate with these states in arbitrary way, i.e. perform the coherent attack. The
generality of these attacks is the main reason for difficulty of any proof of security
of quantum key distribution protocols. In [BM97| a substantially restrictive attack
was introduced called the collective attack, against which security of some protocols
can be proved in much easier way [BBBT98|.

Namely, Eve attacks each passing state using the same strategy: attaching an
‘ancillary’ system individually to each of the state being distributed between Alice
and Bob, and performing some fixed unitary transformation between the state and
her system, and taking ancillary system with her, letting the state be distributed
between the parties. She then keeps all the additional systems in her lab, and listen
to the communication that Alice and Bob exchange via public authenticated channel.
Only then, she may decide to measure their systems. The measurement can involve
many systems, hence the name ’collective’ of this attack.

In the above scenario, which we will refer to as CAS, before Alice and Bob launch
their operations, in order to obtain key from shared states, the total state shared
by Alice, Bob and Eve is of the form |¢)(¢|%, that is n copies of the same pure
state |p){(p|apg, such that Alice and Bob have access to its A and B subsystems
respectively, and Eve to the subsystem E.

Originally, the security condition imposed on the output state of Alice and Bob
in this scenario was that Eve should have small classical correlations (measured by
Shannon’s mutual information) with the bits of final key, they have extracted. It is
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further replaced by the so called composable security conditions [BOHL'05a].

In [DWO05, DW04|, the so called LOPC scenario as the quantum analogue of clas-
sical cryptographic concept of secure key agreement (called also classical key agree-
ment [GWO00]). The secure key agreement originating from the information-theoretic
approach of Shannon, was first studied by Wyner [Wyn75| and developed by Csiszar
and Korner, Maurer [Mau93| and Ahlswede and Csiszar in [CK78, AC93|. According
to secure key agreement, Alice Bob and Eve share triples of random variables with
some joint distribution P(A, B, E). Alice and Bob try to obtain from them the key
for one-time pad encryption, using public (listened to by Eve) discussion.

In LOPC scenario, Alice and Bob and Eve share n copies of a tripartite quantum
state papE, each having access to its subsystem A, B and E respectively. Alice and
Bob try to transform the bipartite subsystems AB that they share into states useful
for one-time pad encryption. To this end they perform Local operations (each on
its share) and communicate via public (insecure, but authenticated) channel, so that
Eve can listen to this communication. The state pg represents total knowledge of
Eve, after the protocol of key distillation is finished.

The security condition imposed on the output states is that for every realization
of the key bit-string K = k on Alice’s and Bob’s subsystem, which should happen
with almost uniform probability, the state of Eve’s subsystem after the whole public
discussion is almost the same.

Within this scenario, it has been shown in [DW05, DW04], that on an input state
of the form

Peqq = sz ’A 02y pB)E, (1'5)

one can obtain distillable key denoted as Kp at a rate analogous to the formula of
Csiszdar and Koérner’s bound:

Kp>I(A:B),—I(A:E),, (1.6)

with I(X :Y), being the quantum mutual information ® - a quantum analogue of
classical mutual information. The protocol which achieves the above rate of distill-
able key, we called further as the Devetak-Winter protocol.

The interrelation between classical key agreement and the quantum information
theory has been first explicitly stated by Gisin and Wolf [GWO00]. In particular it
is observed there that this link can lead to better understanding of the classical
key agreement itself. (for further development see [CP02, AMGO03, ACMO04|, and a
review of this subject [HHHHOT]).

8Quantum mutual information is defined as follows: I(A : B), = S(pa)+S(pr) —S(pas) where
S(px) denotes the von Neumann entropy (Shannon entropy of the eigenvalues) of the subsystem
X of the state pap
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The worst case of LOPC scenario

In classical key agreement, there is no a priori restriction on the Eve’s knowledge
about the Alice’s and Bob’s data. Indeed, given Alice and Bob share a realization
of a random variable A and B, respectively, with a joined probability distribution
P(A,B), Eve can be arbitrarily correlated with them: there is no restriction on
distribution P(A, B, E') apart from the fact, that its AB marginal should be P(A, B).
In particular Eve can have a copy of their data so that £ = AB.

What is fundamental to all further investigation in this thesis is the fact, that the
above situation does not hold when we go to quantum. This is because an unknown
quantum state can not be perfectly copied |[WZ82, BH98|. When Alice and Bob
share a bipartite state pap, the maximal access that Eve can have is up to irrelevant
transformation uniquely defined and is called the purification of the state pap (see
Section 2.3.2 and 2.9). We will refer to this scenario as to the (quantum) worst-case
senario.

Consequently, as it was noted in [DW05, DW04|, the worst case in LOPC scenario
from cryptographic point of view is when papp is a pure state, so that the LOPC
scenario is then a special case of the worst-case senario as we described above. This
fact implies also, that the CAS as described in Section 1.5.1, is a special case” of the
worst-case LOPC scenario: the three parties share many copies of pure states, and
process it via LOPC operations (see [DLHO1]).

1.6 Related research - distinguishing via LOCC opera-
tions

The LOCC distinguishing scenario has been considered initially by Bennett et al.
in [BDFT99, BDM™99|. In the simples case, according to this scheme, Alice and
Bob are given a bipartite state which is one of the two p; or pa. Their task is to
distinguish between them with the highest possible probability of success, by means
of LOCC operations.

In [BDFT99, BDM™99] it is shown, that there is a set of pure orthogonal states,
which can not be distinguished with certainty by means of LOCC operations (see
[WHO02, WSHV00]). It was then shown by Leung, Terhal and DiVincenzo [TDLO1,
DLTO02|, that there are pairs of mixed states which are (i) almost orthogonal (i.e.
distinguishable almost perfectly by quantum operations) but (ii) nearly indistin-
guishable by LOCC operations, hence called hiding states. Their result can be in-

9There only minor differences: (i) CAS was originally equipped with different security condition
imposed on the output states, that is not composable [BBB198, BM97, KRBMO05]. (ii) in CAS Eve
attacks preserving the dimension of the system send from Alice to Bob.
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terpreted as the first result on hiding entanglement. Then, Eggeling and Werner
[EW02], showed that the phenomenon of hiding bits holds even for separable states.
Similar results, in different context has been obtained earlier by Matthews and Win-
ter [MWO7]. They show, that the symmetric and antisymmetric Werner states are
hardily distinguishable, providing optimal LOCC strategy for distinguishing between
them.

1.7 Contribution

The contribution of this thesis is generally of two kinds. On one hand it gives
insight into quantum cryptography, while on the other it exhibits new phenomena
in entanglement theory.

Chapter 2 contains basic concepts and definitions. In Chapter 3, we study the
structure of bipartite quantum states ps4p that contain directly accessible, classical
key. We assume, that the eavesdropper holds its purifying system in state pg, so that
there is a pure state [¢p) apr With Trg[v,)(Yplape = pap and Trap|v,)(Vplase =
pe- The classical key is represented by tripartite state

d—1
Phey = (Z ;!ii><ii> ® pE- (1.7)
i=0
By direct accessibility we mean the accessiblity via the complete von Neumann mea-
surements on subsystems of A and B. In that we focus on states p which have two
parts: main part and side part. We say, that p has directly accessible, classical key
if after complete von Neumann measurements on (two subsystems of) main part and
tracing out side part together with the purifying state pg, it has the form of pye,.
We then define the class of private states, that consists of the main part AB and
side part A’B’, that are called, key part, and shield respectively. They are of the
form:
Yapap = UV ) (Ui lap @ papUT, (1.8)

where unitary transformation U has the form

U=>_|kl)(kl| @ Uy, (1.9)
kl

with Uy arbitrary unitary operations acting on a system A’'B’ and ¥ 1) = ", % |3) A®
|i) p is a maximally entangled state.

We show, that bipartite states that have directly accessible, classical key
are the private states. We consider also other interpretations of direct accessibility,
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including those used by other authors in context of private states [RS07, BHHT08].
All they turn out to yield states that are equivalent to private states. Precisely, these
states can be easily transformed (by local operations) into some private states, and
vice versa (cf. [RS07, BHHT08]).

Private state can be viewed a “twisted maximally entangled state”, as it is orig-
inally a maximally entangled state |¥,) on AB subsystem, that gets “twisted” by
the unitary transformation U into a system A’B’. For this reason, we refer to the
unitary transformation given in equation (1.9) as to twisting.

In Chapter 4, we give definition of distillable key K in terms of private
states and definition of classical distillable key Cp in terms of tripartite
quantum states representing secure key having the form of py,.

Definition of Kp involves the LOCC scenario: Alice and Bob are supplied n
copies of the state pap. Alice and Bob can operate on the n copies of a state pap
with local quantum operations and communicate ’classically’ with each other. Their
task is to gain a (approximate) private state with the largest key part (say of k
qubits). Kp is then the maximal ratio of % in asymptotic limit.

Definition of Cp involves the LOPC scenario, with slightly weaker condition,
then that which was studied in [DW05, DW04]. Namely, we also require that Alice
and Bob transform many copies of tripartite state papgr via LOPC operations into
some tripartite state p°“!, yet in place of condition of Devetak and Winter, we impose
that p°“ must be close to a state representing ideal secure key'?:

k
1™ = PapEll < e (1.10)

with e arbitrarily small as a function of n. Hence, the task of Alice and Bob is to
obtain the approzimate PZ%I  with the largest possible amount of key-bits & (logd
according to (1.7). Cp is then the maximal ratio of £ in asymptotic limit.

We then focus on the worst case of LOPC scenario, that is the case of the input
state papp begin a pure state. We show, that:

Cp(|¥p)aBE) = Kp(paB) (1.11)

where |¢,) ApE is a purification of pap, that is after ignoring system E of |¢,) aBE,
the remaining bipartite state on AB equals pap.

The function Kp is an entanglement measure, because it does not increase under
LOCC operation. Thus, the classical distillable key in the worst case LOPC
scenario is equal to an entanglement measure, which provides quantitative
link between quantum cryptography and theory of entanglement.

10This security condition that is proved to be composable in [BOHL™05b].
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This result enabled us to study security content of bipartite states using approach
of entanglement theory. We show the upper bound on distillable key!'!:

Kp < E®. (1.12)

where E2° is the regularized relative entropy of entanglement.
In Chapter 5 we show, that there are bipartite states p satisfying

Kp(p) >0 and Ep(p) =0, (1.13)

i.e. that some bound entangled states are key distillable. It means that
distillability of pure entanglement is only sufficient, but not necessary condition of
security. This result has important meaning, as it implies, that there are situations,
in which one can send bits in private, although one can not send faithfully
qubits. Some of the bound entangled key distillable states are special mixtures of
two private states.

In Chapter 6 we consider an LOCC distinguishing scenario. We mostly focus
on the case when Alice and Bob are given an input bipartite state which is one
of the two - a private state v or the v measured already on its key part by Eve
(a 'key-part-attacked’ private state) denoted as v,. We then ask how many copies
of an input state they have to share in order to achieve the probability of success
approaching 1. We show, that there is family of private states, for which this number
scales exponentially with the number of qubits these states occupies.

In Chapter 7 we summarize, focusing on the role of private states in the above
results, and the fruitful interrelation between the quantum cryptography and theory
of entanglement. In Appendix we collect some useful facts that serves a background
to main considerations.

Most of these results is the outcome of collaboration with J. Oppenheim and M.
and P. Horodeccy, that can be found in [HHHOO5¢| (extended in [HHHOO5al), as
well as L. Pankowski and M. and P. Horodeccy presented in [HPHHO5|. The content
of this thesis is based on the following manuscripts:

1. K. Horodecki, M. Horodecki, P. Horodecki and J. Oppenheim. Secure key
from bound entanglement. Physical Review Letters, 94:160502, 2005. quant-
ph/0309110 [HHHOO5¢]

2. K. Horodecki, M. Horodecki, P. Horodecki and J. Oppenheim. General paradigm
for distilling classical key from quantum states. after positive reports, resend
to IEEE Trans. Inf. Theor., 2005 quant-ph/0506189 [HHHOO05a|

" This result was extended within theory of entanglement [CEH'07], to hold for all entangle-
ment measures satisfying some axioms ( asymptotic continuity, convexity, and sub-normalization
on private states).
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3. K. Horodecki, ¥.. Pankowski, M. Horodecki and P. Horodecki. Low dimensional
bound entanglement with one-way distillable cryptographic key. to appear in
Vol 54, No. 6 IEEE Trans. Inf. Theor., Special Issue of the IEEE TIT on
Information Theoretic Security, June 2008. quant-ph/0506203 [HPHHO5|

4. K. Horodecki, M. Horodecki, P. Horodecki and J. Oppenheim. Locking entan-
glement with a single qubit. Physical Review Letters, 94:200501, 2005. qunat-
ph/0404096.

5. K. Horodecki. On hiding entanglement using private states, 2008 [Hor08].

In comparison with [HHHOO5al, there are two main differences in presentation:

1. The proof of Theorem 2 of [HHHOO05a| (Theorem 3.2 of this thesis), which
gives characterization of states that have key, is changed so that it does not
use the notion of twisting. (Chapter 3)

2. We provide a more direct proof of the fact that there are PPT-KD states
(Theorem 10 of [HHHOOb5a|, Theorem 5.7 of this thesis). The construction of
the states relevant for showing this fact, given in [HHHOOb5a], is presented in
Section 5.5. (Chapter 5)

In [HPHHO5] explicit examples of bound entangled, key distillable states were showed.
Some of the results has not been made public yet. The content of Chapter 6 presents
some results, that will be extended in [Hor08]. Moreover, the Sections 3.6 and 4.4.2
and 5.5.4, as well as the Observation 5.15 appear originally in this thesis. As we indi-
cated in text, some of the remarked facts will be argued more explicitly in [PHHHOS|
and [BHH'08|. The first motto of this thesis is cited after D. Kahn [Kah96]. The
second is the ending of my father’s poem Still life [Hor03].



Chapter 2

Preliminaries

In this Chapter we introduce basic notions, definitions and facts. Some mathematical
facts which are mostly independent of the formalism of quantum information theory,
we have moved to Appendix. If it is not explicitly stated we refer to the book by
Chuang and Nielsen [NCO00]. Sometimes we also refer to particular papers (books),
which treat the subject in more detail. In particular, some basics of entanglement
theory, which we invoke here as well as the overview on the subject can be found in
book by Bengtsson and Zyczkowski [BZ06], the PhD thesis of Matthias Christandl
|Chr06] and the review papers [PV06, HHHHO7|. For the classical information theory
we refer to the book by Cover and Thomas [CT91].

2.1 Quantum states

According to quantum mechanics, with any physical system one associates some
Hilbert space H. It is a vector space over the field of complex numbers C, equipped
with a scalar product and complete with a norm based on this scalar product.

In this thesis we deal only with finite dimensional Hilbert spaces. More specifi-
cally, we focus on one representative of a Hilbert space, the Cartesian product of the
field of complex numbers:

H=Cx...xC=C" (2.1)
d

We will alter the notation H and C¢, using the latter to indicate the dimension
of the Hilbert space. The quantum system with associated d-dimensional Hilbert
space, is called a qudit. In special cases of d = 2,3,4 it is called a qubit, qutrit and
quforit respectively.

Before we present the notions of pure and mixed quantum states, we first in-
troduce the so called Dirac notation. The standard basis vectors of a Hilbert space
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vo = [1,0,..0/7,v; = [0,1,...0]7,..v, = [0,...,1]T are written as |0),[1),...|d — 1)
respectively. The symbol |.) is called ’ket” while (.| is called ’bra’, and denotes her-
mitian conjugation of ’ket’: (| = (|))f. The set {|k)}9=4 (also denoted as {|k)})
we will call the standard basis. The scalar product of two vectors |1)) and |¢) reads:

(¥llo) = (¥l9). (2.2)

Any quantum state is represented by a so called density operator p that acts on
a Hilbert space H. The density operator is a matrix of dimension d x d (in case
H = C%), with complex entries that is (i) positive (i) of trace one. By positivity,
we mean that a matrix is diagonalisable and has real, non-negative eigenvalues. If a
matrix has all eigenvalues real and positive, we call it strictly positive. Unfortunately,
this common agreement in quantum information theory is not in accordance with
notation from linear algebra see e.g. [HJ85]. We will denote the properties of a state
in the following way:

p >0, (positive) (2.3)
Trp = 1 (of trace one)

p € B(C%) is positive if and only if

Vigyeca (¥lplh) = 0. (2.5)

From the above definition of density operator, it follows that it is also hermitian i.e.
pl = (p7)* = p The set of all states acting on a Hilbert space H we will denote as
B(H).

We can define now an important notion, which is the projector onto a subspace
S C 'H of a Hilbert space H. If the orthonormal vectors {|s;)}*_, span the subspace
S, the projector onto S is defined as

k
Ps =Y |si){sil. (2.6)
i=1

Any projector Pg fulfills the two properties: Pg = Pg and P; = Pg which
constitutes its alternative definition. When k = 1, Pg projects onto a 1-dimensional
subspace spanned by the vector |s;), and we say that Pg projects onto a vector |sy).
In this case we can denote it also as P, y.

When a quantum state p has only one positive eigenvalue (equal to one), it is
called a pure state. In this case, p is equal to the projector onto some vector [¢). In
literature, vector and projector onto vector are in some cases used interchangeably,
which we also would not avoid here. In particular we will say sometimes that |¢) is
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a state (mostly in cases when |¢)) has large description), burying in mind that we
consider a projector!.

A linear combination of vectors is called a superposition. In particular a vector
Y = lag, ...,aq_1]" can be written in Dirac notation as:

d—1
) = aili). (2.7)
i=0

The normalization condition implies that Y, |a;|?> = 1. The coefficients a; are called
amplitudes. We note here, that according to Dirac notation (¢| denotes the following
operator:

d—1
Wl = ()T = aiil, (2.8)
=0

where by a; we denote the complex conjugation of the amplitude a;.

If the state p is not pure, it is called a mized state. This name reflects the fact,
that it is a probabilistic mixture of the projectors onto the eigenvectors |¢;) (],
which represents some pure states:

m—1
p=>_ pilyi)(eil. (2.9)
i=0

Note that any state can be diagonalized to the above form, with trivial distribution
in case of pure state.

The state p € B(C™) is called a mazimally mized state if it is of the form:

_ ! I 2.10
pm= 1 (2.10)

with I = )", |¢)(i| being the identity matrix.

If p = 3.5 | gi0i, we say that it is realized by an ensemble {(g;, ;) },. In case
of o; being all pure states, the ensemble is called pure. The probabilities ¢; form a
distribution of the ensemble @ = (q1,...,qx). If the number of members in ensemble
is not relevant, we will omit it, denoting ensemble just as {(g;, 0;)}. Let us note here,
that the same mixed state p can be realized by many different ensembles.

Example 2.1 (different ensembles) The state p =
ten as well as 5(J9*) (W |+ [07 )W) with [¢=)

(|00)(00|+[11)(11]) can be writ-
1(00) + 11)).
1A reason for this abuse of notation follows from the fact that vector |1} represents pure state

[} (¥| up to a complex coefficient of modulus 1. This coefficient can not be observed (see section
2.2).

H N[
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2.2 Quantum operations

Any quantum operation is linear. It is described by a linear superoperator A :
B(H1) — B(Hz), with dimH; = d and dimHy = d’. It can be also described
(not uniquely) by the set of d’ x d matrices with complex entries {M,,}X_,, called
operators. The operators satisfy relation 25:1 M:an = I; where I is d x d iden-
tity matrix. The operators M,, are also called Kraus operators. The superoperator

A acts on a state p as follows:

K
Ap) = 3 MM, (2.11)

m=1

Introducing a normalizing factor p,, := Tr[MmpM;rn] whenever it is nonzero, one can
interpret the action of A as changing state p into state oy, :

Aanﬂi;
Tr[MppM]

with probability p,,. Instead of the name “quantum operation” or the “superoperator”
we say also a map.

(2.12)

p— Om 1=

2.2.1 Von Neumann measurements

In special case, when all Kraus operators M, of a quantum operation A are projec-
tors, the operation A is called a von Neumann measurement. When in particular all
the projectors are of rank 1, i.e. project onto vectors M, = ) (¥m|, and {|1m,)}
forms a basis, the operation is called a complete von Neumann measurement(and
else incomplete). Usually, instead of saying that the complete von Neuamann mea-
surement has been done, we say that the measurement in basis {|in)} has been
performed.

Example 2.2 (measurement in standard basis of a pure state)

Let |¢) = E?:_Ol a;lt). Let us measure [) (1| in the standard basis {|i)}. In this
case the projectors Py, are equal to |k)(k|, and constitutes the complete von Neumann
measurement. The state 1) (1| after this measurement will become a mized state,
equal to a mizture of states |i)(i| each with corresponding probability |a;|>. Indeed:

d—1 d—1 d—1
A(Pyy) =D PePyy P =Y [k)(k Y aial|i) (][ k) (k| =
k=0 k=0 i,j=0
d—1 d—1 d—1
S° wa B kI GIR K = S aaidndinlk) k=S a6l (2.13)

i,5,k=0 1,5,k=0 i=0
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2.2.2 Reversible quantum operations - unitary operations

As we have already mentioned, quantum operation A = {M,,,} can be viewed as map
which changes p into p,, with probability p,, = TrMmpML. An exceptional case
is when there is only one Kraus operator M),. Then, by normalization requirement
Pmy = 1. In this case, quantum operation is deterministic: it is just a rotation.
Indeed, the unique Kraus operator satisfies M:n,Mm/ = I which (in finite dimension)
is equivalent to unitarity of M,,. That is, M,,,» = U for some unitary transformation
U. Such operation is deterministic and can be viewed as a change of the eigenbasis
of the state p:

p — UpUT. (2.14)

Unitary operation is reversible: the inverse operation is UT, that transforms back
UpUT into p.

Example 2.3 The Hadamard transformation

H:\}i“ _11] (2.15)

is a unitary transformation operating on C2.

Example 2.4 An important example of a unitary transformation is the so called
swap operator (or just swap) denoted as V', that exchanges the states of two systems.
It is defined on spaces Hx and Hy of the same dimensionality d as

d—1,d—1

Viy == Y 10D Gy (2.16)

i=0,7=0

The important class of the so called Pauli (unitary) operations is presented in
Section 2.4, Eq. (2.50).

2.2.3 From quantum operations to POVMs

If we are not interested in the form of the output state but just in the probabilities of
the outcomes, there is useful mathematical tool called POVM. As we have mentioned,
the probability of the result m after measurement A described by the set of operators
{M,,}, equals TrMmpM;rn. By property of trace it is equal to Tnglep. The d x d
matrix F,, = M;%Mm define so called POVM elements. The set of such POVM
elements constitutes a POVM associated with the operation A, which we denote
as My = {Ep}. In fact, any set of positive operators which sum up to identity,
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contributes to a POVM for certain quantum operation. If we perform an operation
A but are just interested with a POVM, we say that we have performed a POVM.
With a POVM performed on a quantum state, p there is an associated classical
random variable M. Its probability distribution is defined by the probabilities of
particular outcomes (labels) of this POVM: P(M = m) = TrpE,,.

2.3 Dealing with composite quantum systems

If the quantum system is composite i.e. has n subsystems, the Hilbert space which
is associated with it, is a temsor product of the Hilbert spaces associated with its
subsystems:

H=Hi®Hs®...Q® Hy. (2.17)

In case of two subsystems, that are traditionally in hands of Alice and Bob respec-
tively, we will usually write:

Hap =Ha® Hp. (2.18)

If the state of each subsystem is prepared as |¢;) (15| (i = 0,1), then the joined
state of a system is given by a tensor product of the states of its subsystems

1) (Y1]a ® |12) (Y2 B (2.19)

The letter subscripts reminds from which space is each vector. We will omit them
if the states themselves are labeled by the corresponding letters |14),|¢¥pB) or if
the labels of subsystems are known from the context. The state with two (three)
subsystems is called a bipartite (tripartite) state (and multipartite in general). Any
multipartite mixed state is a mixture of pure multipartite states.

The tensor product of two matrices the m x n matrix A and p X ¢ matrix B with
the corresponding entries a;; and b;; is an mp X ng matrix:

allB algB e alnB
ang aggB v agnB

A®B = , , , , . (2.20)
CbmlB amQB e amnB

In case of the tensor product of k& the same matrices (vectors) we use shorten notation:
A®F and [1))®* respectively.

A tensor product of the Hilbert spaces is also a Hilbert space. A natural basis of
the space H 4p is just the set of tensor product of basis from each space:

19i5) = le)) © |f5)- (2.21)
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For brevity we often write either |e;)|f;) or |e;f;), or just |ij) - the latter in case of
the standard product basis.
The scalar product of the vectors of the space H ap is defined by:

(Y] @ (]|6) ©10) = (¥]0) - (4]6). (2.22)

A vector |¢)) € Hap can be written with a use of only min(dimH 4, dimHp)
vectors of the form |e;) ® | f;), where |e;) € Ha and |f;) € Hp:

) = > Adlea) £i) (2.23)

The real, positive coefficients \; are called the Schmidt coefficients of the state |) (¢,
and the above form of |¢) is called a Schmidt decomposition of a pure state |1)(1)].

2.3.1 Formalizing the notion of a site

In this section we invoke in a formal way the notion of site, which is used informally
in literature. By site we mean the collection of systems, on which one is allowed
to perform any quantum operation. This notion reflects the intuition, that system
corresponds to some ’'tool’, and the collection of tools’ gives rise to a 'laboratory’.
With the site there is naturally associated Hilbert space: a tensor product of Hilbert
spaces of the systems of this site. The number of systems is not fixed a priori, and
can vary according to operations that are performed on the systems of site.

In this thesis, we will have at most three sites. Traditionally, with each of them
we associate a person, that can perform quantum operations. These are: Alice, Bob
(the honest parties) and Eve (the eavesdropper). These three sites will be called S4,
Sp and Sg respectively. The systems that belong to site Sy will be denoted by a
modification of label X, e.g. X/, X", X, etc.

2.3.2 Operation of partial trace, and purification of a quantum sys-
tem

We describe now the operation which acting on a state of a system, outputs the state
of its subsystem. It is called a partial trace.

Definition 2.1 For a bipartite state pap € B(Hag), the state pa € B(Ha) of its
subsystem A is given by:

dim(Hp)—1

pa=Trp(pas)= Y. 1a® (klgpapla® |k)s, (2.24)
k=0
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The operation Trp is called a partial trace over system B.

A strict description of the above operation requires saying that after tracing out
a subsystem B of system AB in state psp, we obtain subsystem A in state pa.
For brevity, we usually say more informally, that tracing out system B, we obtain
subsystem of psap in state p4. Even more informally we say shortly that p4 is a
subsystem of a state pap. Perhaps more proper name should be “a substate”, but
neither this, nor other possible words are used in this case, in quantum information
theory.

This definition extends to any multipartite system H = Ha ® ... ® Hz, so that
by the Trx we denote the partial trace over system X of a multipartite system H,
with subsystem X. In particular, the state of subsystem B of system AB in state
pAB is given by the partial trace over system A, defined analogously to (2.1). Note,
that partial trace does not depend on the choice of basis in which we trace out the
system. That is, instead of the standard basis {|k)} on system A in the definition of
partial trace over system A, there can be any orthonormal basis i.e. the set {U|k)}
for any unitary operation U.

Extension and purification of a bipartite state

Definition 2.2 An extension of a quantum bipartite state pap to system E is any
tripartite state papg such that Trgpape = pap. The state pp = Trappapg is called
extending state of pap. A system in extending state of pap is called extending system
of paB-

Any pure extension is called a purification of pap, and denoted as |v,) apr. The
state Trag|v,p) (YplABE is called a purifying state of pap. A system in purifying state
of pap is called a purifying system of pap.

If only dimE > rank(pap), there exists a purification of p4p to system E. In
particular, there is a standard purification, described in example below:

Example 2.5 The standard purification of a bipartite state pap € B(C®4 @ C®%)
with an eigen decomposition pap = Z?;_ol pili) (Wi, is a tripartite pure state |Y) aBg €
C®h © C®%2 @ CP™ of the form

m—1
(W) aBe = Y VPilti)as @ |i)E. (2.25)
=0

The purifying system according to this purification is called a standard purifying
system.

A purification of quantum state is in a sense its best extension, as it is formalized
in observation below. We first invoke the following lemma needed to prove the
observation:
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Lemma 2.6 (adapted from [NC00]) For any two purifications |¢>§E and |¢>§E/ of
the state p € B(Hx), to systems E and E'" respectively, there exists an isometry (in
case dimE < dimE’) or partial isometry (in case dimE > dimE’) U : E — E’ which
satisfies:

Ix @Ulp)xE = |0p) xE- (2.26)

We can state now desired observation:

Observation 2.7 Let [1,) apr be the standard purification of a bipartite state pap
to system E, for any extension pagg' of pap to system E', there is an operation Ag

such that I ® AE|¢p><¢p‘ABE = PABE'-
Proof. Consider the following purification of p4gg to system E”:

|®) ABE BV = Z\/E|¢z‘>|i>E"- (2.27)

The above state is also a purification of pap, to system E’E”. Indeed: tracing out
subsequently E’ and E” we obtain back the psp. Now by Lemma 2.6, there exists
an izometry W that switches between the purifications:

Iap @ WE|Yp) aABE = |¢) ABEE"- (2.28)

We can define Ar as a composition of (i) implementing the isometry? W to obtain
|¢p) aBE E, (ii) tracing out the system E”, obtaining desired state p4pps shared by
Alice and Bob. j

The above observation has the following cryptographical meaning: sharing the
purifying system of a bipartite state p 45 that is held by the honest parties, eavesdrop-
per has the most power that is possible according to axioms of quantum information
theory, since he can perform an operation which transforms a purification [¢,) ApE
into some extension papg’ of papg. Such a cryptographic scenario will be referred to
as quantum worst case scenario, (for short presentation of other scenarios see Section
2.9). Important conclusion about this scenario is that if we prove some property of
|Y,) aBE for any quantum operation of Eve, we can work with some fixed purifica-
tion regardless of other extensions (with other purifications among them), without
loosing generality of the proof.

2.3.3 Quantum operations as completely positive trace preserving
(CPTP) maps and probabilistic quantum operations

Any quantum operation A is completely positive. That is, if p > 0,
A® Iy, (p) > 0. (2.29)

2Tt is easy to check, that isometry can be implemented via basic quantum operations.
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Quantum operation A preserves trace of the operators. That is TrA = TrA(A) for an
operator A. For this reason, they are called trace preserving maps. If a superoperator
is completely positive, but does not preserve trace (is not trace preserving), it can
be performed (that is - physically implemented), but only with a probability given
by its trace:

p— Acp(p)/Tr(Acp(p)). (2.30)

We refer to such an operation as to probabilistic quantum operation or just a com-
pletely positive map, denoting it as CP. We refer also to the usual quantum operation
as to CPTP which means the completely positive, trace preserving map.

2.3.4 Quantum measurements

Quantum measurements are special quantum operations. Apart from the ’quantum’
result (a state) they give ’classical’ result, often called a 'flag’ that informs how quan-
tum operation was realized i.e. which Kraus operator was applied to the state. With
quantum measurements one can easily realize a POVM, if traces out the quantum
result of measurement. Formally it is defined as follows:

Definition 2.3 Quantum measurement @Q is a quantum operation Q@ : B(Hx) —
B(Hy ® Hz), such, that for any state p € B(Hx),

d—1

Qp) =D AipAl @ i)ilz, (2:31)

1=0

where Zf;ol AIA,- =1Ix, and d = dimHy. The states |i){(i| are called classical results
of the quantum measurement. For p; = Tr[AipAl-L] > 0, the states p%,Aiij» are called
quantum results of the measurement.

Intuitively, by a local quantum measurement we will mean quantum measurement
performed on a subsystem of a bipartite state.

Remark 2.8 [t is important, that the name ’quantum measurement’ should not be
confused with a similar name used in case of von Neumann measurements which
are quantum operations with Kraus being just projectors, acting on a state as p —

Zi PipPi, with Zz PZ =1
2.3.5 Representations of a pure bipartite states and its subsystems

We give here useful representation of a pure bipartite state [Rai97|. Any pure bipar-
tite state Ha ® Hp > |[¢)ap = >_;; aij|i) alj) B can be represented in the following
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way:
dp—1

) = Y [X[i)]ali) s, (2.32)
i=0
where X is a matrix fully representing the state [¢)). It is expressed in the form
X = Zig;g’d“_l akk)(l|. Alternatively, the state |[¢)) can be written also with help
of a transposition of the matrix X:

da—1

[0) = D 1) alXT )]s (2.33)

=0

As an easy application of this representation we note, that the subsystems of 1) are
of the form p4 = XXT and pp = XT(XT).

2.3.6 Basic quantum operations

In previous section we have introduced a formal description of quantum operations
i.e. using the Kraus operators. There is however a more operational approach to
this class of transformations, which shows, that they are built from conceptually easy
basic ones.

Theorem 2.9 Any quantum operation A on a quantum state p of some system S
can be performed using three elementary operations:

1. Adding an ancillary system A in a state w:

p—pRuw. (2.34)

2. Performing some unitary transformation U on both ancillary system A and
system S:
pOw— UpQuwUT. (2.35)

3. Tracing out some subsystem of the system SA.

We will refer to this implementation of an operation A as to the implementation
via basic quantum operations of a quantum operation A.

Observation 2.10 The ancillary state w for implementing any quantum operation
via basic quantum operations, can be taken without loose of generality to be a pure
state |0) € H.

Proof. Let w =Y " pi|1i)(¢s]. To obtain w from a pure state, one takes [0)(0|ap €
C™ ® C™ and rotate it by appropriate unitary transformation into state |¢) =
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™ piliYaliyg. One then traces out the system A, and transforms the system
i=1
B which is now in state ), p;|i)(i| into w by appropriate change of its eigenbasis,
achieving the task.

Via basic quantum operations, one can make also embedding of a system into a
larger one, and a partial isometry (see Appendix A.1).

2.3.7 Coherent quantum operations

Using basic quantum operations one can perform every quantum operation via op-
erations which preserve von Neumann entropy of the input system. Such imple-
mentation of the quantum operation is called coherent. More specifically, for an
operation A there is an operation A", such that on input state py, A" outputs an
extension oxp of px to system R, such that S(oxgr) = S(px), where S is the von
Neumann entropy (see Section 2.7.1). Operation A" is called coherent. This is eas-
ily achieved via basic quantum operations: the coherent quantum operation simply
does not trace out a system which should be traced out according to implementation
via basic quantum operations.

In this section we introduce in a formal way a widely used notion of coherent
quantum operations. In particular, we provide definition of coherent quantum oper-
ations, and their composition. We also introduce technical term of a trash bin. It is
then used to collect system R that would have been traced out when some quantum
operation were implemented via basic quantum operations. Another technical term
is operation on labels of systems called putting aside. It means that some system
became a subsystem of trash bin. Whenever we would like to treat some system R
as subsystem of trash bin, we say that this system has been put aside.

The notion of coherent quantum operation and putting aside, will be essential for
definition of coherent local operations and public communication (CLOPC) opera-
tions, which we provide in Chapter 4. These operations, yet without explicit formal
treatment, has been first used in [DW05, DW04].

Reversible part of quantum operation

In what follows, for clear presentation we assume without loose of generality, that
any implementation of any quantum operation via basic quantum operations, needs
the use of the partial trace operation®.

We begin with definition of reversible part of a quantum operation:

3If the operation does not need trace out we can force it artificially to use it by first adding
ancilla system in a pure state |0), that will be subsequently traced.
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Definition 2.4 Let px € B(Hx). Consider quantum operation A : B(Hx) —
B(Hx) implemented via basic quantum operations acting as follows:

Alpx) = Trr(Upx [0)(0|sUT) x/r, (2.36)

for some unitary transformation U, and system R with dimH xgp = dimH xg. The
reversible part of A is the operation AP : B(Hx) — B(Hx'gr) acting as

A" (px) = (Up @ |0)(0lsU ") xr. (2.37)

We call X' the main system and R the trash system.

Convention of trash bins and putting aside

For consistency, and compact notation, we introduce now the following convention:

1. With any site S4, we associate a system R4 called trash bin. Any operation
acting on system A of this site, will be understood to take input on AR4,
and act on R4 as identity. When the system R4 has associated 1-dimensional
Hilbert space (the empty trash bin), and whenever it does not lead to ambiguity,
we will omit R4 in notation.

2. With an operation A transforming some input state par, on system ARy,
into output pfﬁﬁh r on system A'R 4R, we associate an operation on labels of
systems called putting system R’ aside, denoted as PAp/, which appends R’ to
the list of subsystems of R4:

Ri=XY — R4=XYR, (2.38)

for some subsystems XY of R4 (if R4 has initially no subsystems, the opera-
tion PApg makes just substitution: R4 := R’).

Definition, properties and examples of coherent quantum operations

Definition 2.5 For any quantum operation A : B(Hx) — B(Hx’), and its re-
versible part AP : B(Hx) — B(Hx'r), a coherent (version of) A is a quantum
operation of the form:

Ah = PAR(A™P). (2.39)

Owing to the above definition, one can see, that instead of operation of partial
trace, we use the ’operation’ of putting aside, which means that the system is labeled,
that it should have been traced out: becomes a subsystem of trash bin.
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The ’operation’ of putting aside is specially designed for coherent operations,
as they gives output with two subsystems. We will use it for other operations (e.g.
LOCC) only when we want the latter in a sense to 'mimic’ some coherent operations.

We need now the observation, which follows directly from definition of partial
trace and extension of a quantum state (see Section 2.3.2):

Observation 2.11 For a state p € B(Hx), its any extension pxy on Hx ® Hy,
and any quantum operation A there holds,

Try (A @Iy (pxy)) = Alp)- (2.40)

Basing on this we provide important properties of the composition of coherent
operations:

Observation 2.12 For any two operations Ay : B(Hx) — B(Hx'g,) and Ag :
B(Hx') — B(Hxng,) the composition A" o A" : B(Hxr,) — B(Hxrr,), satis-
fies for any state px g,

Tra A" © AP (pxr,) = A2 @ A (px). (2.41)

Moreover, if pxg, is pure, then the state APh ® Ath(pXRA) is also a pure state.
Proof. This observation follows from Def. 2.5 of coherent version of A, Observations
2.11 and 2.10, and the fact that partial trace over two subsystems is a composition
of partial traces over each subsystem separately. g

It is important to note, that given A, its coherent operation is not uniquely
defined. Indeed, there are many ways (depending on choice of unitary transformation
and dimension of ancilla system) to obtain its reversible part A™. Some properties
of A®" as shown above are still unique. Yet, in some cases, we will explicitly specify
the ancilla system, unitary transformation and the system which is put aside, since
otherwise the resulting operation might not have desired properties. We describe
this issue below:

Example 2.13 (Different sites) Consider two systems X and Y, belonging to dif-
ferent sites Sy and Sy respectively. One would like the coherent version of operation
of the form Ax ® Iy act as identity operation on system Y of site Sy, so that we
will specify (Ax ® Iy)®" to be performed via adding |0){(0|s on site Sx, perform-
g Uxgs ®@ Iy on systems XSY and putting aside a subsystem of XS, where adding
|0Y(0|g, performing Uxs, and tracing out the subsystem, implements Ax wvia basic
quantum operations.
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2.4 Entanglement of pure and mixed bipartite states

In this section we provide the definition of quantum entanglement and the notion of
separability. We also discuss the most important classes of bipartite states, such as
maximally entangled states, separable states and PPT states.

We define now bipartite quantum states contain interesting type of quantum
correlations called entanglement. We invoke here the definition of Werner [Wer89):

Definition 2.6 A bipartite state pap is entangled if it can not be written as a convex
combination of tensor product of states: ZZ 1 pzai) ® 053), where p = (p1,...,pK) is
a probability distribution and for each i, 02 (c%) are some (in general mized) states
on A (B) subsystem.

In other words, the state is entangled if it is not a probabilistic mixture of product
states, i.e. states of the form o4 ® op.

The best known example of an entangled pure state is a state of two qubits called
singlet state |~ ) (¢~ |:

1
[¥7) = \/i(l()l) 10)). (2.42)

This state is the base for many quantum phenomena such as quantum teleportation
[BBPT96] (see example 2.18) and quantum dense coding [BW92].

There is a class of pure bipartite states called mazimally entangled states. In
case of two qubit states, this class is an orbit of pure states generated from the singlet
state via local unitary operation:

D= {lp) (Wl 1) = U 1)}, (2.43)

where U is a unitary operation. We will use more often (and sometimes call it the
singlet state) the state of a form:

iy = Z HA®|i)s (2.44)

We will sometimes write also | ) if the dimension d is either irrelevant, or known
from the context. In general case of two qudit states, the set of maximally entangled
states is the following:

MS@ = {[p)(¥]||v) =U o 1eD)}. (245)

In consequence, the state \\Ilgi))<\lfgl)\ with |\Ilgl)> = Z?:_ol ﬁ\eiﬁ) (where B =

{le|f;) ¥4 = !, is an arbitrary product basis) is also an example of maximally entan-
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gled state!. The maximally entangled states are called in short the EPR states after
names of Einstein, Podolsky and Rosen.

There is also a distinguished set of four maximally entangled states, that forms
an orthonormal basis of C2® C? (a basis of a two-qubit system). It is called the Bell
basis, and consists of a singlet and three other states:

1

57} = 5 101) = [10) (2.46)
1

457) = 5 101) + [10) (2.47)
- 1

47) = (100 = 11) (2.48)

67) = —(00) + [11)). (2.49)

V2

The elements of Bell basis are called also the Bell states. We denote them as above
in accordance with literature, yet in an apparent contradiction with our notation of
|\Ifgf)>. This is because the latter is the d-dimensional counterpart of |¢™) rather than
|ypt). This is however also a common notation in literature. We note, that all the
Bell states are maximally entangled. This is because they can be generated from the
singlet state by the group of so called Pauli operations - the unitary transformations
acting on a one-qubit system. We present them below:

[1o0 Jo 1
0=l 17711 0|

0’2:|:(1) _01},—1'032[(1) —01} (2.50)
Let us enumerate the Bell states as follows:
o) = [7), 1) = [67), [2) = [07F), [3) = |¢7T). (2.51)

The singlet state rotated by oy on Alice’s qubit becomes (up to an irrelevant complex
phase factor in case k = 3) the corresponding [i) Bell state:

k) = (ok @ 1) [Y7) aB. (2.52)

4For d=2, the set given in eq. 2.45 equals that of given in eq. 2.43, since there is a unitary
transformation U, such that U @ I|¢p7) = |\I/f)>
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2.4.1 Separable states

In the light of Definition (2.6), if the state is not entangled, it is called separable
[Wer89]. It is then a convex combination of product states:

Psep = mex) & Ug), (253)

i.e. the coefficients p; form a probability distribution. The set of all separable states
in B(Hap) for some fixed Hap is denoted® as SEP. Separable states are mixtures
of product states (those which are tensor product of two states o4 ® o). The set
of separable states is convex and compact in any finite dimensional Hilbert space
[BZ06].

We remark here the following convention. If a state has more subsystems, and
we say that it is separable (or product), we have to indicate which tensor product
is under consideration. We say then, that it is separable (product) in some cut. To
give example, the state papapr = 044 @ oppr is product in AA’ : BB’ cut. The set
of states on systems ABA’B’, separable in AA’ : BB’ cut where dimA = dimB = d
and dimA4’ = dimB’ = d’ we denote as SEP@?). Consequently, SEP@® denotes
the set of separable states on AB with dimA = dimB = d.

We invoke here the important property of separable states [ABH'01], which
needs notion of classes SEP and LOCC operations, as well as the probabilistic SEP
and probabilistic LOCC operations, that can be found in Section 2.6.

Theorem 2.14 (see [ABH'01]) The set of separable states is closed under (proba-
bilistic) LOCC' operations.
Proof. It follows from the fact, that (probabilistic) LOCC operations are in fact
(probabilistic) separable operations (see Section 2.6), and that separable operations
preserves separability of the state, that follows easily from Eq. (2.53) and Def. of
separable operations 2.13.

2.4.2 The operation of partial transposition and PPT states

Determining if a given state is separable or entangled is in general a difficult task.
There are however some criteria which work for certain classes of states. The first
such criterion is due to Peres [Per96|, which we invoke below. To this end we need
an important notion of partial transposition

5The same name is used for the so called separable operations (see the next section), which should
not be mistaken.
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Definition 2.7 The partial transposition of a bipartite state pap € B(Ha ® Hp)
with respect to system B, is given by:

pup = (14 @ Tp)pas, (2.54)

where® Ty denotes the transposition of matriz from B(Hp).
The Peres criterion reads:

Theorem 2.15 Any bipartite state pap € B(Ha ® Hp) which is separable, has
positive partial transposition, that is

php = (14 ® Tg)pap > 0, (2.55)

that is pEB has non-negative eigenvalues.
The operation of partial transposition” acts on matrix elements of a bipartite
state pap as follows:

par = amld)) kU — php = 3 aumldkIGL  (2.56)

.5,k .4,k

Some useful properties of this operation we have collected in Section 2.5. We will
extend now the definition of the partial transposition of one bipartite system, to a
tensor product of bipartite systems.

Definition 2.8 For a tensor product of Hilbert spaces H = Ha,B, ® ... @ Ha,B,
and any state pa,B,..A,B, € B(H), by the partial transposition of this state along
Ai... A, By...B, cut we mean

pzj?lBlBZlan = [(IAI ® TBI) ®...0 (IAn ® TBn)](pAlBln-Aan)’ (2'57)
where Tx denotes the transposition on a matriz of state of system X.

For brevity, the partial transposition along some cut we will denote also as I'. In
what follows we will deal usually with systems consisting of two bipartite systems,
and associated spaces Hap and Ha/p/. In this case, for paparp € B(Hap @ Harp)
the operator ,05 pa g denotes the state papaspr partially transposed along the AA" :
BB’ cut. This useful notation may lead to ambiguity which needs a context-
dependent interpretation. Below, we give example of a mixed notation that will
occur.

5We denote the partial transposition as I" following Rains [Rai98], as the symbol I' can be seen
as a 'part’ of a letter T'.

"One can define analogously partial transposition (p.t.) with respect to system A as (T4 ®
I4)[paB]. All facts which are true for I', that will be presented in this thesis, holds also for p.t.
with respect to system A. We then use only I without loosing generality.
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Example 2.16 Consider paparp € B(C? ® C? ® C1 ® C%). In block matriz form,
such a state has a bipartite structure of blocks, so that it reads:

Agooo Aooor  Aooto  Aoor1

Aptoo Aot Aoio Aoi1l (2.58)
Aooo  Aroor Aror0 Ao | '
Ar100 Ao Ao A

PABA'B' =

This state after partial transposition with respect to system BB’ reads:

ﬁgOOO ﬁ§100 ﬁ§010 ‘2§1 10

pEBA’B’ — A%OOI AlQlOl A%Oll A%lll
A%OOO A%IOO A%OIO A%l 10

1001 1101 1011 1111

(2.59)

In the above equation, the partial transposition on left hand side is with respect to
system BB’ and on the right hand side, only with respect to system B’, as the partial
transposition with respect to system B, which is a one qubit system, resulted already
in appropriate reordering of the block operators A;jy.

The state with positive partial transposition ,05 g is called a PPT state. The set
of all states with this property is denoted as PPT (it should not be confused with
the same name that is used for certain set of operations - see the next section). It is
easy to see, that this set is convex. What is more important, this set is closed under
tensor product:

Pag > 0& oy > 0= (pap @ oap)t > 0. (2.60)

The Peres criterion means that the set of separable states SEP is a subset of the
set of PPT states. Due to P. Horodecki [Hor97|, it is known, that this inclusion is
proper i.e. that there are entangled PPT states. Other examples of entangled (not
separable) states that are PPT can be found e.g. in [BP00, BDMT99, WWO01]| (see
[BLO7, Cla06] for a full list). The entangled PPT states belong to the class of bound
entangled states, for their entanglement is quite different from that of pure states.
The phenomenon of bound entangled states is in a sense central to this thesis, which
we clarify in Section (2.8). This is because the PPT states posses another important
property: they remain PPT under action of LOCC operations, which is stated in
theorem below [ABHT01], stated in a more general way that includes probabilistic
LOCC operations:

Theorem 2.17 (see [ABHT 01]) The set of PPT states is closed under (probabilistic)
LOCC operations.
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The states which are not PPT (e.g. maximally entangled states), are called NPT.
The set of all such states is denoted as NPT. Till now, it is not known if there are
NPT bound entangled states [PPHH07]. In particular, the bound entangled states
which we provide in this thesis are also PPT.

2.5 Some properties of partial transposition of a matrix

In analogy to partial transposition of a state, one can take partial transposition of
a linear operator acting on a bipartite Hilbert space Hap [BZ06]. Such operator
has matrix form 3, .1 cijuilij) (kl|, and its partial transposed w.r.t to B form reads:
>ijkt Cijkt|il) (kj]. In what follows the action of partial transposition on an operator,
we will also denote as I". For any matrices A and B (assuming appropriate shapes if
needed from the context), the partial transposition I', satisfies:

(A B)f = A® BT (2.61)

(A B = (Aw B)F)en (2.62)
TrAB = TrA' BT (2.63)

TrA'B = TrAB" (2.64)

TrA = TrA (2.65)

I preserves hermiticity (2.66)

I'is an involution (2.67)

These properties can be easily checked to be satisfied. E.g. To see (2.66), we note
that (AT)T = (AN for A = Zﬁlﬁdl:o aijri|ij) (kl|, which gives hermiticity of Al if A
is hermitian.

2.6 The paradigm of distant laboratories - the LOCC
scenario, SEP and PPT operations

In this section we describe an important scheme of processing of quantum data
called LOCC scenario. This scheme was introduced in [BBP196, BDSW96]. It
involves two distant laboratories: one of - traditionally - Alice, and the other of
Bob. Alice and Bob are given some quantum data (quantum states). Their task
is to transform them to some other form, or extract some information. Usually in
distant laboratories scenario Alice and Bob are given many copies of the same state
p, so that the input state has form p®" for some natural number n. The operations
which they are allowed to perform are (L)ocal quantum (O)perations (each person
in her/his lab) assisted by (C)lassical (C)ommunication (e.g. talking by the phone).
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That is, they can perform some measurements locally and then communicate the
results of these measurements, so that they can perform then conditioning.

The formal definition of the LOCC operations, that has been worked out in
[DHRO2]| is quite difficult. In what follows we will use a simpler one® basing on the
one given in [Chr06].

We first introduce the notion of ’locality’ of a quantum operation. We use here
the notion of site which is (in case of Alice) a collection of systems, that are in
her possession. With the site we associate a tensor product of the Hilbert spaces
associated with the systems. If it is needed, the site is denoted as S 4, Sp and Sg for
Alice, Bob and Eve respectively. We define here the local operation on Alice’s site,
with definition of the same operation on Bob’s site along similar lines:

Definition 2.9 For any quantum operation A, the local operation A : B(Ha) —
B(H'y) on Alice’s site is given by:

Ar=A®Ip:B(Ha®Hp) — B(H; ® Hp), (2.68)

for some pairs of Hilbert spaces Ha and H ; on Alice’s and Hp on Bob’s site respec-
tively.

Sometimes, instead of saying that Alice has performed a local A, we say, that
she ’did A locally’. By just ’local A’ we mean local A on Alice’s or Bob’s site (i.e.
without specifying the party).

We also define the operation of classical communication from Alice to Bob, with
the same operation from Bob to Alice following similar lines:

Definition 2.10 Let H;, = Ho @ Ha ® Hp and Houwt = Ho @ Ha @ Hp ® Hy,
where Ha,, and Hpy are some Hilbert spaces on Alice’s and Bob’s site respectively.
The operation of classical communication from Alice to Bob is a quantum operation

Afg) : B(Hin) — B(Hout), such that on any state poap € B(Hin) it acts as follows:

dimH,—1
A (parp) = E PipaapP; ® [i)(ilp (2.69)
1=0

where P; = chi) R I4 ® I with {Péi)}fingH“_l being a von Neumann measurement
on system a in standard basis.

By classical communication we mean the operation of classical communication
from Alice to Bob or vice versa.

With a help of the above definitions, we can define LOCC operations as follows:

8We acknowledge A. Szepietowski and M. Horodecki for inspiring discussion on this definition
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Definition 2.11 The LOCC operation is a composition of a finite number of the
following operations:

1. Local quantum operation,
2. Classical communication.

For a finite dimensional Hilbert spaces Hin and Hoyut, the set of LOCC operations act-
ing on states from B(H;y,) with the output in B(Hoyt) is denoted as LOCChy,, 1., -

For brevity, in what follows we will often write LOCC instead of LOCCy;,, #,..
if it does not lead to ambiguity.

Due to the above definition, the only actions which Alice and Bob are allowed to
perform are local quantum operation or communicating some classical information
which is an outcome of the von Neumann measurement.

We define now the so called one-way LOCC operations, which are - intuitively -
those where only one party uses classical communication.

Definition 2.12 The one-way LOCC operation is a composition of a finite number
of either

1. Local quantum operation,

2. Operation of classical communication from Alice to Bob,
or

1. Local quantum operation,

2. Operation of classical communication from Bob to Alice.

For a finite dimensional Hilbert spaces Hiy, and Hoyut, the set of one-way LOCC
operations acting on states from B(H;y) with the output in B(Heut) is denoted as
LOCC{‘[;’%W or LOCCﬁ;‘;‘{out respectively.

LOCC operations are quantum operations, hence preserve trace. A non-trace
preserving LOCC operation is called probabilistic LOCC' operation. In analogy to
definition of LOCC operation, it is a composition of (i) A®I where A is a probabilis-
tic quantum operation (see (2.3.3)) and (ii) a probabilistic classical communication
operation, which is described as the usual classical communication operation, only
with a weaker condition, that (see Def. 2.10) projectors P; do not need to some up
to identity on system a.
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2.6.1 Quantum teleportation

We now give an example of a one-way protocol, which is one of the basic protocols
of quantum information theory. It aims at sending an unknown state [¢)) from one
site (say of Alice) to the other site, using the singlet state, and two bits of classical
communication. It is called quantum teleportation [BBCT93].

Example 2.18 Alice would like to send an unknown state of a qubit |1) ; = a|0) +
b|1) to Bob. They share a system in the singlet state |~ )ap = %UOI) —|10)). She
can also communicate some bits via a telephone to Bob. To achieve this task Alice
with cooperation of Bob performs the protocol of teleportation which we describe in
points:

1. Alice performs a measurement on system AA (of her subsystem of a singlet
state, and the system of a qubit which state will be transfered) in the Bell basis,
which is described by the set of projectors {P|¢i>AA}§:0 (recall the enumeration
of the Bell states |1;) given in eq. (2.51)). The resulting state is as follows:

1
Pain = 7[Flv-),5 © Flaloys+bi1)5)
+]D|¢7>AA @ Plaj1)5+5/0)5)
+P|w+>AA ® Py/1) p—al0) 5)
P+, 5 @ Planys-0/0)5)- (2.70)

2. Upon observing the |1;) as an outcome of her measurement, Alice sends the
label © to Bob using two classical bits, that is performs the operation of classical
communication as follows:

(e) ~ 1
(& . .
AA (pAAB) = Z ZPW%')AA ® P|¢z'>B ® |l><l|b (2'71)
=0

3. Having got the outcome i of Alice’s measurement, Bob performs on his subsys-
tem of a singlet state the corresponding Pauli operation o;, of eq. (2.50). That
is, acts on system bB with a control unitary operation Uyp = Z?:o i) {(i|y@0B.
After this operation, his qubit is in a state |¢), which Alice wanted to transfer
i.e. the teleportation is completed.

To see this, we observe, that the initial total state of Alice and Bob’s systems

Wiap) =) 1 ® ¥ )as, (2.72)

after changing the order of subsystems to AAB can be rewritten as:
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Yaip) = 3007044 (@l0)s+01)p)
H67) 43 ® (al1) 5 +b10)p)
") 47 ® (1) 5 — al0)p)
6% 43 ® (@l1)5 = H0) )] (273)

It is then easy to see, that after the Bell measurement (measurement in Bell
basis), Alice will obtain with probability (%)2 = % one of the four Bell states |1;), and
Bob will have simultaneously a qubit in state |¢;) which needs just the Pauli rotation
0;, to be the initial state of a qubit [1) = a|0) + b|1). The protocol of teleportation is
a one way LOCC, since there was only communication from Alice to Bob.

In general, the LOCC operations are not easy to deal with. There is however
another class of operations, broader then LOCC, which is often used in formal in-
vestigation to yield certain estimations about the LOCC class. This is a class of the
so called separable operations.

Definition 2.13 Let Hiyn = Ha ® Hp and Houw = H; ® Hp for some Hilbert
spaces H 4 5 and Hy 5 on Alice’s and Bob’s site respectively. Separable operation
AP . B (Hm) — B(?—Zout) 1S a quantum operation which on any bipartite state pap €
B(Hin) act as follows:

AF(0) =Y Ai @ BioapAl @ B], (2.74)
=0

where 7 A;-rA,- ® BZTBi = 14 ® Ip with s being a natural number [VP9I8, Rai97].
For a fized Hin and Hout, the set of separable operations is denoted as SE Py, 1., -
In general case when Zfzo Ain ® BJBZ- < I4 ®1Ipg, the operation AP is called
a probabilistic separable operation. The set of probabilistic separable operations we
denote as Prob(SEP).
It is known, that any LOCC operation is also a separable operation, but not vice
versa [VP98, Rai97, BDFT99]. That is, we have the following formal statement:

LOCCHinyHout C SEPHin»Hout (275)

where H;, and H,,: are any finite dimensional Hilbert spaces. We will write SEP
instead of SEPy;, #,,, if it does not lead to ambiguity.

There is also another class of operations which is broader then SEP, called PPT
operations [Rai99, Rai00].
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Definition 2.14 A quantum operation A : B(H1) — B(Hz) is a PPT operation if
conjugated by partial transposition remains completely positive i.e. the map (A[(-)'])" :
B(H1) — B(Hz2) is quantum operation. For a fized Hy and Haz, the set of PPT op-
erations is denoted as PPTw, w,.

We will usually omit the input and output Hilbert space, denoting PPT}, 3, as
PPT. It is known, that there holds SEP C PPT and the inclusion is proper, which
means:

SEPH17H2 C PPTH:[,HQ' (276)

2.7 Quantum distance measures

A basic distance measure which we will use is the trace norm distance

1
D(p7 U) = §TI",0 - 0-‘7 (277)

where the modulus of the normal operator A equals the |A| = vV ATA. This distance
is based on the trace norm ||A|| := Tr|A|, as it equals £||p — || (See also Appendix
A.1.1). Since the two quantities: D(p, o) and ||p — o|| are related only by a constant
factor independent of dimension, in Chapters 3-6, with a little abuse of language, we
will refer to ||p — o|| as to the trace norm distance.

The most important property of the trace distance is that it is not increasing
under quantum operations.

Lemma 2.19 For any quantum operation A, and any two quantum states p and o
there holds
D(p,o) = D(A(p), A(o)). (2.78)

Another measure of how close are the states is the so called fidelity, which is dual
function to the distance measures.

For any p and o from the set B(H) for some finite-dimensional Hilbert space H,
the fidelity between two states is defined as:

F(p,0):= Tr\/@. (2.79)

When two states are the same, fidelity equals 1, and zero when they are orthog-
onal. If one of the states is pure, the fidelity equals:

F(jv),0) = v/ {¥lplv) = /Trple)(¥]. (2.80)

The fidelity and trace norm distance are related by the following inequalities
[FvOT7:
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Lemma 2.20 For any finite dimensional Hilbert space H and any two states p,o €
B(H) there holds:

1—F(p,0) < D(p,0) <+/1—F(p,0)% (2.81)

The above relation allows to use the fidelity and trace norm distance interchangeably.
This proves useful, because the fidelity can be expressed also in an alternative way
due to Ulman’s theorem [Uhl76| (see in this context [Joz94, NC00)):

Theorem 2.21 (adapted from [NC00])
For any finite-dimensional Hilbert space Hg and any two states p,o € B(Hg)
there holds:

F(p.0) = manc [{plto)], (2.82)

where the mazimization is taken over purifications 1, € Ho®Hg and s € Ho@Hp
of p and o respectively, with dimHpg > dimHg.

Moreover, for any fized purification of one of the states (say [¢/,)), the fidelity
equals maximization over the second purification only, i.e. we have the following
lemma, which is direct generalization of analogous lemma from [NCO00]:

Lemma 2.22 (adapted from [NC00])
For any finite-dimensional Hilbert space Hg and any two states p,o € B(Hg)
there holds:

F(p,0) = max (W |1hg) |- (2.83)

where [Yp,) € Hg ® Hp with dimHg > dimHq is any purification of p and the
mazimization is taken over |¢,) € Hg ® Hpr denoting a purification of .

In duality to the trace norm distance, the fidelity is not decreasing under quantum
operations:

Lemma 2.23 For any quantum operation A, and any two quantum states p and o
there holds
F(p,0) < F(A(p), A(0)). (2.84)

2.7.1 The von Neumann entropy and entropic functions

For any state p its von Neumann entropy is defined as

S(p) = —Trplog p. (2.85)
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The log A is an operator with log of eigenvalues of A instead of that of A. We will
use also notation S,. In other wrods, it is the Shannon entropy of its eigenvalues,
that is defined for a random variable X over an alphabet X, with a distribution

{P(X =2)=ps} as HX) := ) cypzlog p%‘
The von Neumann entropy of the state p € B(C?) fulfills the following properties:

1. S(p) is non-negative on all states, zero only on pure states.

2. S(p) is upper bounded by log d where d is the dimension of the Hilbert space
on which the state resides. This value is attained by the maximally mixed state

3. S(p) is a strictly concave function, that is
SO pipi) =Y piS(pi), (2.86)

i i
for all ensembles {(p;, p;)}, and equality holds if and only if p; = 1 for some 4,

or all the states p; are equal to each other (comp. [Mor05]).

4. S(p) is a continuous function, as given by the so called Fannes inequality
[Fan73|:

Lemma 2.24 (Fannes inequality) For the states p and o from B(H) with
dimH = d, that satisfies D(p,0) < e, there holds

1S(p) — S(o)| < D(p,0)logd +n(D(p,0)), (2.87)
with n(z) = —zlogx.
5. The von Neumann entropy of a pure state is zero.

6. The von Neumann entropies of subsystems of any bipartite pure state |¢))ap
are equal:

S(pa) = 5(pB), (2.88)
with px = Trx|Y)(¢¥|ap, where X € {A, B}.

7. (joint entropy theorem)

SO pili) il @ pi) = HB) + 3 piS(p0) (2.59)
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For a bipartite state p4p its quantum mutual information is defined as
I(A:B),:=5(A),+S(B), —S(AB),, (2.90)

where we use an alternative notation, also common in literature: S(X), = S(px).
According to this notation, it is default, that entropy S is evaluated on respective
subsystems of the bipartite state p.

The states

p=>_pijleifi)eifil, (2.91)
5]

are called classically correlated, since they are diagonal in a product basis B =
{lei)| f3) Z;io. For these states I(A : B), equals the Shannon’s mutual information of
the variables A and B with a joined probability distribution (p;;). In particular, when
this distribution is homogeneous, we say that the state p is mazimally correlated. This
is because its mutual information amounts to logd which is maximal for classical

mutual information. However, it should be also noted, that in general the quantum

mutual information can be larger than logd. In particular, I(A : B)|\Il(d)> = 2logd.
+
The analogue of the classical relative entropy distance is defined as:
S(plle) == Trplogp —Trplogo, (2.92)

if only? suppo C suppp. As in classical case, quantum relative entropy is not a
distance in mathematical sense, as it is not symmetric. It is however related to the
trace norm distance by the following inequality [BZ06:

S(plle) = 2D (p, o) (2.93)
The relative entropy fulfills also the condition of monotonicity.
Theorem 2.25 [Lin75, Uhl77] For any completely positive map A,

S(pllo) = S(A(p)[[A(a))- (2.94)

Analogously as in classical case, the quantum mutual information of a bipartite
state pap can be viewed as the relative entropy distance of pap from the tensor
product of its subsystems p4 and pp:

I(A: B), = S(pasllpa @ pp). (2.95)

9By the supp(p) we mean the subspace spanned by the eigenvectors of p corresponding to its
nonzero eigenvalues.
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Another important entropic function is the so called Holevo quantity y. It is a
function of an ensemble:

K K
XU (i p) Yo = SO _pip) =Y piS(pi).- (2.96)
=1 =1

It is also known [OP93], that the Holevo quantity is bounded from above by the
Shannon entropy of the mixing probability distribution:

x({(pi, pi)}) < H(P). (2.97)

2.8 Entanglement measures and the phenomenon of bound
entanglement

In section (2.4) we have defined entanglement in a qualitative way. It is then tempting
to ask a quantitative question: “how much a given state is entangled 7?”. The theory
of entanglement measures tries to answer this question. In case of pure states, the
situation is rather clear. Under reasonable assumptions, there is unique measure
of entanglement - a function which quantifies it. In case of mixed states however,
there seems to be a whole ZOO of different functions which measure how much the
state is entangled [Chr06]. The measures which we introduce here will quantify only
bipartite entanglement, as we deal here mostly with bipartite entangled states. We
also present the phenomenon of bound entanglement, which is central to this thesis.

We will invoke here two types of entanglement measures. Those of the first
type - distillable entanglement and entanglement cost are based directly on the so
called distant laboratories paradigm, that we have introduced in Section 2.6. They
are called operational entanglement measures, because they are defined via optimal
realization of certain tasks. The idea of operational entanglement measures was
introduced by Bennett and coauthors already in paper introducing the distant lab-
oratories paradigm [BBPT96, BDSW96|.

The measures of second type are called axiomatic entanglement measures. Due
to idea of Vedral and coauthors [VPRK97, VP98|, and Vidal [Vid00|, they are build
up formally, so as to satisfy some reasonable axioms. There are quite many ax-
iomatic entanglement measures [PV06, HHHHO07|. We will deal here only with few
of them, namely: the relative entropy of entanglement [VPRK97, VP98|, the measure
called negativity [ZHSLIS| (as well as logarithmic negativity [VW02]). We invoke also
the entanglement of formation [BBPT96, BDSW96|, which is closely related to the
operational measure - entanglement cost.
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2.8.1 Monotonicity axiom and other properties of entanglement
measures

The most intuitive feature, that share all entanglement measures (both operational
and axiomatic) is the so called monotonicity condition [BDSW96, VPRK97, VP98g|.
In what follows, we consider H;, = Ha ® Hp and Howt = Har @ Hpr, for any finite
Hilbert spaces ‘H4 through Hp .

e For a function E : B(H;n) — R>p of a bipartite state to be an entanglement
measure'?, it is necessary that E can not be increased by any LOCC operation
LOCC > A : B(Hin) — B(Hout) performed on any bipartite state pap €
B(Hin), that is:

E(pap) > E(A(pag))- (2.98)

This statement reflects the intuition that entanglement is a different type of corre-
lations than that which can be created via local quantum operations and classical
communication. More formally, there are two types of the above monotonicity. The
first is just called a monotonicity, and the second is called a strong monotonicity.

The strong monotonicity condition says, that entanglement measure should not
increase on average i.e.

E(p) = ZpiE(Uz')a (2.99)

where p is transformed via an LOCC operation A into o; with probability p;.
Another important postulate, which is in fact indicated by the axiom of mono-
tonicity [HHHHO7| is the axiom of vanishing on separable states:

e For a function F of a bipartite state to be an entanglement measure, it is
necessary that E(p) = 0 for any p € SEP.

According to Vidal [Vid00], the monotonicity (the usual or strong), and vanish-
ing on separable states are the only mandatory postulates that any entanglement
measure has to satisfy. Vidal has also coined the name ’entanglement monotone’ for
those functions which are monotonic under LOCC, that is which are either only de-
creased or increased LOCC operation. We will also use this name. For the purpose of
this thesis, we collect the two axioms discussed above in a definition of entanglement
measure:

19T be more precise one should define entanglement measure E as a family of functions fn, n,
each defined on C®™ ® C®™2 which is consistent, i.e. for natural k,I,m,n with k > m and | > n,
there exists an embedding V' which is a product of two isometries, such that fi;(V(p)) = fm,n(p)-
In what follows, for a bipartite state p € C™ ® C"? by E(p) we mean fpn; n,(p). This convention is
an implicit one in algebra, as the same is assumed e.g. for the trace of a matrix
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Definition 2.15 A function of bipartite state which is monotonous under LOCC
operations in either usual or strong sense, and vanishes on separable states is called
an entanglement measure (or equivalently an entanglement monotone).

Also, we will use informally the notion of operational entanglement measure which
refers to those entanglement monotones which are defined via some task e.g. of
transforming n copies of a state p into some k copies of other state o, by means of
LOCC operations (see Section 2.8.2).

There are however some additional postulates which are welcome. The postulates
correspond to some properties of entanglement measures, which proved useful in
quantitative approach to entanglement. They are satisfied by certain axiomatic
entanglement measures.

1. Normalization: E(|¢)7)®") =n
2. Asymptotic continuity:

|E(pn) — E(on)]

0 2.100
logd, Y ( )

lon = onll = 0=

where py, 0, € B(H,) and dimH,, = d,,.
3. convexity:
E(Y pipi) <Y _piE(pi), (2.101)
for any ensemble of states {p;, p;}.

Additionally, some entanglement measures may have another property called ad-
ditivity i.e. satisfy:
E(p®™) = nE(p). (2.102)

It is sometimes also called an additivity on tensor product, to distinguish it from
what we call full additivity, which is stated as follows:

E(p®o)=E(p)+ E(o), (2.103)

for any two states p and o. If some entanglement measure is not additive, then one
can consider its reqularization, defined as:

E*(p) := lim E(p®").

n— oo n

(2.104)

We now illustrate the fact that axiomatic approach leads to the clarified view on
entanglement measures with the following theorem [HHHO00].
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Theorem 2.26 (Eztremal measures theorem) For entanglement measure E which is

monotonic under LOCC, asymptotically continuous and satisfies E(\\I/f)» = logd

we have
Ep < E*® < E¢. (2.105)

2.8.2 Distillable entanglement and entanglement cost

Informally, the distillable entanglement measures how much pure entanglement ( of
pure entangled states) can be obtained from many copies of a system in some state
p, via LOCC operations. That is, Alice and Bob share n copies of a system in some
(generally in a mixed) state p. Their task is to obtain a maximal possible number
of copies k of system in state ™) = %(|01) — |10)) of eq. (2.42). To this end,
they can only perform quantum operations in their laboratories, and communicate
classically (e.g. via phone), that is perform LOCC operations. The maximal ratio %
is the distillable entanglement of the input state p.

Formally, one has to deal with inaccuracy of the operations. Instead of many
copies of the singlet state, they will obtain some state o,, which should for high n
approach the desired outcome [¢p7)®¥ in trace norm distance. For this reason, the
definition of distillable entanglement reads!! [Hor01, PVO06]:

Definition 2.16 For a bipartite state pap € B(C™ ® C%) consider a sequence P,
of LOCC operations, such that P, (p%%) = on, where o, € B([C? ® C*®™n).
The set P = U2 1{P,} is called a protocol of distillation of the state pap if

lim [|oy, — [¢7) (4[| = 0. (2.106)
n—oo
For a given protocol of distillation P, its rate is given by

R(P) = lim sup 2. (2.107)

n—oo N

The entanglement distillation of the state pap is then given as:

Ep(pas) = Sup R(P), (2.108)

where supremum is taken over all distillation protocols P of pap.
If the state has zero Ep we say, that it is not distillable. The second measure,
which we invoke in this section is called entanglement cost. It is dual to the distillable

1 Other formal definitions are possible. They are however equivalent to the above one [Rai9sg].
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entanglement, as it measures how much pure entanglement one needs to invest in
order to create many copies of a given output state p. Again, only LOCC operations
are allowed - this time in process of creation. The minimal ratio of the number of
k of systems in a singlet state to the number of output state n equals entanglement
cost, and denoted as F¢.

The formal definition of entanglement cost is the following [Hor01, PV06]:

Definition 2.17 For a bipartite state pap € B(CH ® C%) consider a sequence P,
of LOCC operations, such that Py, (|¢p"){y~|®") = o, where o, € B([C?> ® C?|®™n).
The set P = U2 {Py,} is called a protocol of formation of the state pap if

Tim oy — p3E" || = 0. (2.109)
For a given protocol of formation P, its rate is given by

R(P) = lim sup —. (2.110)

n—oo Mp

The entanglement cost of the state pap is then given as:

Ec(pap) = Sup R(P), (2.111)

where supremum is taken over all protocols P of formation of pap.

Let us note, that the operational measures are by definition monotonic. The two,
which we have presented here, straightforwardly satisfy the normalization condition
Ep(Jv=)(®~|) = Ec(|vv™){(¥~|) = 1, and vanish on separable states. Ep and E¢ are
also asymptotically continuous [BZ06]. It is however quite hard to find exact values
of operational measures. Instead, there are known some upper and lower bounds
on them, in form of some axiomatic measures, which are more computable. An
axiomatic measure, which is directly related to entanglement cost is entanglement of
formation, defined as

E = inf ZS 3 5 2.112
#(paB) ot > piSa(|vi)an) (2.112)

(2
where the infimum is taken over all pure ensembles of p4p (that is such that pap =
> i Dili)(WilaB), and Sa denotes the entropy of subsystem A of bipartite pure state
;). It is shown in [HHTO1|, that regularized Ef equals entanglement cost (see eq.
(2.104)):

Eo = E¥. (2.113)

Note that if the entanglement of formation was an additive measure, we would have
the formula for entanglement cost. This is however one of the difficult open problems
(see Werner’s list [Wer99]).
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2.8.3 Relative entropy of entanglement

The relative entropy of entanglement is defined as follows:

Er(p) = _inf S(pllo), (2.114)
where SEP denotes the set of separable states and S(p||o) = Trplogp — Trplogo
is the relative entropy distance. It is shown to be strongly monotonic. This measure
is usually associated with a kind of distance between the state p and the convex set
of separable states. However, the relative entropy of entanglement is not a distance
in mathematical sense, as e.g. it is not symmetric.

The relative entropy is not additive for some states [VWO01], hence we sometimes
deal with its regularization:

Er(p®"
EX(p) := lim 2R,

n— o0 n

(2.115)

Both the relative entropy and the regularized relative entropy of entanglement are
upper bounds on the distillable entanglement. The regularized relative entropy of
entanglement is also a lower bound on entanglement cost [HHHO00]. As it is usual
in case of entanglement measures, acting on a bipartite state with a unitary trans-
formation which is a tensor product of two (local) unitary transformation on each
site does not change the relative entropy of entanglement. Formally we have the
following lemma:

Lemma 2.27 For any bipartite state pap € B(HA®HB), and two arbitrary unitary
transformations Ua and Up acting on a Hilbert spaces Ha and Hp respectively we
have:

Er(paB) = E-(Ua @ UppapUl @ U). (2.116)

Proof. This lemma follows easily from the fact that the von Numann entropy is not
changed under unitary rotation, the tensor product of unitary transformations maps
separable states into separable states, and the property of trace TrXY = TrY X for
square n X n matrices.

2.8.4 Negativity and logarithmic negativity

The other measure of entanglement was introduced in [ZHSL98|. It is a quantitative
version of the Peres criterion. Due to Peres criterion, for a state to be separable,
it should become positive operator after partial transposition. Hence, if a state
becomes negative operator (has negative eigenvalues) after partial transposition, it
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must be entangled. One can then ask “how much negative” the state becomes after
partial transposition. The entanglement measure which reports this, called negativity
is defined for a bipartite state p as

N(p) = ST (2.117)

A<0

where ) are eigenvalues of p! (where I is partial transpose).

This measure has an advantage, that it is easily computable in comparison to
other measures of entanglement, even those axiomatic like relative entropy of entan-
glement.

In [VWO02] it was shown, that the negativity fulfills the monotonicity condition (is
an entanglement monotone). There also a variation of this measure was introduced,
called logarithmic negativity (also log negativity). It is defined as

En(p) :=log||p" ], (2.118)

and it is related to AN as follows: Ex(p) = log(%). The log negativity is an
upper bound [VWO02] on distillable entanglement, i.e. for any bipartite state p there
holds:

En(p) > Ep(p). (2.119)

2.8.5 The phenomenon of bound entanglement

We provide now the definition of bound entangled states.

Definition 2.18 [HHHI9S] A bipartite state pap € B(CH @ C®) is called bound
entangled if it is entangled and not distillable, i.e. if there holds Ep(pag) = 0.

The first bound entangled states were already present in [Hor97|, yet they were
shown to have this property in [HHH98|. This is because the states from [Hor97]
were entangled and PPT (see section 2.4), and in [HHH98| general result is shown,
which we state below:

Theorem 2.28 [HHHI8| Any bipartite entangled PPT state is bound entangled.

Up to now, no algorithm is known which determines if a given state is bound
entangled. It is relatively easy, to provide example of a PPT state. Yet it is then
hard to determine, if such state is entangled. There are however some constructions
of the families of bound entangled states, [BP00, BDM 199, WWO01] (see [Cla06] for
many other results in this filed).

In case of the first examples of bound entangled states, it was not clear if such
states has nonzero entanglement cost. Vidal and Cirac was the first to show, that
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certain bound entangled states (those introduced in [BDM199]) has nonzero entan-
glement cost. Further such results were provided in [VWWO04, HV00]. Due to the
recent result of Yang and coauthors, [YHHSRO5]|, it is known, that any state which
is entangled, has nonzero entanglement cost, hence the above definition of bound
entangled states can be rephrased in the following manner:

Definition 2.19 (see [YHHSR05]) A bipartite state pap € B(C™ @ C%) is bound
entangled if and only if there holds:

0= ED(,OAB) < EC’(PAB)- (2.120)

This definition clarifies the name of this class of states. Their entanglement is
called bound, as it can not be turned into a form of entanglement of pure states. The
bound entangled states exemplifies extremal irreversibility of the creation-distillation
process in distant laboratories scenario. To create a bound entangled states one needs
pure entanglement, but having created, one can not regain this kind of entanglement
at all.

The phenomenon of existence of bound entangled states is in a sense central to
this thesis. The main result of this manuscript shows that there are states which,
though bound entangled, are at the same time key distillable (see Chapter 5).

2.9 bipartite and tripartite distant sites scenarios

Having described the formal background, we can formulate the entanglement as well
as cryptographic scenarios which we deal with in further chapters.

Chapter 3

The most basic scenario is called the quantum worst case scenario, discussed
informally in Section 1.5.1. It involves the sites of Alice, Bob and Eve. The three
parties share a pure tripartite quantum state |Y) opg, so that each of the parties have
access to its corresponding subsystem A, B and FE respectively. This scenario is
static, in a sense, that we do not consider yet any operations performed on the state.
We use it in order to study the structure of bipartite states pap, so that they are
secure with respect to Eve, who holds its purifying system E.

We will mostly focus on bipartite states of systems which satisfy:

dimA =d x dg and dimB =d x dp/, (2.121)

for some natural d, where {0,...d — 1} will be the range of secret key (see also
Section 3.8) Thus we will consider bipartite states with four subsystems. For easier
notation we label the subsystems as them as A and A’ for Alice and B and B’ for
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Bob, so that they share a bipartite state: paparp/. It turns out that according to the
sequence of labels, the matrix of psp 4 has easier description, and recalls the usual
bipartite matrix with only fwo subsystems A and B, but with blocks of matrices
instead of matrix elements (see e.g. Section 3.4). The system AB of a state papa/p
will be sometimes called main part key part and the system A’B’ will be called side
part. When the state pap4/p will be perfect for cryptography (the so called private
states) , instead of main part we will say the key part, (the part from the key can
be obtained) and instead of side part we will say shield (the part sharing of which
makes key part secure).

Chapter 4: the LOCC scenario, LOPC scenario, and the worst-case
LOPC scenario

In this chapter we consider two scenarios. The first is bipartite, second is tripar-
tite.

The bipartite scenario is the LOCC scenario scenario, which we have discussed
in Section 1.3. It involves the site of Alice and that of Bob. They share n systems in
the same state pap for some natural n. This scenario is 'dynamic’ in a sense, that
they can also perform the LOCC operations on the whole shared state pf%.

The tripartite scenario steaming from classical cryptography is the LOPC sce-
nario, discussed in Section 1.5.1 (see also [DWO05, DWO04]|). In this scenario we
consider three sites: for Alice, Bob the eavesdropper Eve. Alice, Bob and Eve share
n systems in the same state p4pp for some natural n. They can perform the so called
LOPC operations (local operations and public communication) on the whole shared
state pf?i% g+ These operations are introduced in Section 4.2, with clear correspon-
dence to the LOCC operations. We focus on the special case of the LOPC scenario,
where papp is a pure state, so that Alice, Bob and Eve share |¢)(¢|%% for some
pure state |¢) apg. This is the worst case of LOPC scenario, since due to observation
2.7, it is the most generous to Eve, while giving to Alice and Bob n copies of the

state pap = TrgpaBE-
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Private states

In this chapter we present a slightly improved and extended version of the material,
that can be found in [HHHOO5a|, Sections II-V, and [HPHHO05]. We introduce here
the notion of private states. We then prove, that these are quantum states, that con-
tain directly accessible, ideally secure classical key. Till recent, only the maximally
entangled states were considered as those which have directly accessible key. The
class of private states is much broader than the class of maximally entangled states,
containing apart from the latter, also a wide class of mixed entangled states.

In Section 3.1 we provide a definition of quantum states that have secure key.
Subsequently, in Section 3.2 we define the class of so called private states and show,
that these are precisely those bipartite states which have a key. Private states have
easy description involving only three elements: a maximally entangled state |@Sg)>
on d ® d-dimensional system AB, an arbitrary state p on some additional bipartite
system A’B’ and a special unitary rotation U. The subsystem AB of the private
state ~y is called a key part, as it provides a key when measured. The subsystem A’ B’
is called a shield, as its role is just ’shielding’ the key part from Eve. The |\I/Sfl)>, and
p in the structure of the private state are together subjected to unitary operation
called twisting.

Basing on the notion of twisting, we introduce the operation of privacy squeezing,
which acts on a private state giving a more entangled state with similar security to
that of the original state (see Section 3.3.2). It serves as a mathematical tool that
allows for easy estimation of security content of a quantum state.

In Section 3.4 we explore variety of notations for the class of private bits and
private dits. We then pass to study entanglement properties of private states. We
also give two examples of the families of pbits (with special form of a ’shield’),

denoted as pgfll?)w o and +V. In Section 3.5 we study entanglement properties of these

states. We prove, that for 4V, the amount of key contained in the state is strictly
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greater than the distillable entanglement.

We then study how some entanglement measures evaluated on p%)ower, change
if one traces out a qubit of its key part system. We show, that Ey, Ec (and Ef)
can decrease by arbitrarily large amount (as a function of dimension of its shield
d). This effect revealed by the family of (generalized) flower states we call locking of
entanglement, since holding a single qubit one can controll arbitrarily large amount
of entanglement. We also show that E, (E>°) is not lockable.

In Section 3.6 we propose then the so called irreducible private states - the states
containing exactly logd bits of key, that can be associated with units’ of privacy
(see Section 3.6). We also discuss the states which approximate private bits in trace
norm distance. We argue that these are states with a special submatrix with trace
norm close to % This result seems to be a generalization of an analogous property
of states approximating maximally entangled states in two qubits, where submatrix
is just a matrix element.

In Section 3.8 we discuss what happens if we change the interpretation of ’direct
accessibility’ of classical key. Two such interpretations leads to the two classes of
states Cy (cf. [RS07]) and C3. We show that they are equivalent in a sense that any
state from these classes can be changed into private states by adding locally (sep-
arately on Alice and Bob’s site) some ancilla states and performing locally unitary
transformations. Since such local operations do not change entanglement monotones
of bipartite states, we consider these definitions as equivalent to the one we have
chosen.

In Section 3.9.1 we consider some practical reasons which justify the choice of
definition of the states which have key (definition 3.1), and in consequence - dealing
with private states. At the very end of this chapter we also comment on the results
obtained further on this subject in literature.

3.1 Defining secure key

In this section we provide a definition of states that have ideal secure key. Since
other definitions of security are possible, we explain why we choose this one. In what
follows we first introduce the scenario that we are going to deal with in this chapter.

3.1.1 Scenario for definition of secure key - the worst case tripartite
scenario

In scenario we assume in this chapter, the honest parties traditionally called Alice
and Bob are given a bipartite state pag. The eavesdropper called Eve is given the
standard purifying system pg of pap. In turn, the three parties share a (tripartite)
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pure state |¢p>ABE , which is the standard purification of state p4p, each holding its

corresponding subsystem.

The above scenario we call the worst case tripartite scenario, since having the
purifying system of psp, Eve has the most power she can have while Alice and
Bob are sharing the state pap. This is because by local operation on the standard
purifying system, Eve can obtain any other extending system of p4p, in particular,
any other purifying system (see Observation 2.7).

This scenario will be developed in Chapter 4, where we introduce the key distil-
lation protocol. There Alice and Bob will transform the state. Here we just study
the very structure of the state, so that it contain secure key.

As it will appear natural in context of secret key content, we consider the bipartite
systems of Alice and Bob that has two subsystems each. To avoid double prime
notation we call them A and A’ on Alice’s site and B and B’ on Bob’s. We will
consider hence a bipartite states paparp, yet with four subsystems. We assume also
that systems A and B are of the same dimension d so that {0,...,d — 1} is the
range of key. We will sometimes refer to AB as to the main part and to A’B’ as
to the side part (see Section 3.2, where these systems are called key part and shield
respectively).

Considering the state paparp/, we will be actually interested in the subsystem
ABE of the purification |¢,)aparp're of papap, after it was measured in basis
B = {lei)|f;) ;'i,]_'zlo on AB. Such state has the form

d—1

Pecq = Z pijleifi) aBleif;l © pf. (3.1)
4,7=0

A state of this form is called a ccq state!. To indicate the product basis B on AB
of the ccq state, we sometimes call it a B-ccq state. In the above context, when we
know the origin of such state, we will call it the ccq state of the state paparp. For
states with only two subsystems: pap by its B-ccq state we mean the state obtained
via a purification of the state |1,) apE, measured on AB in basis B.

3.1.2 Definition of secure key

We begin with some intuitions which lead to the definition of states that have ideally
secure key (called also states from class C1). In particular, we consider the following
“predefinition”:

IThe name ceq stands for ’classical-classical-quantum’, reflecting the intuition, that subsystems
of Alice and Bob are in a sense in 'more classical’ state being the output of measurement in basis
B, then the state of Eve’s subsystem, which is not measured. It was coined in [HHHOO05a| after
similar name of cqq states in [DWO05] (see also [Chr02]).
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e We say, that bipartite quantum state has key if it has directly accessible, clas-
sical key.

In what follows we will explain what we will mean by “classical key” and its “direct
accessibility”, which will lead to the definition of quantum states that have key.
classical key
Following [DWO05, DW04]| (see also [Chr02]), to formalize what we mean by
the classical key, we base on classical cryptography [Wyn75, CK78, Mau93, AC93,
Mau93|. There, ideally secure key is represented by the following distribution:

Pigeat = P(Ka,KB)P(E) (3.2)

where P(K4,Kp) = 36;; with {i,j = 0,...,d — 1}, and P(E) is some distribution of
Eve, which is independent from that of Alice and Bob.
Basing on this approach, one easily finds the quantum analogue of distribution

3.2 to have form:
d—1

(; z; |m’><mAB> © pp- (3.3)

Since change of the alphabet does not spoil the security of key, in general we can
have the following state:

-1
idea 1
plact = <d > \ez‘fz‘><€ifz‘\AB> ® pE- (3.4)
i=0

In what follows, we will treat this state as representing the classical key. We will
refer to this state also as the ideal B-ccq state, or just an ideal ccq state in case of
standard product basis.

direct accessibility

To formalize the direct accessibility we base on example of a maximally entangled
state:

W | L
|vL7) = Vi ; e fi)- (3.5)

According to Definition 2.2, and Lemma 2.6, any purification of this state has the

form |Yapg) = \\II@MB ® |¢p)E for some pure state |¢)g on system E. Hence one

gets a state p;g;al after measurement of [p4pg) on system AB in a product basis

d—1,d—1

{le|fi)}i=0
Our intuition is that the access via complete von Neumann measurements per-
formed on the systems A and B of bipartite state pap is an example of direct access.
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Following this intuition as a direct access we will mean in general the complete von
Neumann measurements on subsystems of systems A and B. This is because, we
understand that one 'has key’, when one ’knows’ (have a labeled system) where to
measure in order to get it.

Thus we arrived at the need for splitting systems A and B into two: A =
ApeyArest and B = BjeyByest, where Apey and By, (of the same dimension d)
are distinguished as those, on which complete von Neumann measurement yields
key. For this reason we will consider states of four subsystems: two on Alice’s and
two on Bob’s site. In what follows, for simplicity, the Ay, and Bje, we label as A
and B and are sometimes called the main part. The A,¢s and Bjes will be denoted
as A’ and B’. These are additional systems together called sometimes a side part.
In case of the state which has ideally secure key, we will call main part as key part
and side part as a shield.

Definition of quantum states that have B-key.

Definition 3.1 (of states that have B-key) Let papapr € B(HAQHpQH4 @Hpr)
with dimH 4 = dimHp = d. The state paparp s called secure with respect to a
basis B = {|e;)| f;) Z;O if the state obtained via measurement on AB subsystem of
its purification in basis B followed by tracing out A'B’ subsystem (i.e. its ccq state)
s of the form:

d—1
Z pijleifi){eifila | @ pE. (3.6)
i,j=0
Such a state paparg will be also called "B secure”. Moreover if the distribution
{pij} = {16i;} so that the ccq state is of the form

d-1,
(Z d|eifi><eifi|AB> R pE, (3.7)

=0

the state papapr is said to have B-key.
If the basis B is known from a context, or just assumed to be a product of
computational basis, we say that a given state p has key.

Remark 3.1 Note, that if Alice or Bob wants to obtain key from the state paparp
that have B-key, she has to measure its subsystem A(B) in basis B. The resulting
state on system AB can be directly used to encrypt via the one-time pad cypher. The
system A’ B’ they do not have to use, just keep it away from Eve. Thus the operation
of partial trace in definition above is not done by Alice and Bob, and serves here as
a mathematical tool of ignoring subsystems A'B’.
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The states which satisfy definition 3.1 will be referred to as from class C7. Of
course, there is no a priori reason why to choose such an interpretation of ’direct
accessibility’, as described in previous section. In particular, one can have objection,
that this approach distinguishes only special class of bipartite states - those which
have dimension of Alice’s and Bob’s subsystem dividable by common number d.
To cover the case of arbitrary bipartite state, one has to change the meaning of
"direct accessibility’. We address this problem in Section 3.8. We consider two other
meanings of ’direct accessibility” which gives rise to the two different definitions of
quantum states that have ’directly accessible classical key’ (called states from classes
Cy (cf. [RSO7]) and C3, respectively). We show however, that the states from class
Cy and (53 one can easily transform into some states from C (by adding locally pure
ancillary state and performing unitary transformation) and vice versa, they can be
easily obtained from some states of class (. For this reason we can focus now just
on characterization of states from class C1.

3.2 Private states - characterizing the class of quantum
states that have key

In this section we define the class of private states. The main result of this Chapter
is theorem 3.2 which shows, that the states which have B-key, are exactly private
states.

3.2.1 Private states - definition

Definition 3.2 (of private states) A state papap of a Hilbert space Ha @ Har ®
Hp ® Hpr with dimensions dy = dg = d, da and dp:, of the form

d—1

1
7D =5 i;o leifi){ej filap ® Uioarp U}, (38)

where the state o g is an arbitrary state of subsystem A'B’, U;’s are arbitrary
unitary transformations, is called private state or pdit. In case of d = 2 the state
is called pbit. A pdit is denoted as %(gd) or Y\ if the basis B = {|e:)| f;) g;:lo is
either irrelevant, or it is just a standard product basis. The set of all private states
with 4 > dimAB < d x d and dimA’B’ < d’ x d’ will be denoted as PS(®®),

These states are also called v-states. The part AB will be further called as the
key part of the pdit, while the subsystem A’B’ its shield. This is because from
the AB subsystem one directly has secure key, which is in general case secure due

to the fact, that A’B’ is kept by Alice and Bob - acting as a shield. This reflects the
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intuitive fact, that the less entangled is the key part, the more needed is the shield,
to keep the latter away from Eve.

Let us note, that the shield may reside also only on one site (say Alice’s) - this
is when dps = 1. It can be also absent (when dar = dg = 1) - in that case the
AB system is in maximally entangled state |[U(D) 4,5 = Z?:_ol Lle; fi) which does not
need any shield to be secure. Then, also, the unitary transformations U; reduces to
some complex phases e®. Thus the set of maximally entangled states is the subset

of the set of private states:
v2§d,d’<oo MS(d) (- PS’(d’d/). (39)

To indicate both dimensions of the key part and shield, we denote the private
states from PS(@4) ag 4(dd) We will sometimes denote as PS the set of all private
states, i.e. with arbitrary dimensions of key part and shield.

In special case, where the unitary transformations U; are identity (perhaps with
some phases e® on diagonal), we call the private state a basic pdit or basic pbit
depending on the dimension of its key part.

To express this formally, we introduce some notations. By PIE‘%B we mean the

projector onto the state Zf:_ol ﬁ lei fi). Sometimes, we will also denote this projector

as Péd), omitting the information about system. If we omit also the basis B in super
or subscript, we mean that this basis is chosen to be a product of two standard basis.

Definition 3.3 (of a basic pdit) A state paparp of a Hilbert space Ha @ Har ®
Hp @ Hp: with dimensions dg = dp = d, da and dp:, of the form

d),8
PABA'B = P,E,E);’ ®oarpr, (3.10)

1s called a basic pdit.
Let us note, that the definition of private states does not invoke the purifying

system, as it is in definition 3.1. Despite of this fact, the two definitions are equiva-
lent.

Theorem 3.2 Any state papap of a Hilbert space Ha @ Har @ Hp ® Hpr with
dimensions da = dg = d, dy and dp/, has B-key if and only if it is of the form

d—1

1
PABAB = 5 > Jeifideifilap © Uioap Ul (3.11)
ij=0

where the state oa g is an arbitrary state of subsystem A'B’, U;’s are arbitrary

unitary transformations and B = {|e;)| f;) f]_io
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Proof. (<) Let us consider the following state:

d—1
) aBamE = ZO ;&\em 9115 © W) wpe, (3.12)

where [ )y pp = U; @ Ig|Y) arprp with [¢) 45/ being some fixed purification
of the state o4/p. It is easy to see that |)apapp is a purification of the pdit
papap (see Sec. 2.3.2). After measuring this purification on AB system in basis
B, we obtain the state:

d—1

1
OABA'B'E = Z g|6ifi><eifi‘AB ® U; @ Lg|)(y|U] @ 1 (3.13)
=0

By linearity of the partial trace, we have

U
—_

1

TrapOABABE = Trap(leifi)(eifilap @ Ui @ Iglp)(|Uf @ 1g)  (3.14)

I
o
Q|

i

Since partial trace does not depend on the choice of basis (see Section 2.3), for each

i we can trace the system A’B’ in different basis, namely in {U;k) ZA:'Od 5! This
gives, that the subsystem ABE of the latter state has form:
d—1 1
Z g|€z’fi><€ifi\AB ® pE (3.15)
i=0

where pp = Trap/|¥) (Y|4 g. The above state has desired form of the state pé‘égal,
which ends the proof of this part of theorem.
Proof. (=)

In this part we assume, that the state papa/p’ has B-key i.e. that after measure-
ment on it’s AB part, one gets perfectly correlated state, uncorrelated with Eve:

d-1,
(Z d|eifi><eifi|AB> ® pE. (3.16)

=0

Let us consider general pure state for which dimensions of A, B are d, dimensions
of A, B" are d 4/, dp: respectively, and dimension of subsystem FE is the smallest one
which allows for the whole state being a pure one.

W) = [0)aBarps = Y Gijrimleifikim). (3.17)

ijklm
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one can rewrite it as

1) = leif) aBld™) wpp. (3.18)
]

with [09) grprp = 30 Gijkim|klm).

It is easy to see, that the scalar product (i)(@)[)()) equals the probability of
obtaining the state |e; f;)(e; fj|ap on the system AB after measurement in basis B.
Now, since the subsystem p4pp (after measurement in B on AB) must be maximally
correlated, the vectors [¢)(%)) should satisfy (¢)(i9)]e)()) = 16;5. We can normalize
these states (in case i = j) to have:

B 7 (i) o
i)y .= # = Vd|()) (3.19)
(6 69)

so that the total state has a form:

d—1

) =) \}g‘eifi>AB|¢(ii)>A’B’E- (3.20)

=0

"Cryptographical" interpretation of this state is the following: if Alice and Bob gets
1—th result, then Eve gets subsystem pf of a state W’(”)>A’B’E' Indeed, its ccq state

is of the form
d—1

Pecg = ) §|eifi>AB<eifi| ® pF, (3.21)
i=0

with pP = Trap ([ (|4 5E). Now the condition (3.16) implies that, p¥
should be all equal to each other. In particular, it follows that rank of Eve’s total
density matrix is no greater than dimension of A’B’ system, hence we can assume
that dg = da x dgr = d’. Indeed: each [¢)")) 4 g g has rank of subsystems E and
A’'B’ equal, since it is a pure state. Denote this rank as r;. By elementary algebra,

we have:
dimA'B" > rank(parp) > mjaxrj > (3.22)

where pap = Trape(|9)(¥]). Now, since pF are equal for each i, they have also
equal ranks r; = rg, equal to rank of the total Eve’s density matrix. Then, the
assertion follows from the above inequality.

It is convenient to rewrite the pure state |1/(®)) in the form

d' -1

W wpe =Y k) apXilk) e, (3.23)
k=0
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(see discussion in Section 2.3.5), where {|k)} is standard basis of A’B’ and of E
system, X; is dg X dg matrix that fully represents this state. It is easy to check, that

= XiX;r . Consider now singular value decomposition? of X; given by V;\/E-UJ
where p; is now diagonal in basis {|k)}. One then gets that pZ = ViinZ-T. The state
(3.23) may be also rewritten as

) arpe = ZX |k) 4 |K) (3.24)

where T' is transposition in basis {|k)}. Thanks to this representation, the whole
state papa/p’ can be written as follows:

S9
Ju

leifi) e filap ® X (X])T. (3.25)
0

PABA'B' =

SH
I\

.

J

We can express this state using states pf , i.e. states accessible to Eve. Substituting
X; = Vi\/piU] we obtain

T
L

leifi)lei filas @ (UF ViV ) (ViP5 UY). (3.26)

0

PABA'B' =

&M—‘

»]

We insert now the identity matrices of the form VZTVl* and VJTV]* respectively (note,
that V; are unitary transformations, and so are the ViT), to get:

d—1
PABA'B = 4 Z leifi)(ej filap @ (U VIOV Vi ViIIIVE o V(v o).
4,J=0

Let us recall here, that ,/p; is positive as emerging from the singular value decom-
position. Moreover it is diagonal in standard basis, hence we have ,/p;* =, /pjT.
This allows us to write:

d—1
PABA'B’ = d Z |ezfz e]f]|AB®
2,j=0
UV Ve ViV Vi (VEUT). (3.27)

T

E T
P; = /p].E

2For a formulation of the singular value decomposition see Section A.1.2 in Appendix.
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Denoting by W; the unitary transformation U;“V;T one gets:

1 d—1 T T
PABAB = - > leifi)eifilap @ Wi/ pf Ve wi.

4,7=0

However, as mentioned above, Eve’s density matrices are equal to each other, i.e.
piE = pf = ¢ for all 4, j where & is an arbitrary state on system E. We then obtain

reifz-><ejfj|AB @WioW/ .. (3.28)

S

1
PABA'B' = P ]

2

with o = 7. This completes the proof of theorem 3.2. y

Owing to this characterization of quantum states that have key, we have that the
notion of states that have B-key is equivalent to the notion of private state which is
secure in basis B. In what follows, with exception of Section 3.8, we will use only
the latter notion.

3.3 Private states as “twisted” EPR states

In this section we present the structure of private states. We show, that they consist
of maximally entangled states (called also an EPR state), tensored with some arbi-
trary state on the A’B’ system, rotated (together) by a suitable unitary operation
called tuisting. We define below the notion of twisting, and show its property which
proves useful in further considerations.

Definition 3.4 Given a product basis B = {|e;)| f;)}4-2, of system AB, the unitary

1,]= O
operation acting on system ABA'B’ of the form
d—1
U= Z lex fi) (exfil ap @ Ukt 51, (3.29)
k,1=0

1s called B-twisting, or shortly twisting.
Using operation of B-twisting, we can rewrite the private state of (3.8)

d—1

79 = Z leifi){e;filap ® Uioarp Ul (3.30)
1,j=0

in the following, more appealing form

’y(d) = UPl(gd) & O'A/B/UT. (3.31)
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(

The state PBd) has many matrix elements equal to zero. In turn, not all unitary
transformations from definition of twisting are used here. In fact, unitary transfor-
mations U; in equation (3.30) are to be identified with transformations U** from
equation (3.29).

In special case, where private state has no shield, the twisting is in a sense
trivial, i.e. it acts on AB multiplying the states |e;f;) by some complex phases e?
respectively.

Note, that we can take o4/p/ to be classically correlated (see Eq. (2.91)) in the
sense that it is diagonal in some product basis. Indeed, twisting can change the
state o4/ p into any other state having the same eigenvalues (simply, twisting can
incorporate a unitary transformation acting solely on A’B’).

It is clear now, that any private state can be viewed as maximally entangled state
“twisted” into system A’B’. Thanks to this, the states which have key, are closely
connected with the maximally entangled state, which has been so far a "symbol" of
quantum security. As we shall see, the maximally entangled state may get twisted
so much, that after measurement in many bases of the AB part the outcomes will be
correlated with Eve, which is not the case for the maximally entangled state itself.
Still, however the basis B will remain secure.

3.3.1 Invariance of ccq state under twisting

In this section, we show that twisting does not change the ccq state of a given
bipartite state. We have the following theorem.

Theorem 3.3 For any state paarpp and any B-twisting operation U, the states
paarg and oapap = UpaargpU' have the same ccq states w.r.t B, i.e. after
measurement in basis B, the corresponding ccq states are equal: pABg = CABE
Proof. To show that subsystem papp is not affected by B controlled unitary with
a target on A’B’ we will consider the whole pure state:

) = ) apape =Y ijrmlijkim) (3.32)

ijklm
(without loss of generality we take B to be standard basis). After von Neumann
measurement on B and tracing out the A’B’ part, the output state is the following:

PABE = Z Qijkim@ijkin| 1) (3] © [m)(n|. (3.33)
ijklmn
Let us now subject [1)) to controlled unitary Uapap ® Ig,

) = Uaparp @ Ipl) = > aijpmlid) U [kl)|m), (3.34)

ijklm
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and then on the output state |1ﬁ> perform a complete measurement on B reading the
output:

Pyi|) (4| Py = Z @ijkimbijstn

klmstn

[67) (] 4 © UKL (st|(UP)y,  © [m) (n] . (3.35)

Performing partial trace and summing over ¢, j we obtain the same density matrix
as in (3.33) which ends the proof. g

The above theorem shows that two states which differ by some twisting U, have
the same ccq state obtained by measuring their main parts, and tracing out their
side parts.

3.3.2 Privacy squeezing

In the previous section we showed, that given a state papa g, the B-twisting does
not affect its B-ccq state. It is then interesting to ask how the whole state papa/p
changes when subjected to such an operation. We will show now a particularly
interesting example of twisting which proves useful in further considerations.

Remark 3.4 In this section, as well as in Sections 3.4-3.6, we will for simplicity
of notation use the standard product basis in place of B in definition of private state
and twisting, however the results holds for an arbitrary product basis.

Lemma 3.5 For any state oapap € B(C2®C2® C4® CY) expressed in the form
OABA'B = Z’}jk‘l:o lig) (kl|®@A;jm there exists twisting Uys such that pap = Trarpr [UpsaABA/B/Ugs]
has the form

X X X HAOOHH
X X X X

pap=| - T, (3.36)
X X X X

where X stands for non-important elements of pap.

Proof. The proof is constructive. Twisting, is by definition (3.29) determined
by the set of unitary transformations. As we consider pbit, we have four unitary
transformations which determine it: {Ukl}llc,l=0' We take now the singular value

decomposition VRV of the operator Agp11, where V, V are unitary transformations,

and R - nonnegative diagonal operator. By unitary invariance of the trace norm, we
obtain ||Ago11|| = ||R|| = TrR. We then define a twisting U, by choosing Uy = VT,



Chapter 3. Private states 65

Ui = f/, and Uy = Uyg = I. The AB subsystem of state o 4pa/p twisted by U,

reads
1

pan =Y Tr(UyAyuUk)lij) (kil. (3.37)
ijkl=0

Thus, by construction of U, we have indeed, that the element |00)(11| of the matrix
of pap is equal to TrU(J]rOVRVUir1 = TrR = ||Aoo11||, which proves the lemma. y

Corollary 3.6 Consider a state with two qubit main part, i.e. of the form (where
blocks are operators acting on the side part):

Aoooo 0 0 Aot
_ 0  Aoior Aoiio O
TABAE = 0 Aot Ao O ’ (3.38)
At100 0 0  Aun

there exists twisting such that the state after partial trace over side part (the A'B’
system) has a form

|| Aoooo| 0 0 |[Aoo11]|
0 [Ao101]] || Ao110]] 0
— 3.39
pAB 0 |[Az01]|  [[A1010]] 0 (3.39)
|| A1100]] 0 0 [A1111]

Proof. The construction of the twisting is similar as in lemma above. This time one
has to consider also the singular value decomposition of the operator Agj19 = WSW'.
|

We can see now, that with any state papa/p/, which has two qubit main part
AB, we can associate a state obtained in the following way:

1. For state papap find twisting Upg, such, that (according to lemma 3.5) it
changes upper-right element of AB subsystem of pagap into ||Ago11]|-

2. Apply Ups to papaspr obtaining p'y g4 g = UpspABA/B/UgS.

3. Trace out the side part (A’B’ subsystem) of state p'y 5 4 g, Obtaining two-qubit
state

pap = Trap Papap (3.40)

This operation we will call privacy squeezing , or shortly p-squeezing , and the
state p/y 5 which is the output of such operation on the state paparp € B(C?®C*®
C?® C%) the p-squeezed state of the state paparp:.
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The operation analogous to privacy squeezing with some twisting U # Up, in
place of U,s we call the approximate privacy squeezing, when it is optimal
enough for our purpose. E.g. when the twisting U makes the main part close to
maximally entangled state.

In Chapter 4, Theorem 4.25, we prove, that the ccq state of p-squeezed state
denoted as [pP*]°? has no more secret correlations than that of the original state.
The intuition behind is as follows: it emerges from the operation of twisting which
preserves security in some sense, i.e. it does not change the ccq state which can be
obtained from the original state (see Theorem 3.3). The next operation performed
in definition of p-squeezed state is tracing out A’B’ part which means giving the
A'B’ subsystem to Eve. Such operation can not increase security of the state (see
Theorem 4.4).

We will be interested in applying p-squeezing in the case, where the main part of
the initial state was weakly entangled, or completely separable. Then the p-squeezing
operation will make it entangled.

We can say, that the operation of privacy squeezing pumps the entanglement of
the state which is distributed along subsystems AA’BB’ into its main part AB. The
entanglement once concentrated in the two qubit part, may be much more powerful
than the one spread over the whole system. Further in the manuscript, we will
see that from the bound entangled state, the operation of p-squeezing can produce
approximately a maximally entangled state of two qubits. Then the analysis of how
much key one can draw from the ccq state is much easier in case of the p-squeezed
states.

3.4 Private bits - representations

In this section we will present various forms of pdits and pbits. We will first write
the pbit in matrix form according to its original definition. We can write it in block
form

U()O'A/B/U(J)r 0 0 U()UA/B/U;r
(2) 1 0 0 0 0
YABA'B T 5 0 0 0 0 ; (3.41)
U10'A/B/U(J)r 0 0 UldAlB/U;r

where o4/ is arbitrary state on A’B’ subsystem, and Uy and U; are arbitrary
unitary transformations which act on A’B’.
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3.4.1 "Generalized EPR form" of pdit

Since by Theorem 3.2 pdits are the only states that contain B-key, they could be
called generalized EPR states (maximally entangled state). We have seen in Section
3.3 that they can be viewed as "twisted EPR states". One can notice an even closer
connection. Namely, a pdit can be viewed as an EPR states with operator amplitudes.
Indeed, one can rewrite equation (3.25) in a more appealing form

d
WOy = U (3.42)
with
1 d—1
Uv=—Y Vi®laf). 3.43
\/giz;z leifi) (3.43)

We have written here (unlike in the rest the of the manuscript) first the A’ B’ system
and then the AB one, so that this form of pdit would recall a form of pure state.
Thus instead of complex numbers the amplitudes are now operators. Thus if d = 2,
the matrix form of 7%)3, Ap is the following:

Yoy 0 0 Yoy,

(2) 1 0 00 O

Yapam =5 0 00 0 (3.44)
vivyy 0 0 niy/

Let us consider the polar decomposition of operators Y;. From definition of pdit it
follows that

Y; = Us\/p, (3.45)

where Uj is unitary transformation and p is a normalized state as so is the o 4/ state
in form (3.41). This reflects the fact, that pbit, like maximally entangled state of
two qubits has coefficients which can have different phase, but the same amplitudes.

There is yet another similarity to EPR states, namely the norm of upper-right
block Y()YlJr is equal to %, like the modulus of the coherence of the EPR state.

3.4.2 "X-form" of pbit

In special case of pbits (d=2) one can have representation by just one normalized
operator:

XXt 0 0 X
2) 1 0 0 0 0
’YABA’B/ - 5 0 00 0 ) (346)
Xt 0 0 VXiX
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for any operator X satisfying || X|| = 1. If the normalization term % is included in
the operator X we will say, that the pbit is in normalized X -form, and consequently
1X1[] = 3.

Justification of equivalence of this form and standard form is the following. To
see that the state (3.46) is a pbit consider singular value decomposition UocW of
X, with U and W unitary transformations and o being diagonal, positive matrix.
Since X has trace norm 1, the same is for o (trace norm is unitarily invariant - see
Section A.1.1 of Appendix). Therefore X can be viewed as X = UpW with p being
a legitimate state. Identifying Uy = U and U; = W' we obtain the standard form.

Conversely, any pbit can be presented in X-form, with X = YOYIT, with Y;
satisfying equation (3.45). We have for example:

VYori vy = \vorivy =

\/ Uo/pv/pULUL/py/pU] = \/ Uop2UJ = YoV (3.47)

It is important, that in nontrivial cases X should be non-positive operator. Oth-
erwise the pbit is equal to basic pbit. Indeed, if it is positive, then since its trace
norm is 1, it is itself legitimate state, call it p. Then VXXt = VXTX = p, so that

1
1 N
PABAB = 5 > i) (il @ p = 1) (b1 @ p,
i,j=0
which is a basic pbit (3.10).
In higher dimension to have the X-form we need more than one operator, and

the operators depend on each other, which is not as simple representation as in case
of pbit. For example in d = 3 case we have:

XXt 000 X 000 XY
O 000 O 000 0
O 000 O 000 0
O 000 O 000 0
@ Ll xi o0 vXX o000 v
7ABA’B’3 )
O 000 O 000 0
O 000 O 000 0
O 000 O 000 0
 XY)r 000 YT 00 0 VYV |

where the operators X and Y satisfy: || X|| = 1 and X = WY for arbitrary unitary
transformation W.
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"Flags form": special case of X-form

If the operator X which represents pbit in X-form is hermitian, the pbit can be seen
as a mixture of two basic pbits :

Vb = DloTHOT @ ol + (L= D)) © Py, (3.48)

where |¢F) = %(]0@ + |11)). Derivation of this form is straightforward, if we
consider decomposition of X into positive and negative part:

X=X, -X_, (3.49)

where X and X_ are by definition orthogonal, and positive. Thus denoting p =
TrX, together with assumption of X-form that || X|| = Tr|X| = 1, we can rewrite
X as

X =ppy — (1 —p)p-, (3.50)

where py are normalized positive and negative parts of X. Moreover, since the states
p+ and p_ are orthogonal: Trp_p, = 0, we obtain the form (3.48).

3.4.3 Private bits - examples

We will give now two examples of private bits, and study its entanglement distillation
properties.

1. Let us consider state vV € B(C*?®C? @ C? ® C?

~—

of the following form:

7 00 &
1 0 0 0 O
V__Z
77210 00 0 | (3:51)
Lok
where V' is the swap unitary transformation: V = Z‘Z;O lij)(ji|. It is easy to

check, that 4" is a pbit in X-form with X = d%. Indeed, since trace norm is
unitarily invariant (see A.1.1), we have: Hd—VQH = H%VH = HdI—QH = 1.

Since X is hermitian, we can represent +" in“flags form”. Considering the
positive and negative part of V', we observe that:

v =pl¢TN o @ ps + (1= )¢ ) (¢ | ® pas (3.52)

3The positive part of the hermitian operator X is the operator X, build out of X by setting its
negative eigenvalues to zero. The negative part of X is the operator X_ build out of X by setting
nonnegative eigenvalues to zero and taking modulus of such obtained operator [Bha97].
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where

2 2
Ps = mpsym Pa = mpasyrm (3-53)

are so called symmetric and antisymmetric Werner states i.e. normalized pro-
jectors Pyym = %(I—i— V) and Pysym = %(I— V') onto symmetric and antisymmet-
ric space respectively [Wer89]. The probability of mixing equals p = 1(1+ 1).
Since these Werner states are orthogonal, they correspond to “flag” states pjz, B
and p, g from Eq. 3.48 respectively.

2. The second example is the state known as "flower state", which was shown
[HHHOO5b] to lock entanglement cost (we discuss this phenomenon in Section

3.5.2). We have that 'yﬁ(’i)m € B(C?®C?®C¥ ©C™) is of the form:
c 0 0 iUT
2,d 1 0 00 O
7](“1011))67' = 92 0 0 0 0 ) (3'54)
iU 00 o

where o is classical maximally correlated state: o = Z?;ol Llid)(ii|, and U is
the embedding of unitary transformation W = Z?;':lo wyj|i) (j| = H®'°8 4 with

H being Hadamard transformation (see Eq. (2.15)) in the following way:

d—1
U= wylii)(jjl.

1,7=0

This state is a pbit in X-form. In this case X = UT. To see this consider
unitary transformation S := U*+3_,,; |ij)(ij|. Composing S with UT does not
change the norm, which is unitarily invariant (see Section A.1.1 of Appendix),

so that
1 1 14!
HgUTIIZIIgUTSHZHgZW(iiIH:l- (3.55)
1=0

Thus we see, that || X|] = 1. We have also VX XT = o:

d—1
1 1 e
\/ EUTU* = [ﬁ E lig) (ii|]2 = o. (3.56)
=0
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3.5 On entanglement properties of private states and lock-
ing entanglement measures

In this section we will show some entanglement properties of the private bits pre-
sented in previous section. To this end we use here the notion of distillable key Kp,
introduced in next chapter. We first show the gap between distillable entanglement
and distillable key for some pbits. Further we study the change of some entanglement
measures under tracing out a qubit from the key part system. This contributes to
the effect of locking of entanglement measure. Informally speaking, an entanglement
measure F is called lockable if evaluated on some state paarp, it can decrease by
a lot after tracing out (or in general a quantum operation on) a system A of small
dimensionality in comparison with the change of E. In this section, we will show
that for the family of private states (3.54), the E, Ec (and Ey) are lockable in this
sense. In Section 3.5.3 we show also that F; is not lockable, and use this fact to give
a bound on F, for private states.

3.5.1 Log negativity of some private states, and the gap between
Ep and Kp

The formal definition of the amount of security contained in bipartite quantum state,
called distillable key (Kp) is given in Section 4.1. It is argued also in Section 4.4,
that Kp is an entanglement measure. It is then tempting to compare its value to
other entanglement measures. In this section, we show that in case of 4" given in Eq.
(3.51), the distillable entanglement Ep is strictly smaller then the amount of secure
key Kp gained from these states. To this end we will compute the log-negativity
En(p) of the state, which is an upper bound on Ep [VWO02| (see Section 2.8.4).

Lemma 3.7 For any pbit yaparp in X-form, if VXXT > 0 and VXTX > 0,
its log negativity satisfies Ex(yapap) = log(1 + || XT||), where T is transposition
performed on the system B’.

Proof. Due to example 2.16 (see Section 2.4.2), the pbit v in X-form after partial
transposition on BB’ subsystem changes into

XXT 0 0 0
1 0 0 Xt 0
Vapap = B 0 (xHT 0 0 (3.57)
0 0 0 VXIx

We have
Il = %(H[VXXT]FH +HIVXIX] + [1A]]), (3.58)
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where

r
A:[< 0. X } (3.59)
The operators [X XTI and [XTX] are positive, so that
VXX + [|[VXTX])T) = Tr(VXXT+ VXTX)T = 2Tyt = 2. (3.60)

The last equality comes from the fact that I preserves trace. To evaluate norm of A,
we note that due to unitary invariance of trace norm we have ||A|| = ||o; ® T4 g Al|,
with a{‘B being a corresponding Pauli operation given in Eq. (2.50), that acts on
system AB. Consequently

1A= 11X+ 1D = 211X (3.61)

The last equality follows form the fact that I' commutes with Hermitian conjugation,
and trace norm is invariant under Hermitian conjugation ||X|| = [|XT||. The log-
negativity entanglement measure is defined as Ex(p) = log(||p"]|), thus we get

En(7) = log(1 + |IX"]]), (3.62)

which proves the lemma.g

Using the above lemma, one can check the negativity of the state 4. We have
in this case X = d%, with d > 2. Since VI = dPJ(rd), we obtain Ex (") = log(1+1).
It implies:

Ep(") < En(3") =log(1 + 7) < 1< Kp(y"), (3.63)

which demonstrates a desired gap between distillable key and distillable entangle-
ment:
Ep(vV) < Kp(y"). (3.64)

3.5.2 Locking of Ey, E. and £y with private states

Before we invoke a formal definition of locking of an entanglement measure, it is
instructive to present details of the result from which locking of entanglement origi-
nates.

unlocking classical correlations

In [DHL104], it is shown, that a measure of classical correlations denoted as I. can
increase arbitrarily after sending a single bit of information. More precisely, consider
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the following family of states:

d—1
pan = [\o><ora ® (Z ZliYila® rz'><z'|3) +11{1e ® (Jiila ® W|z‘><z‘\BWT)] :

=0
(3.65)

with W = Zkl o Wri|k)(l| being any unimodular matrix i.e. satisfying |wy| = %.

Exemplary can be W =3, ﬁe?”(kl)m"dd\k) (I| |Wer01]. The classical correlations
measure I, is defined in [DHL04] as follows:

I.(paB) = maznoms (A : B), (3.66)

where maximum is taken over POVMs {M }KA ! and {Mpg z)}KB on Alice’s and
Bob’s subsystem respectively, with I(A : B) begin the mutual information of the
random variable of pairs of outcomes of these POV Ms:

P(A=i,B=j)=TrM{ @ MY pa5. (3.67)

It is shown in [DHL*04], that I.(p¢, 5) < 5 logd, but after communication of a single
bit (a state of system a) from Alice to Bob I, increases to logd. This result can be
seen as 'unlocking’ of classical correlations, since system a can be seen as a 'lock’ to
the quantity I., on the state. The properties of I. on the state paAB are collected in
the following theorem:

Theorem 3.8 (compare [DHLT04]) For the state p%p defined by (3.65), there
holds:

1. I(psy ) < 3logd

2. 1.(p%yp) = supy, X({(pi,pgg)}), where ,0531, are states on Alices’s site which
appears conditionally upon classical outcome |i)(i| of the quantum measurement
Ap={B;®|i)} on system B (see (2.96)).

3. Ic(pﬂBb) = logd, where pijb 18 pZZAB with system a on Bob’s site labelled as b.

4 IC((leAB)(gn) = nIC(pglAB)

Locking of E¢ and Ey with pbits

We first provide precise definition of lockability. The effect of locking of entanglement
measures described in [HHHOO5b]|, via examples, was formalized in [Chr06] by means
of the converse property, with an acronym Non Lock:
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Definition 3.5 [Chr06] An entanglement measure E is said to be nonlockable (has
Non Lock property), if there is ¢ > 0 such that for all p,ap,

E(paaB) < E(pap) + clog Rank(p.), (3.68)

where pap = TrepaaB.

According to the above definition, F is lockable (has Lock property), if there is a
family of states {pS , 5} with increasing parameter ¢, such that E(pS ,5) — E(pS ) >
clog Rank(p,). If the difference E(p¢ ,5) — E(p%p) is explicit function of ¢, we will
say, that E is (k | A) — Tr-lockable, with x = log Rank(p,) and A(c) = E(p§ 45) —
E(p%p). We then say also, that family {p§ 45} reveals (k | A) — Tr-lockability of E.

We can pass now to show, that the family of flower states {’yﬁ’oﬁer}g":? introduced
in (3.54) reveals lockability of Ec. We have already argued, that these states are
pbits in X-form, defined as:

Q-
Q oo d&

o
(2,d) 1 0

2
fyflower - 5 0
1
v’

: (3.69)

o O O O
o O O o

where o is classical maximally correlated state: o = Zf;ol é|zz><zz|, and U is an

embedding of a unimodular unitary transformation W = Z?;‘io wij]) (j|, in the
following way:

d—1
U =3 wilin) il (3.70)
4,j=0
(To be precise, in (3.54) we considered W = H®!°84 hut this can be extended to
unimodular unitary transformations in context we are going to present). One can see
the connection between this state and the state p;lA p which reveals 'unlocking’ of I.
(3.65). We make this connection explicit now. Consider a purification |¢y)apap E
of the state 7}(3053 o Of systems ABA'B’ to system E. It is straightforward to check,
that:
Teaw|n) (| apas s = PEpps (3.71)
where in (3.65) one identifies a, A and B with B, B’ and E respectively.
We are ready to formulate the main theorem of this section:

Theorem 3.9 The family of private states {'yﬁﬂer}gﬁg reveals (1 | %log d) — Tr-
lockability of E¢.

Proof. Due to the so called duality relation [KWO04], for any pure tripartite state
|Y) ABE, one can reformulate the entanglement of formation E of its bipartite sub-
system AB, as a function of subsystem BE: the difference between entropy of Bob’s
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system and maximal Holevo quantity of the ensamble of Bob’s matrix obtained af-
ter measurement on system E and communicating the classical results to system B.
Precisely we have:

Ef(PAB) = S(B)W)ABE - S/tlp XBE (3.72)
E
with supy . XxBE = supy,, X({(pi,pg))}), where pg), are states on Bob’s site which
appears conditionally on the classical outcome |i)(i| of a quantum measurement Ag
with some Krause operators E; ® |i) on system E (see (2.96)).
In particular, we have:

(2d) \ _
Ef(’)/flower) - S<BB,)|¢’Y>ABA’B’E - S/];lp XBB/E (373)
E

where [¢y) s’/ E is a purification of 'yﬁ(’iger on systems ABA’B’ to system E. As

it follows from Eq. (3.71), the subsystem BB'E of |¢,) apa g E equals just pcéB/E.
We will employ now the properties of I,.( pCBl ), given in Theorem 3.8, providing
the change of labels a — B, A — B’, B — E and b — e, respectively.
By properties (2) and (4), and due to the fact that Ec = E}° (see (2.113) Section
2.8.2), the equality (3.73) reads:

2,d l
Ec(fimer) = S(BBV 0. 4y — 1P (3.74)
Let us now trace out system B (a single qubit) of the purification [¢~)apap E,
and purify the resulting state on system e, on Eve’s site, obtaining new pure state
| aar B Ee. Applying duality relation (3.72), to 1) 44’p/pe One gets:
ng 27d ~ l
EC(’Y](”louzer) = S(B/)|1Z))A - IC(pCB’Ee)7 (375)

A'B’'Ee

(2,d)

where :Vflower is the flower state after tracing out system B and ﬁ%,Ee is just a state

ﬁcé g With system B on Eve’s site, labelled by e. We have used here the fact, that
I((p% 5. )®™) = nle(p% ). This fact holds for the same reason as property (4).
We check now, how the values of E¢ and I. change in parallel: in (3.74) we had

I(p% ) < 5logd (by property (1)) and S(BB’) = 1 + logd, hence EC(fy(Q’d) ) >

flower
1+ 1logd. Passing? to (3.75), due to property (3), there is I.(p%, ) = logd. Since
entropy of system B’ equals just logd, we have that Ec (% 5.) = 0.
(2,d)
flower?
from 1 + %log d to zero. This ends the proof of Theorem 3.9.
Since E¢ = E]‘?O, the above theorem proves also that Ey has Lock property.

We now state the result for locking of Ey, again revealed by the flower states.

Hence, after tracing out a single qubit (system B) of ~y FE¢ has decreased

“In [CWO5] it is argued, that in fact Ec('yﬁ’oilger) =1+ Llogd in this case.
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Theorem 3.10 The family of private states {pgfgwer} is (1 | log(v/d + 1)) — Tr-
lockability of E.

Proof. By Lemma 3.7 Ex(p\) ,.,) = log(1+[|L(UT)|]), where U = 3=, wilii) (jj]
with W a unimodular unitary transformation. Repeating analogous considerations
to that given in example 3.54, we get that it equals log(1 + \/&) If we however trace
out one qubit of the key part of the private state p%)ow .r» We obtain a separable state,

with Ex = 0. g

3.5.3 Nonlockability of E, and the upper bound on K for private
states

We now consider entanglement contents of a pbit in terms of the measure of entan-
glement called relative entropy of entanglement (see Section 2.8.3). In Section 4.5
we will show, that for any state, the relative entropy of entanglement is an upper
bound on distillable key, which is the amount of secure key K p, that can be distilled
from many copies of the state via LOCC operations (see Def. 4.1 for details). It
is then easy to see, that for any pbit ~, its relative entropy of entanglement E, ()
is greater than logd since Kp(7y) > logd by definition of pdits. The question we
address here, is an upper bound on the relative entropy of the pdit. We relate its
value to the states which appear on the shield of the pdits, when Alice and Bob get
key by measuring the key part of the pdit. To show this in a short way we first
provide a general fact, that E, is not lockable.

FE, is not lockable

We provide in this section a proposition from which it follows easily that F, has
property Non Lock.

Proposition 3.11 For any bipartite state paar.p = p and any complete von Neu-
mann measurement A4 on the one qubit system A there holds:

E (p) — E(Aa ®1ap(p) <1 (3.76)

Br(p) = Er(Tralp)) < 2. (3.77)

Proof. Both statements of this theorem are consequence of the following property
of relative entropy of entanglement [LPSW99| (see [EFPT00] in this context):

ZpiEr(Pi) - Er(ZpiPi) < S(Zpipz) - ZPiS(Pi) (3.78)
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where S stands for the von Neumann entropy of the state.

For the first part of the proof, it suffices to notice that any complete von Neu-
mann measurement can be implemented via applying randomly some unitary trans-
formations. Consider the following basic quantum operations: add on Alice’s site an
ancillary system in state 7 = %HO}(O] + [1)(1]] and perform the controlled unitary
operation U = 3"1_ ) (i]anc ® JX) with 0(® =14 and ¢(!) = o - a Pauli operation
(see Eq. (2.50). This operation followed by tracing out the ancilla 7 will have the
desired effect:

Tranc[U ® P UT Zplpl AA by IA’B(,O) (3'79)
where p; = 0; @ Lag(p) and p; = 5. Taking now in (3.78) p; = p; and p; = p;, one
gets:

— E.(> _pipi) < SO _pipi) = Y _piS(pi), (3.80)

since local unitary transformations do not change E, (see Lemma 2.27). By (3.79)
it is equivalent to:

Er(p) = Er(Aa @ Tap(p)) < S( szpl = 2_piS(p) < H(p), (3.81)

where last inequality follows from (2.97) with H (p) being the Shannon entropy of the
distribution p’defined by probabilities p;. For our choice of p; this gives: S(3°, pipi) —
> piS(pi) < 1 which proves (3.76).

The property (3.77) can be proved in similar vain. Instead of tracing out, we
apply ’total’ dephasing, which is equivalent to transformation of p4 4/g into %@ PA'B-
To this end we a need bigger ancilla system in state 782 and the controlled unitary
composed from all four Pauli operations (Eq. (2.50): U = 327 [i){ilane @ J(l)
The unitary transformations o are well known examples of the ones which apphed
randomly change any state of 1-qubit system into the maximally mixed state (see
for example, [BR03, MTd00]). x

The above Proposition can be generalized as follows:

Corollary 3.12 For any paarp € Ha ® Ha ® Hp, such that dimH 4 = d, and any
complete von Neumann measurement A on the system A there holds:

E\(p) — Er(A4 ® Lug(p)) < logd (3.82)

E(p) — Er(Tra(p)) < 2logd. (3.83)
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Proof. It follows the same arguments as Proposition 3.11, with Pauli transforma-
tions replaced by appropriate groups of unitary transformations. In (3.82) one uses a

special set of unimodular matrices, ~{V[/,S’~I/I/T}d_1 with W = Zkl L l2’”'(’“[)””‘°dd]1f><l|,

S; = Z (k: + j)mod d) (k| is the shift operation (see [Chr06]) n (3.83) one uses
the group of unitary transformations which turns any state into the maximally mixed
state on H 4 [Wer01]. g

Obviously, Proposition 3.11 and the above corollary hold as well for the regular-
E(p®™)

ized relative entropy of entanglement: E2° = lim,, .o, ==

Upper bound on relative entropy of entanglement of private states.

Having shown how FE, behaves after von Neumann measurement, we are ready to
prove the following theorem:

Theorem 3.13 For any pdit Yapap € B(C*® C* @ C% @ C¥5), written in a form
YABA'B' = Zij_io |i7) (ij] @ UiPA’B’U;r; we have

d—
1
E (’YABA’B’ < 10g d g z; PA/B/ (384)

where p(ﬁB, = ipA/B/UJ.

Proof. From Corollary 3.12, we have that:

Br(vapas) — Br(YiE%5) < logd (3.85)
with YIE% g = Z?;é 2135 (Gilap ® p%)B, being Y4parp measured by complete von
Neumann measurement in standard basis on system AB. By convexity of the relative
entropy of entanglement, we have:

1

d—1
E.(yapap') ZgEr (175)(dlap @ p{)p) < logd. (3.86)
7=0

This, providing the fact that E,(|j5)(jj|lap ® p¥) = E,(p¥)), which is clearly true
for any entanglement measure, proves the thesis. g

Remark 3.14 An analogous theorem to the above holds for EX° in place of E,., the
proof of which can be found in [HHHOO05a)/.
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3.6 Irreducible private states - units of privacy

In Section 3.2 we have characterized states which contain ideal key, called pdits. A
pdit has AB subsystem called here the key part. The amount of log d of key can be
obtained from such pdit by just complete measurement in some basis performed on
this key part of pdit . However, as it follows from characterization given in Theorem
3.2, pdits have also the A’ B’ subsystem, called here the shield. This part can also
serve as a source of key. Indeed there are plenty of such pdits that contain more
than logd key, due to their shield. Therefore not every pdit can serve as a unit of
privacy and we need the following definition:

Definition 3.6 Any pdit ~ (with d-dimensional key part) for which Kp(vy) = logd
1s called irreducible.

Hence, irreducible pdits are those, for which measuring their key part is an opti-
mal protocol of drawing key. They are called irreducible in opposite to those, which
can be reduced by distillation protocol to some pdits which has more than logd
of key. The irreducible private bits are intuitively associated with units of privacy.
Indeed, a 'physical apparatus’, providing some irreducible pbit ’on demand’, can be
seen as a standard of unit of privacy, like there are standards of some physical units
such as meter and second.”

It appears to be difficult to characterize the class of irreducible pdits. However we
are able to show a subclass of pdits, which are irreducible. To this end we use a result,
which is proved in Section 4.5, namely that the relative entropy of entanglement is an
upper bound on distillable key. Having this we can state the following proposition:

Proposition 3.15 Any pdit v, with E,(y) = logd, is irreducible.
Proof. By definition of pdit we have Kp(y) > logd and by Theorem 4.18 from
Section 4.5 we have Kp(y) < Er(7) 1

We can provide now a class of pdits which have F, = logd and by the above
proposition are irreducible.

Proposition 3.16 For any pdit yapap € B(Cd®Cd®Cdf4 ®Cd39), written in a form
VABA'B = ZZ;;O [i7) (i7] ®UipA/B/U;, if the states p%?B/ = UipA/B/U,L-]L are separable
foried{0,...,d— 1}, the pdit is irreducible.

Proof. Due to bound on relative entropy of pdit given in Theorem 3.13 we have that

E,.(v) < logd since the states pﬁ? g are separable and hence have relative entropy of

5Note, that the name ’pbit’ is a private bit, along with ’ebit’, that is short for entangled bit.
One can consider also just a single bit of privacy, that can be called ’sebit’ (secure bit). It is easy
to see, that most of the results presented in this chapter, up to suitable modifications, hold in this
case in similar vain [PHHHOS].
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entanglement equal to zero. E,.(y) is also not less then log d, since it is greater than
the amount of distillable key. g

Note, that examples (3.51), (3.54) given in Section 3.4.3 fulfill the assumptions
of this theorem, and are therefore irreducible pbits. They are also the first known
non trivial states (different than pure state) for which the amount of distillable key
has been calculated. Using the bound of relative entropy on distillable key, one can
also show, that the class of maximally correlated states has Kp = Ep = E,., since
for the latter Ep < E,.

Construction of a subfamily of Kp = E, irreducible private states

Due to Proposition 3.16, it is clear that to construct pdits with Kp = FE, we need
to be sure that the states U;pa B/U;r which appear on shield upon measuring the
key part in standard, basis have zero relative entropy of entanglement, i.e. that
they are separable. We do this basing on the notion of absolutely separable states
|[KZ01, Hil05]. These are states, with the following property:

UoU' € SEP, (3.87)

for any unitary U. The set of such states is a convex subset of separable states.
Take now a basic pdit: the maximally entangled state, tensored with an absolute
separable state:

P @ 5. (3.88)

By Proposition 3.16, it is a basic pdit with Kp = E,.. Apply now any B-twisting
U =>_;leifj)eifj|®Uij. This will give a private state v, which after measurement

in basis B has upon result |e; f;){e; f;| on key part, state p; = UiiaabsUiTi on the shield
(note that Proposition 3.16 holds also for any product basis B in place of standard
product basis). Since p; are separable by definition of o4, we have Kp(v) = E. (7).

Since the above construction holds for any B-twisting for fixed B, we obtain an
orbit of irreducible private states with desired property. The orbit corresponds to
the group of B-twistings.

This construction has natural difficulty, since it is hard to provide an absolutely
separable state. Till now such states are constructed only for C¥2@C®? and C®2@C®3
(see |[KZ01, Hil05] and the references provided in formulation of 15th Open problem
in Quantum Information Theory available at [Wer99]). In [Hil05|, the absolutely
PPT states are characterized, and the characterization involves exponential number
of matrix inequalities, which does not give hope for easy providing explicitly some
new examples. Nevertheless, it shows that the class of irreducible private states with
a property Kp = E, is quite reach.
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3.7 Approximate private bits

We dealt so far with states that have ideally secure key, which are private states.
In this section we consider states which approximates private bits, that is which are
close in trace norm distance to some private bit (see Section 2.7). In particular, we
present here a special property of such states. In Section 3.4, we saw that pbits have
similar form to the maximally entangled states of two qubits. In particular, the norm
of the upper-right block in standard form as well as in normalized X-form of pbit
is equal to % We will show here, that for general state the norm of that block tells
how close the state is to a pbit: any state which is close in trace norm to pbit must
have the norm of this block close to %, and vice versa.

We will need the following lemma that relates the value of coherence to the
distance from the maximally entangled state of two qubits |¢1) = %OOO) +]11)).
)

The projector onto this state we denote here as Pf .

Lemma 3.17 For any bipartite state pap € B(C?®C?) expressed on the form pap =
Ziljkl:o a;jr1|ig) (kl| we have:

1
TrpABP_(f) >1—e€= Re(ago11) > 3 € (3.89)
and )
Re(aoon) > 5 — € = TrpABPf) >1—2¢ (3.90)

Proof. Assume first, that TrpABPJ(f) > 1 — €. We have:

1
TTPABPf) = (aoooo + a1111 + 2Re(aoo11)) (3.91)

2
This is however less than or equal to (1 4+ 2Re(ago11)), and the assertion follows.
For the second part of the lemma, assume that Re(ago11) > % — €. We then have

TrPABP_g.Z) > %(aoooo +ainn +1—2e).
We now bound the term agoop + a1111. By positivity of the state, we have that
V@0000@1111 > |acoii| > Re(agoi1). Now, by arithmetic-geometric mean inequality,
we have that agooo + @1111 > 2v/aooooa1111 which gives the proof. g
We can prove now that approximate pbits have norm of an appropriate block
close to %
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Proposition 3.18 If the state copap € B(C? ®C? ®C? ®Cdl) written in the form
OABA'B' = Zzljklzo ‘Z_]><kl|AB X Azgkl fulﬁlls

lloapar —Yapap|| <€ (3.92)

for some pbit yaparp and 0 < € < 1, then ||Ago11]| > % — €.
Proof. The pbit vapap is a twisted EPR state, which means that there exists
twisting U which applied to basic pbit Pf) ® p gives Yaparp'- We apply this U to
both states 0 4pa g and y4pa g and trace out the A’ B’ subsystem of both of them.
Since these operations can not increase the norm distance between these states (see
Section 2.7), so that we have for o4p = TrapUoagapU!

loas — PP|| <e. (3.93)

It implies, by equivalence of norm and fidelity (lemma 2.20) that
1
F(oap, PPy >1- 3¢ (3.94)

We have also that F(oap, Pf))2 = TrgABPf) so that
TroapP? > 1. (3.95)

Now by lemma (3.17) this yields |ago11| > Re(ago11) > %—e, where ago1; is coherence
of the state pap = Zz‘ljkl:() a;jk|ij)(kl|. However, we have

lago11| = |TFU00A0011U1T1| = |TTU1TonoA0011| (3.96)

where Upg and Ujp come from twisting, that we have applied. The last equality
follows from the property of trace: TrXY = TrY X, for matrices X and Y of
proper shape so that multiplication can be performed. Using now the fact that
|A]| = supy TrU A (see Appendix A.2), where supremum is taken over unitary trans-
formations we get

1
[ Aoo11l] = lacon| = 5 —e. (3.97)

This ends the proof. g
Now we will formulate and prove the converse statement, saying that when the
norm of the right upper block is close to 1/2, then the state is close to some pbit.

Proposition 3.19 If the state caparp € B(C2®C2®Cd®cdl) with a form o sgarg =
Zz‘ljkl:() li7) (kl|aB ® Agjrr fulfills || Ago11|| > % — € for some 0 < € < é, then there
exists pbit v such, that

loaBarp —vaparp|| < d(e) (3.98)
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where
5(€) = 2\/4\/% +1(2V2€) + 2V/2¢ (3.99)
and n(z) = —xlogx. Note, that 6(€) vanishes, when € approaches zero.

Proof. In this proof by px we denote respective subsystem of the state paparp.
If it is not explicitly stated, the facts invoked in this proof can be found in Section
2.7.1. These are mostly the properties of the von Neumann entropy and quantum
mutual information. Let pap be the privacy-squeezed state of the state oc4parp i.e.
pAB = Trarppaparp where paparpg = UszABA/B/Ugs for certain twisting Up,s. The
entry apo11 of pap is equal to ||Ago11]|. By assumption we have, ago11 = ||Aoo11]| >

+ — €. By lemma 3.17 (equation (3.90)) we have that

TrpapP? > 1 - 2e. (3.100)
We have then
2 2
F(pap, PV)? = TrpapP? (3.101)

which, by equivalence of norm and fidelity (lemma 2.20) gives
lpas — P|| < 2v/2e. (3.102)

Let us now consider the state papap = UPSJABA/B/U;S and its purification to
Eve’s subsystem 1 4p 4 E s0 that we have:

pap =Trapp(VapapE) (3.103)
By the Fannes inequality (see Eq. (2.24) in Sec. 2.7.1) we have that
S(paB) = S(pape) < 2\/%10{; dap + 7’](2\/276). (3.104)

From this we will get that ||[¢)apap'E — paB ® parp || vanishes with € approaching
zero. We prove this as follows. Since norm distance is bounded by relative entropy
as follows (see Eq. (2.93), Section 2.7.1)

1
Sllor = pall? < S(p1lp2) (3.105)
2

one gets:

[YaBaBE — pas @ papell < V2SWapasEllpas @ pape).

We use now the fact, that the relative entropy distance of the state to its subsystems
is equal to quantum mutual information, which gives

l[YaBapE —paB ® parp el < \/ZI(AB : A'B'E),.
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Since the entropies of subsystems of a pure bipartite state are equal, and the entropy
of the pure state is zero, we have:

I(AB: A'B'E),, = 2S(AB), < 2(2v/2¢log dap + n(2V/2¢)), (3.106)

where last inequality comes from Eq. (3.104). Coming back to inequality (3.106) we
obtain

Wapape —pa @ papell < V2I(AB: A/B'E) < 2\/2\/2>elog dap +n(2V2e).
(3.107)

If we trace out the subsystem E the inequality is preserved:

l|paBars — paB @ parp|| < 24/4Ve + n(2Ve) (3.108)

where we have put d4p = 4, as we deal with pbits. Now by triangle inequality one
has:

2 2
llpaBA B — PJ(r '® pap|| < ||lpaparp —paB@parp || +|lpaB@parp — Pi )@ pap||-
(3.109)
We can apply now the bounds (3.102) and (3.108) to the above inequality obtaining

lpasas — PP & parpl| < 2\/4\/%+n(2\/i) +2V/2e. (3.110)

Let us now apply the twisting Ugs (transformation which is inverse to twisting Ups)
to both states on left-hand-side of the above inequality. Since papasp’ is defined as
UPSUABA/B/UIL we get that:

loapars — UL P @ parpiUps|| < 2\/4\/Z+ n(2v/2€) + 2v/2e, (3.111)

i.e. our state is close to pbit v = U;,fSPJ(f) ® parB'Ups. Then the theorem follows with

5(e) = 2\/4@ +n(2v/2€) + 2v/2¢. 3

Remark 3.20 The above propositions establish the norm of upper-right block of ma-
triz (written in computational basis according to ABA’B’ order of subsystems), as a
parameter that measures closeness to pbit, and in this sense it measures security of
the bit obtained from the key part. The state of form (3.38) is close to a pbit if and
only if the norm of this block is close to % This property has been recently shown to
have analogue for pdits with d > 3 [Aug08].
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3.8 Other possible definitions of quantum states that have
secure key yields equivalent results.

In Section 3.1 we have studied security content of a bipartite quantum state. To this
end we first said, that a state 'have key’ if it has ’directly accessible’ (ideally secure)
‘classical key’. Specifying in some way the ’direct accessibility’, we have provided
Definition 3.1 of states that have key (we will call them in this section states from
class C1). This definition is both simple, and restrictive. Due to simplicity, the states
from C] are in relatively easy way characterized as the private states, so that C1=PS.
However, due to restriction, the states from C; are bipartite states with subsystems
of dimensions dimAA’ and dimBB’ dividable by some number d = dimA = dimB.

In this Section we first ask about security content of an arbitrary bipartite state.
Since arbitrary bipartite state may have subsystems dimension of which do not have
common divisor > 1, we have to consider other interpretations of ’direct accessibility’
than via measuring of some predefined subsystem (the AB subsystem called main
part), as in case of the C;. We also address the issue of which accessibility is the
most ’direct’. If the state is key distillable (Kp > 0), it has in some sense accessible
key, but the very fact of key distillability does not implies, "how easy’ it is to obtain
the key. In other words: how much the information about the key is encoded into
operation which gains it, versus how much it is encoded into explicit structure of the
state.

Motivated by this issues, we consider two other interpretations of direct acces-
sibility which give rise to definitions Def. 3.9 and Def. 3.10. The states that have
directly accessible key according to these definitions, are called states from class Co
and Cjs respectively. We demonstrate, that they lead to similar results as we have
already obtained basing on class C;. More precisely, the states from class Cs and Cj
can be transformed via local LOCC operations into states from P.S, and vice versa.
The class C9, and the fact that it is equivalent to PS, we attribute to Renes and
Smith [RS07], since, although in different formulation, they first used this class, and
argued about its security, which clearly implies the equivalence.

To this end, we first say that two bipartite states p; and po are locally equivalent
(p1 ~ p2), when they are transformable one into another by means of the local
operations. Second, we define the relation of equivalence on the family of classes of
states. The two classes C' and D are equivalent (C' ~ D), if and only if:

vaC Ho—eD g~ p & VO'ED EpEC,O ~ 0. (3112)

Finally we show, that classes Cy and C5 are equivalent to the class of all private
states PS:
Cy ~ C3 ~ PS. (3.113)
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In Section 3.9.1 we observe, that this equivalence has a good property in context
of the so called distillable key, that will be presented in Chapter 4. Namely, replacing
classes PS, Cy and C5 in definition of distillable key gives the same quantity Kp.

Finally in Section 3.9.1 we compare the classes P.S, the Cy and Cj.

3.8.1 Two other interpretations of ’direct accessibility’

Definition 3.7 Two bipartite states p and o are locally equivalent (p ~ o) if there
exist two local LOCC operations A and A, such that

A(p) = o,
N(o) = p. (3.114)

We say then, that A’ is a local inverse of A, and vice versa.

It is easy to check, that the relation ~ on states is an equivalence relation on the
set of states. Note, that there are obviously states which are not in this relation.
These are states which have different values of some entanglement monotone. Basing
on this relation we define the following relation on classes of states.

Definition 3.8 For any two nonempty classes of states C' and D we say that D is
reachable from C' (D « C') iff there holds:

Voec doep p ~ ©. (3.115)

C and D are called locally equivalent (denoted as C ~ D) iff D «+ C andC «— D.

First alternative definition of quantum states that have key

In this section we provide the definition of the class Cs - the first alternative definition
of quantum states that have key. This definition involves the notion of a quantum
measurement (see Section 2.3.4).

Definition 3.9 (adapted from [RS07]) A quantum state pap € B(Ha ® Hp) is in
class Cy if there exist quantum measurements Q4 and Qp on Alice’s and Bob’s sites
respectively, such that the state of their classical results on system AB, together with
the purifying system E of pap has form:

d—1 1
(de(mg@) ® pE- (3.116)

=0

for some state pg of E.
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According to the above definition we does not demand the state to have a struc-
ture of four subsystems: two on Alice’s and two on Bob’s site, as it is in case of
states from P.S. Moreover, the key is obtained only in standard basis. Nevertheless,
we have the following theorem:

Proposition 3.21 (adapted from [RS07]) There holds Ca~ PS.
Proof.

(Co«— PS). To prove this relation, consider a state papa/p from PS. It follows,
that after measuring the AB subsystem in a basis B of the purification of this state,
and tracing out A’B’ we obtain an ideal ccq state.

Basing on this fact, we define the local operations which output the locally equiv-
alent state p/, that will be from Cy. By Theorem 3.2, we know, that the state papa/pr
is actually a private state. If we apply to this state on A (B) the operation which
copies A into A (B into B) which is initially taken in pure state |0) 5 (|0)5) defined
as:

Ve, jlei)ali)a v+ lei) al(i + j) modd) 1, (3.117)
with that for BB defined analogously, the resulting state is:

d—1
...
PABABAE = Z g|“><JJ|AB ® leifi)(ejfilap ® UiUA/B/UJT- (3.118)
ij=0

To see, that the above state is from Cs, consider the following quantum measurement
on AAA’ subsystem:

d—1
Aa(p)=> PP (3.119)
i=0
with P, = [i)(i|5 ® Iaa. Take now the purification [) 5545455 of the state

A4 ® Ap(p') with Ap defined analogously on BBB'. It is easy to see, that the ccq
state emerging on ABE is an ideal ccq state.

Note, that the only LOCC operations that we have used was adding locally an
ancilla system in pure state and performing locally a unitary transformation. Hence,
there exist also the LOCC operation which is an inverse of the latter on this particular
state. It is just performing the inverse unitary operation, and tracing out the ancilla
system. Moreover, the choice of basis B was arbitrary so that according to Definition
3.7 any private state is locally equivalent to some state from Cs. This ends the first
part of the proof.

(PS« C3) Consider a state p;5 € B(H; ® H) from Cs. There exist quantum
measurements ()4 and (Qp whose results are maximally correlated and are product
with the purifying system of p ;5. Pair of these measurements results in a bipartite
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state of four systems ABAB (systems AB carries the 'quantum’ results of measure-
ments). Basing on this we easily give a locally equivalent state p’. The idea is to
apply instead of the quantum measurements @4 and @ g, their reversible parts (see
Sections 2.3.6, and 2.3.7). Such implementation may involve additional two ancil-
lary systems A and B that would have been traced out when Qa and Qp were
implemented via basic quantum operations. Resulting state p’ will be on systems
AAABBB. We claim now, that it belongs to PS. Consider a purification [1),/) of p',
to system E. It is clear, that if we measure it on AB in standard product basis, and
trace out the system AABB, we obtain an ideal ccq state. Indeed, we see this by
performing partial trace over systems one by one. If we first trace out AB, we obtain
by construction a state which is from class Cy , already being measured on AB. By
definition of Cy, if we trace out further systems AB, the state of AB together with
the purifying system E of the state [1,/) is an ideal ccq state.

It follows then, that p’ is from C;. Hence by Theorem 3.2, the state p’ is a
private state. The operations that we have used to transform p ;5 into p’ can be
easily inverted on p/, by means of LOCC operations as it follows from definition
of reversible part of operation (Def. 2.4), which is invertible on the image. Thus,
any state p ;5 from Cs is in relation ~ with some private state, hence the assertion
follows.

Second alternative definition of states that have key

We present now yet another alternative definition of states that have key. We call
them the states from class Cj.

Definition 3.10 A quantum state pap € B(HA®HR) is from Cs if it has subsystem
ab, such that the subsystem abE of its purification |v,) ABE 15 a ccq state of the form.:

d—1

> %!iiﬂii\ab) ® pp- (3.120)

i=0
We have now the theorem analogous to Theorem 3.21:

Proposition 3.22 There holds Cs~ PS.

Proof. (C3+— PS) Consider a state papap from PS. We construct the locally
equivalent state, in similar way as in the proof (Cy« PS), via adding appropriate
ancilla in state |0) on H, and H; and performing (local) control unitary operations,
which copies the state of system A into system a and system B into system b respec-
tively performing also appropriate change of basis. Such transformation on systems
A and a is defined as:

Veijleialida w lei)alfii+s)ymoda) - (3.121)
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with an analogous definition for a such unitary operation on system Bb.
By Theorem 3.2, we know, that the state paparp is actually a private state.
Hence, after applying the above operations , the resulting state is:

d—1,d—1

Pipapas = gleifileifilap @ leifi)(ej filap @ UowpUl.  (3.122)
3,j=0

To see, that the above state is from C'3, consider its purification:

[Vp) = Z leifi) apleifi) ap ® (UAP @ 1p)[we) A PP, (3.123)

v

where |1),) is any purification of the state o4/p/. It is now easy to see, that if we
trace out the systems ABA’B’, the resulting state will have a form of an ideal B-ccq
state, hence the assertion follows.

(PS«+— C3) This part of the proof is straightforward. Consider a state pap €
B(Ha ® Hp) such that there is a subsystem ab which is in an ideal B-ccq state with
a purifying system pg of pap. Here B is a standard product basis. Analogously as
in proof Co— PS, we can create via local operations that have local inverse a copy
of the system ab in arbitrary product basis. It is easy to see that resulting state is
from C1, and thanks to Theorem 3.2, it is a private state.

3.9 Comparison of definitions of quantum states that
have key

In this section we deliberate on to what extent the three proposed definitions are
equivalent, and further argue why the first is distinguished among the others.

3.9.1 On equivalence of definitions

It is a well known fact, that two states p and o which are locally equivalent, have the
same amount of entanglement measured by any monotone E. To give example, let
us check this fact for £ which does not increase under LOCC operations (see Section
2.8.1). Consider the operations giving A(p) = ¢ and A’'(c) = p. Neither of them can
decrease the value of E on its argument, for the other would then increase it, which
is impossible for E, hence E(p) = E(0).

In particular, locally equivalent state have the same amount of key, which is
measured by the so called distillable key Kp introduced in the next chapter. This is
the main reason, for which we consider the three proposed definition as essentially
equivalent. We will discuss this fact in detail in next chapter.
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This fact shows, that at the first sight there is no a priori reason to distinguish
one of these definitions, as they indicate quantitatively the same amount of secrecy in
quantum states. However in the following subsection we show that there are practical
reasons for distinguishing the first definition, which is via Theorem 3.2 equivalent to
definition of private states.

Comparing the classes C; (consisting of private states), the Cy and Cj3

Having provided two other definitions of states that have key, we compare resulting
classes of states to the very first (Def 3.1) giving rise to C1, which due to character-
ization is just the class of private states.

As it is indicated by results of [RS07], class Cy can be useful for proving security
of some quantum key distribution protocols. However, the class (5 is in a sense less
"basic’ than the C in that it the ’access’ is ’less direct’ as involving a more general
operations of arbitrary quantum measurements than the complete von Neumann
measurement, on a previously specified subsystem. Such general operation can be
viewed as already a kind of distillation of key.

The most 'basic’ class of states that have key, in a sense, that the access to the
key is the most ’direct’ is given by the third definition 3.10 (of C3). It has yet an
apparent disadvantage in comparison to the Cj in that it excludes the maximally
entangled states. This is because the maximally entangled state does not have a
subsystem which is in the same state as the AB subsystem of an ideal ccq state. It
becomes so, after measurement in some product basis.

Remark 3.23 (natural definition based on local incomplete von Neumann measure-
ments) In a sense more intuitive than class Cy is the following, considered in [BHH' 08].
Two incomplete von Nemuann measurements on the whole systems A and B respec-
tively are performed, with the security constrained tmposed that the resulting state
can be transformed via controlled unitary operation into the state secure according to
Def. 3.9. By Theorem 3.21, the class of such states is also locally equivalent to the
class of private statesS.

Remark 3.24 (on the states from Cs3) One can obtain a structure of states from Cs
with a natural division into main part ab and side part A'B’ similarly as we have
‘deriven’ it for C1 from the example of singlet states. To this end one can consider
states that have ideally secure classical key. They satisfy two conditions: (i) are
mixed, (ii) the state pg represents all knowledge that is accessible to Eve. Due to (i)
there exist somewhere the system which purifies p'de® (call it here P), while due to

q
(ii), this system P can not be in power of Eve. Since we assumed at the beginning

5We acknowledge M. Horodecki for discussion on this definition.
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the worst-case senario, this system must be somewhat accessible to Alice and Bob.
The most general way it can be made accessible to them, is to split it into two parts:
P = A'B’, one of which is on Alice’s and the other on Bob’s site.

Remark 3.25 (subclass of private states) We note also, that one could perform a
modification of Def 3.1 basing on the simplification taken in original paper [HHHOO05¢/.
Namely one could consider only the standard product basis in place of a general prod-
uct basis B = {|e;)|f;) g;:lo. Such modified definition would be obviously equivalent
in the sense of the already presented equivalence, as it is in case of Cy and C3. How-
ever, in turn some of maximally entangled states would not be included, and hence
they would not be private states. For this reason, in [HHHOO05a], we do not follow this
simplification. Instead we use this fact (as e.g. in previous sections) showing some
properties for private states with the use of standard product basis, just mentioning
that the same holds for arbitrary product basis B. It is relatively easy to check, but
we do not prove it so that taking this subclass of private states as the target states in
key distillation protocol in Def 4.1, gives the same quantity - Kp.

The private states form a class of states that after complete von Neumann mea-
surement on the key part (which reads incomplete von Neumann measurement on
both the key part and shield), leads to an ideal ccq state i.e. maximally correlated
state which is uncorrelated from the eavesdropper. Thus these states gives us an
insight into the origin of quantum security that is realized by the ideal ccq states,
while the latter states in a sense ’do not remember’ this origin. For this reason, in-
stead of ideal ccq states (that have key according to definition 3.1 i.e. from C7) we
will use equivalent notion of private states. An advantage of this approach, opposite
to using the notion of C] is that private states are bipartite, i.e. do not invoke explic-
itly the Eve’s subsystem of their purification. How useful is this fact, will appear in
next chapters. In particular, it allows for introducing the amount of key that can be
obtained from many copies of a quantum state shared between distant laboratories
as entanglement measure. This removes Eve from description of the protocol of key
distillation.

3.10 Further development and open problems

Private states were studied further in [HAO6] in context of entanglement. It is shown
there, that all private states v have Ep(vy) > 0. One can find there also a simple
proof of the fact, that Ec(v) > logd, by observing, that pure ensambles of private
states are of special form. Fach member of such ensamble has the AB subsystem in a
pure maximally entangled state. The latter fact follows also already from [HHHOO05¢,
HHHOO5a|, yet one needs two strong results to show it: Theorem 4.18 presented in
Section 4.5, and Theorem 2.26 (see Section 2.8.1).
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In [RS07], the twisting operator with izometries in place of unitary transforma-
tions was used. We note, that such twisting can be performed via local embeddings
(adding locally pure states), and performing suitable unitary twisting on this new
state. In particular, the states whose privacy is proved via twisting operator, are
locally equivalent to private states.

3.10.1 Development on the subject of locking entanglement with
private states

In [CWO05] it was shown, that the so called squashed entanglement I, and quantity
called entanglement of purification Ep are lockable. Also, the locking effect for flower
states has been strengthen there: a generalized family of flower states given there, for
any € > 0 reveals (log(1+ (logd)?) | (1—¢€)logd+ 3loglogd— 3) — Tr-locking of Ec,
for d large enough. Special kind of entanglement locking in terms of an entanglement
measure satisfying some axioms has been studied in [Gou07]. Upper bound on the
amount of unlocked entanglement has been shown, excluding some states from that
which reveal locking of Ep.

There is also the following interesting connection between private states and
locking, that has been to some extent a motivation for locking of entanglement, yet
was not made explicit in such generality in [HHHOO05b]:

Theorem 3.26 [HH06] Existence of PPT states with Kp > 0, is sufficient condition
for lockability of N and En. Moreover, the lockability of N' and Ey is revealed by
some private bits which are approximated by PPT states. Since we show in Chapter
5, that there are PPT key distillable states, this theorem provides a way to construct
examples of states which reveal this effect.

In [HHH™05], it is noted, that Non Lock has the relative entropy of entanglement
from any set of bipartite states, which is closed under product unitary transforma-
tions Ug ® Up.

3.10.2 Private states and quantum key distribution protocols

As it will be shown in Theorem 4.11, any LOCC operation that leads to secure key
in terms of ideal ccq states can be performed in a way which results in private states
[HHHOO5a|. This fact was used in context of coherent attacks in [RS07|. There,
although implicitly, Definition 3.9 was used for the first time. This approach re-
sulted in simple proof of security of the BB84 protocol at higher error level [RGKO05|,
similarly as the Shor-Preskill method gave proof for security of BB84 protocol at
certain (lower) error level. The link between private states and uncertainty principle
has been found in [Koa07] (see also [CW05]). It was then developed to full extent in
[RB07, RB08|, where the system of shield is treated as a single one.
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3.10.3 Open problems

There are plenty of open problems concerning properties of private states. We give
below exemplary list:

1. Characterization of irreducible private states.
2. Characterization of Kp = E, (or Kp = E2°) private states

3. (Entanglement properties of private states with constraints) Given a fixed value
of E¢ (or other entanglement measure), what are private states with this en-
tanglement measure ?

4. (General transformations within class of private states) Which private states
are transformable one into another via LOCC ?

5. (minimal private states) Given some constraints for private states, such as fixed
entropy, or entanglement measure what is minimal dimension of the shield ?
or in general what is the minimal dimension of private states satisfying the
constraints ?

There is still pending problem concerning the locking effect:

1. [Wer99] is Ep lockable ? Partial results on this has been given in [Gou07, GHO8|



Chapter 4

Distillable key as an entanglement
measure

In this Chapter we present a slightly improved and extended version of the material,
that can be found in [HHHOO5a]|, Sections VIII-IX and XI, and [HPHHO05]. We
provide a definition of the so called distillable key Kp, - a function of a bipartite
state p that reports its security content. Similarly as distillable entanglement, Kp
is an operational measure of entanglement, however instead of maximally entangled
states only, the private states are distilled by means of local operations and classical
communication. We introduce also the definition of classical distillable key C'p, and
show that in the most important case of the worst case LOPC scenario, it is equal to
distillable key. The relative entropy of entanglement is shown to be an upper bound
on distillable key.

In Section 4.1, we define distillable key in terms of private states. In Section 4.2,
we define the classical distillable key. Following the results of [DW05, DW04]| and
the scheme already known in classical cryptography called classical key agreement
[Mau93| we give a definition of the so called Local Operations and Public Commu-
nication (LOPC operations), introducing the LOPC scenario.

In Section 4.3, Theorem 4.12 we show that the two introduced quantities are
equal to each other:

Kp(pap) = Cp(pas). (4.1)

To show the equality (4.1), in Section 4.3.1 we introduce the so called coherent
LOPC (CLOPC) operations. More concretely, we use the CLOPC operations to
specify for a given LOPC operation which outputs ideal ccq state, the LOCC oper-
ation which outputs a private bit. The shield of this private state emerges out of
the CLOPC protocol as the joined state of Alice’s and Bob’s local trash bins. The
CLOPC operation is then easily turned into demanded LOCC operation.
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Since the case where an eavesdropper holds a purifying system of a bipartite state
is the worst from cryptographic point of view, we can safely focus on the distillable
key Kp.

In Section 4.4, we argue that Kp is an operational entanglement measure. We
invoke the axioms that Kp might satisfy, that were collected or proved in [Chr06],
and present partial results on convexity and asymptotic continuity of Kp.

In Section 4.5 we provide the second main result of this Chapter, which is an
application of the fact, that Kp is entanglement measure. Namely, we show that the
relative entropy of entanglement is an upper bound on distillable key.

In Section 4.6 we show preliminaries results on key distillability of some bipartite
states. In particular, Section 4.6.2 is devoted to exploit the results of Devetak and
Winter on one-way distillable key. We show that their approach fits into our context,
so that the lower bounds on the one-way distillable key according to their definition, is
also a lower bound for Kp. We then give various simplified lower bounds on distillable
key using notion of privacy squeezing introduced in Chapter 3. In particular it is
shown, that Kp(papap) > Cp([ph5]°?) where [pf5]°? is a ccq state of the privacy
squeezed state papap:-

Finally in Section 4.7 we discuss further development of this paradigm. In partic-
ular the main result of [CEH 07| which is that an entanglement monotone satisfying
some reasonable axioms is an upper bound on distillable key. Its other properties,
has been investigated in context of other entanglement measure in [Chr06|.

4.1 Distillation of private states - the LOCC scenario

In previous chapter we have established a family of states - pdits - which have the
following property: after measurement in some product basis B, they give a perfect
dit of key. As we have noted in Section 2.3.2, in entanglement theory one of the
important aims is to distill singlets (maximally entangled states) which leads to
operational measure of distillable entanglement |[BBP1T96]. We will pose now an
analogous task namely distilling pdits (private states) which are of the form (3.8):

1
Y9 = 7 leifi)(ejfilap ® UiUA’B’UJT' (4.2)

This will give rise to a definition of distillable key i.e. maximal achievable rate
of distillation of pdits. Similarly as in the case of distillation of singlet, it is usually
not possible to distill exact pdits. Therefore the formal definition of distillable key
Kp will be a bit more involved.
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Definition 4.1 For any state pap € B(Ha ® Hp) let us consider sequence P, of

LOCC operations such that P, (p3%) = oy, where o, € B(HXL) ® Hg”)). A set of
operations P = U321 { P} is called pdit distillation protocol of state pap if there holds

lim ||on —7a,[ =0, (4.3)
n—o00

where 7g, 1s a pdit whose key part is of dimension dy, X dy,.
For a pdit distillation protocol P, its rate is given by

log d,
R(P) = limsup o8 (4.4)
n—oo n
The distillable key of state pap is given by
Kp(pap) = Sup R(P). (4.5)

Due to this definition, Alice and Bob given n copies of state pap try to get a
state o, which is close to some pdit 4, with d = d,,. Their task is to maximize
d, with respect to n, over all possible LOCC operations. Thus the above definition
is an example of the well known scheme called an LOCC scenario. According to
this scenario, Alice and Bob transform many copies of an input state via LOCC
operations to obtain a state with special properties.

Remark 4.1 Unlike so far in entanglement theory, an effect of distillation of quan-
tum key depends not only on initial state, but also on the choice of the output state.
This is because private dits are not reversibly transformable with each other by means
of LOCC operations, as it is in case of mazimally entangled states (see Eq. (2.45))
i LOCC entanglement distillation. It can be seen from the example given in Sec-
tion 3.4.8. There we showed a private state, which has a gap between distillable
entanglement and entanglement cost. It is obvious then, that such a pdit can not be
transformed reversibly via LOCC into a singlet state, who has these entanglement
measures equal. Thus the quantity Kp is a rate of distillation to the large class of
states. (Of course, since the definition involves optimization, Kp is well defined; in
particular the expensive pdits will be suppressed).

One can be interested now if this new parameter of states Kp(p) has an op-
erational meaning for quantum cryptography. One connection is obvious: given n
copies of a quantum state psp, Alice and Bob may try to distill some pdit state,
and hence get (according to the above definition) |[nKp(pap)]| bits of classical key if
such distillation has nonzero rate. They can finally get rid of the shield and measure
the key part in an appropriate product basis to yield an ideal ccq state. However
the following question arises:
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e [s distillation of private states an optimal way of extraction of a classical key
from a quantum state?

To answer this question one needs a formal definition of classical distillable key,
which we provide in next section. Having done this, we will give a positive answer
to this question: distilling private dits is the best way of distilling classical key from
a quantum state.

4.2 Distillable classical key- LOPC scenario

In this section, we define the so called classical key, within the LOPC scenario. The
LOPC scenario scenario, being generalization of the classical cryptographic concept
of secure key agreement [CK78, Mau93, AC93| (see also [Chr02, CEH'07]) was first
used in [DW05, DW04]. In the form, which we introduce here, it is analogous to
the LOCC scenario shown in Chapter 2. This scenario, was first studied in [DWO05,
DWO04|. We impose simpler (although slightly weaker) security condition in this
scenario, from those considered there, and provide more detail description of the
LOPC operations (see also [Chr02]). We require secure states to be close in trace
norm to ideal ccq states. This condition is widely used as proved to be composable
in [BOHL105b] (See |[Ren05] for discussion of this issue, and Remark 4.2).

Let us introduce formally the LOPC scenario. In analogy to classical key agree-
ment scenario, Alice, Bob and Eve are given many systems in the same tripartite
state papg, so that each party holds its corresponding subsystem A, B and FE respec-
tively. On the input states, Alice and Bob are able to perform certain operations.
They can process states via quantum operations each in her/his laboratory, and they
can communicate publicly, that is send ’classical’ messages, whose copies are send
also to the eavesdropper Eve. Formally these operations called LOPC are defined
as:

Definition 4.2 An operation A belongs to local operations and public communication
(LOPC) class if it is a composition of finite number of the following operations:

(i) Local Alice (Bob) operations, i.e. operations of the form Ay ® Ipg (or Ap ®
Iag).

(ii) Public communication from Alice to Bob (or from Bob to Alice). The process
of public communication from Alice to Bob is described by the following map

A(paaBE) = ZPiPaABEPi ® |4)p(i| @ |3)e (1] (4.6)

where P; = |i)q(i| ® Lapg, with that from Bob to Alice defined in analogous
way.
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In the above definition, the subsystem a carries the message to be sent, and the
subsystems b and e of Bob and Eve represent the received message. The state of AB
subsystem of an LOPC operation we call its bipartite output .

Having provided allowed class of operations, we can describe the goal of the
LOPC scenario. The task of Alice and Bob is to distill the maximal possible amount
of classical key. More formally, via LOPC operations they try to transform the input
state into ideal ccq states pfgzal with the largest possible subsystem AB. Similarly
as it is in case of distillation of private states, we will tolerate inaccuracies in this
process. More concretely, we will allow to obtain instead of an pj,! , state, the one
which is close in trace norm distance to the latter. Note, that the cryptographical
issue is hidden in definition of the LOPC operations: these are operations which
gives to Eve a copy of each classical communicate which is exchanged between the
honest parties.

Consequently, we adopt the following measure of distillable classical key from a
quantum tripartite state:

Definition 4.3 For any state papr € B(Ha @ Hp @ HE) let us consider sequence
P, of LOPC protocols such that P, (p3% ) = Bl,, where (3, is ccq state

dn—1
B =3 pilig)ijlas ® pf] (4.7)
i,j=0

from B(H™) = B(Hgl) ® ng) ® Hg)) with dimef) = dim’Hg) =d,. A set of
operations P = U2 {P,} is called classical key distillation protocol of state papg if
there holds

Tim 119, — G| = . (1.9
where By, € B(H™) is of the form
1 dn—1
Ba, = i (; |i’i>AB<ii> ® p, (4.9)
E

Py, are arbitrary states from B(H(EP)). The rate of a protocol P is given by
log d,

R(P) = limsup

n—oo

(4.10)

Then the distillable classical key of state papg is defined as supremum of rates

Cp(pABE) ZS%pR(P). (4.11)
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Remark 4.2 Let us note here, that the condition (4.8) which measures an inac-
curacy of the output of distillation protocol which we have adopted, is in principle
arbitrary. However it has to capture two issues. First, Alice and Bob should have
finally almost perfect correlations, that is Bob should have almost the same system as
Alice. Second, the final Fve’s state should have small correlations with state of Alice
and Bob systems so that they would hold a possibly inaccurate but ’almost’ secure
key. The first condition refers to uniformity, the second one to security. There are
several ways of quantifying the correlations between Alice’s and Bob’s final systems,
and some of them are equivalent. In particular, the uniformity condition can be of
the following form

d—1 d—1
I Zmlwﬂwl—gZW(“IH <e (4.12)
i,j=0 i=0
with vanishing €. We focus in this remark on the possible security conditions.

To quantify security one can use Holevo function of distilled ccq state [BOHL™ 05a),
namely:

d—1
X(peeq) = S(pr) = Y pijS(pi) < e (4.13)
i,j=0

where S(p) = Trplogp denotes von Neumann entropy, and pgp = Zf’]—-:lopijpij.

Alternatively, one can use similar condition based on norm

d—1

S willos — pEll < e (4.14)
i,j=0

Relations between the condition from definition above, and security criteria (4.13)
and (4.14) as well as with uniformity criterion (4.12) has been established in [HHHO05a/,
which we will not invoke here.

4.2.1 The worst-case LOPC scenario

The Definition 4.3 works for any input tripartite state papg. However in what
follows we will mostly deal with the case were the state papr = |¥)apg is pure,
according to the worst case scenario assumed for definition of secure key in Section
3.1.1. As noted in [DW05, DW04], this is the worst case, because having access to
the purifying system Eve can transform it into any other extension of Alice’s and
Bob’s state pap = Trgpapg, which they share for sure, since we assume, that Eve
can not have access to their sites. Hence, we call it worst-case LOPC' scenario.
Being the most important scenario from cryptographic point of view, the worst-
case LOPC scenario is at the same time the simplest, as can be described by
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means of only bipartite states. Indeed, a pure state 1)) 4pp is determined by state
pa = Trp|Y)ape up to a partial isometry on Eve’s system (see Lemma 2.6). We
show below (Corollary 4.5), that implementation of partial isometry via quantum
operations (see Corollary A.2) does not change the quantity Cp(¢) apg), hence the
latter freedom is not an issue. That is, in context of key distillation, we can consider
the state pap as completely determining its purification [¢,) apg. This allows us to
define distillable classical secure key from bipartite state pap:

Definition 4.4 For a bipartite state pap, the distillable classical key is given by

Cp(pa) = Cp(|¥p) aBE), (4.15)

where |1,) aBE s a purification of pap.

We show now a general result, that C'p does not decrease under quantum opera-
tion on Eve’s subsystem. This property is one of the axioms of the so called secrecy
monotones defined in [CMS02]. We begin with a lemma, which shows that one can
in a sense ’'commute’ the operation on Eve’s subsystem through an LOPC operation,
getting some new LOPC operation, and new operation on Eve’s subsystem.

Lemma 4.3 For any tripartite state papg, quantum operation Ag, pypp =14 ®
Ag(paBE), and any LOPC operation P : B(Hapr) — B(H i55), there is an LOPC
operation P’ : B(Hapg') — B(H z55:) which staisfies:

P(pape) = 1ige,. ., @ MAe[P(paBE)], (4.16)

where E = eq . .. emE, and m is the number of operations of public communication
i some decomposition of P into basic LOPC' operations.
Proof. We will define P’ as the operation P, suitably adapted to system ABE’.
Operation P is a composition of some local operations and public communication
operations. Let K denote the total number of basic operations in its composition,
and m the number of operations of public communication. We naturally define P’
as a composition of their counterparts defined as follows. Any local operation of P
which has form L ® I4yg or L ® Igg becomes L' = L ® Iyp and L' = L @ Igg:
respectively. The j-th operation of public communication becomes [L(©)](paapg) =
Zi PipaABE’iDi & ‘Z> <i’bj & ‘2> <i’ej with P; = ’Z> <i‘a & IABE’el...ej,l-

To see, that the composition of these operations satisfy (4.16), we apply in parallel
basic operations of P and P’. After composing first k of them, assuming that [ of
these k were operations of public communication we see by induction, that:

La,Beres @ Ap[Qro...0Qi(pape)] = Qo ...0Q1[(Iap ® Ap(pasr))] (4.17)
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where 0 < [ < k and ApB;, is the system of bipartite output of a composition of
Qro...0Q1. We obtain (4.16) for k = K.

1

Using the above lemma we can prove desired theorem which shows that acting
on Eve’s subsystem can not decrease classical distillable key.

Theorem 4.4 For any tripartite state papg, quantum operation Ag and ,O’ABE, =
Iap ® Ag(papE) there holds:

Cp(pasr) < Cp(Pape)- (4.18)

If additionally there exists Ay, such that Tap@Ny (o4 gp) = paBE, we have Cp(pape) =
CD(P/ABE')'

Proof. The idea of the proof is as follows. For any protocol P of distilling classical
key from papg we find its counterpart P’ that distills the same amount of classical
key from p'ypp. P’ is an easy adaptation of P. It merely differs by the fact, that
acts as identity not on E but on system E’. Acting on the output p°* of P with
operation Ap we observe, that such modified output p¢“® is still secure. Thanks to
the fact that operation Ag commutes with any LOPC protocol, we observe that P’

out

applied to py g (when we first apply Ag to papr) equals p{** (when we apply first
P, and then Ag to p¢“'). This will give the proof, since p{“! is secure. In what follows,
we show the main arguments for operations, with that for protocols following the

same, yet with the input state p®".

Consider any operation P which on pspg gives some pi’&“é 7 wich satisfies:
out ccq
P55 = Tigealll < 6 (4.19)

for some ideal ccq state olyl , = %Z?;ol |ii)(ii| ® pj. By Lemma 4.3, there is an

operation P’ which satisfies
P(ol) = N (o). (4.20)

with A’ acting on AB as identity operation. Let us apply then A’ to both states
in (4.19). Since trace norm does not increase under quantum operations, resulting
states satisfy:

gt — 6558, < e. (421)

where p{** = A'(p°) and 67,2 is some other ideal ccq state.
From (4.20), and the above inequality we have:

1P() — 6550 ]| < e. (4.22)

idea
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Now, since A’ does not change a state of AB system, 651 = = 52?:_01 |ii)(ii| @ pl

for some state pb on Eve’s site. This means, that there is an LOPC operation P’
which acting on p’ yields an output state with the same amount of security.

To summarise, for any operation P which on p outputs a state close to an ideal
ccq state with d x d dimensional AB subsystem, there is an operation P’ which on
p' outputs a state close to some other ideal ccq with AB subsystem of the same
dimension. Using this fact and the method shown in proof of Theorem 4.12, one
easily obtains the same for protocols of key distillation and in turn that Cp(papr) <
Cp(Pape)-

The second thesis of this theorem is now immediate. If there exists an inverse
operation I4p ® A, we can repeat the above reasoning starting from p’y 55 and
with A%, in place of Ag. This gives Cp(pasr) > Cp(p'spg/), which together with
the converse inequality that holds due to the above considerations, gives desired
equality. g

From the above theorem we have immediate corollary, which justifies Definition
4.4.

Corollary 4.5 For any two purifications |v,) € Hapr and |¢,) € Hapr of a
bipartite state pap there is

Cp(ltp)) = Cpll9p)) (4.23)

Proof. By Lemma 2.6, there exist a partial isometry F' : Hg — H'p which transforms
|Y) ABE into |¢,) apEr. Let w.lg. F be an isometry (assuming partial isometry uses
similar argument). There is then a partial isometry G : H}; — Hp which transforms
|¢p) ABE’ In to |Y,) ABE, hence we can apply Theorem 4.4 with F' = A and G = A’

4.3 Equality of key rates in LOCC and worst-case LOPC
scenarios

In this section we will show that Definitions 4.1 and 4.4 give rise to the same quan-
tities. In this way the problem of drawing key within worst-case LOPC scenario
is recast in terms of transition to a desired state by LOCC, that is within LOCC
scenario.

We show this proving two relations. First, if Alice and Bob can get via LOPC
operation an ideal ccq state, there is an LOCC operation which would give them a
private state with the same amount of security. Second, if Alice and Bob can obtain
via some LOCC operation a private state, there is an LOPC operation which would
give them an ideal ccq state with the same amount of security.
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As described in Section 4.3.2, it is relatively easy to achieve the first relation. To
achieve the second, in Section 4.3.1, we first need to consider coherent LOPC oper-
ations (CLOPC)(cf. [HHHO1, DWO05]). Basing on the coherent version of an LOPC
operation, we build a desired LOCC operation. The coherent LOPC operation will
be a composition of coherent basic LOPC operations. Whenever the LOPC opera-
tion would trace out some system when implemented via basic quantum operations,
its coherent counterpart just puts such system aside. All systems that are put aside
in such implementation of coherent LOPC operation, contribute to systems of local
trash bins. These local trash bins will form a shield of a private state, in desired
LOCC operation (Section 4.3.2).

The relations between the LOCC and LOPC operations induces natural relations
between the LOCC and LOPC key distillation protocols respectively. This enables
us to derive in Section 4.3.3 the equivalence in exact case (where protocols produce
as an output exactly ideal ccq states or exactly pdits). Subsequently, in Section
4.3.3 we will turn to the general case where inexact transformations are allowed. We
sketch here briefly the idea of the main result of this section.

4.3.1 Coherent LOPC operations

In what follows by R4 and Rg we mean the trash bin systems on Alice’s and Bob’s
site respectively. We recall also, that by convention (see Section 2.3.7), the CLOPC
operations will act on states papr,rzr- Each basic LOPC operation will (instead
of tracing out) put some system aside enlarging the system R4 or Rp depending
on which site it is realized in case of local operations, or from which site the public
communication operation is performed.

We now define basic coherent LOPC operations.

Coherent local operations

For any input state papr,rszE, & local operation Ayr, ® Igrzr on Alice’s site,
the coherent local operation A4g ,, has form:

(AARA ®IBRBE)COh, (4.24)

according to Example 2.13 and Definition 2.5. That is when Ag, is implemented
via adding ancillary state |0)(0|g, performing Uag and tracing out subsystem R’ of
AR, the operation (4.24) acts on state p of systems ABRARgE as

PAp[Uas @ 1(p®0)(0]s) Ul &1, (4.25)

where PA means putting the system R’ aside, so that it becomes subsystem of R 4,
and identity operation is performed on systems R BRgFE.
Coherent public communication
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Coherent version of process of public communication from Alice to Bob is per-
forming special operation A and putting aside appropriate system: A acts on pgaBr,REE €
B(Ho ® Hap ® Hr Ry @ HE) as follows:

A parraBRrE) = U(parBrRoRsE @ 0){(0] Anc ® [0)5(0] @ |0)c(0)UT (4.26)
where ' ' '
U =14BRsRgE ® Z [i)a (7] ® UX%C ® Ub(z) ® Uél) (4.27)

with unitary transformation U satisfying Ué“\O) = |i)y for x € {Anc,b,e}. The
system Anc is put aside, that is put to Alice’s trash bin R4. The coherent operation
of classical communication from Bob to Alice we define in analogous way.

Coherent LOPC operation

Similarly as for LOPC operations, the CLOPC operation is a composition of basic
coherent LOPC operations, according to the rule of composing coherent operations.
As for general operations, relating a CLOPC operation with the LOPC operation A
from which it originates, we will denote it as A°". If the output of A" is Oan RuRBE"
then the state of the subsystem ABR4Rp we call the bipartite output of coherent
LOPC operation.

Applying now Observation 2.12 we have the following corollary:

Corollary 4.6 The CLOPC operation A®" : B(HaB @ HRr, rs ®Hp) — B(Hz5®
Hr,rs @ HE) has the following two features:

(i) On input pure state, outputs a pure state.

(11) For any tripartite state papg, TrRARBACOh(PABE) = ApaBEg), where by con-
vention (see Section 2.3.7), papg = PABR Rz E Where systems R4 and Rp are
Alice’s and Bob’s trash bins initially empty.

4.3.2 Switching between LOCC and (coherent) LOPC operations

In this section, in Theorem 4.7 we show that for any CLOPC operation there is an
LOCC one with the same (bipartite) output. We then prove, also in Theorem 4.8,
that for any LOCC operation there is an LOPC operation with the same bipartite
output as that of LOCC.
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From coherent LOPC to LOCC operations

To link the LOCC operation with a given CLOPC one, we define the basic LOCC
operations that will correspond to coherent LOPC operations.

We first provide a general fact, that links basic coherent LOPC with LOCC
operations. Owing to this fact, the relation of LOCC operations with coherent
LOPC operations is straightforward.

Lemma 4.7 For any coherent basic LOPC operation Ap : B(HAB®HR ,rs@HE) —
B(His ® Hr rs @ Hj), there is an LOCC operation Ag : B(Hap ® HRr Rrz) —
B(H ;5 ® Hrurg), such that for any state paBr rs € B(HAB ® Hr,Rry) and its
any purification [¢p) ABR  rsE € HaB ® HR Rz @ HE, there holds:

TrpAp([4p) = Ag(p). (4.28)

Proof. Consider the first coherent local operation, on Alice’s site. It is of the form:
Ap = (Aar, ®1pr, ® 1), (4.29)

specified in (4.25). With this operation we associate the LOCC operation of the
form:
Ag = (Mar, ©1Bry)*", (4.30)

which we specify in analogy to (4.25), according to rule given in Example (2.13).
Since Ap acts on the system F as identity, by Observation 2.11, the dependence
(4.28) holds in this case, with the same for Ag on Bob’s site defined analogously.
Consider now the operation of coherent public communication from Alice to Bob
Ag), which acts as:

A$)(‘¢p>aABRAR3E) =U(|"p)aaBRsRgE © 0)(0] anec ® |0)5(0] ® |0Y.(O)UT  (4.31)

where
dimH,—1 ) ‘ .
U=Liprarge® Y |dalil@UY), 0 U @ U (4.32)
=0

with unitary transformation U,,gi) satisfying U,,S”\O) = |i), for z € {Anc, e, b}, so that
U copies the state of system a into systems x. It also putts Anc aside, forming Alice’s
trash bin i.e. makes Anc to be subsystem of a trash bin R 4. Hence, the output of

AS;C) yields equivalently:

A (Wp)aaprarsE) = Ullp)aaBrarsE @ [0)(0l R, © [0)5(0] © [0)c(ONUT.  (4.33)
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For this operation, we define the LOCC operation A(C), which acts as:

dimH,—1
A (paasrars) = Y. Pilpansrara) P ® i) ily @ i) (il anc, (4.34)
i=0

with P, = |Z><Z‘a ® Iap, where, by PaABR 4Rz W€ mean the TrE|¢p><¢p|aABRARBE~
Following coherent operation, Ag) puts the system Anc aside. Note, that A(©) is
operation of classical communication, composed with local operation which copies
the result of measurement performed on a to system Anc.

Taking general input state, and performing partial trace over F we easily obtain
that Agf) and Ag) satisfy (4.28). Analogously we obtain the result for operation of
public communication from Bob to Alice, which proves the assertion g

The above lemma allows us to state the following theorem:

Theorem 4.8 For any bipartite state p € B(HABR Rg), its any purification |1,) €
HaBRrARs @ HE, and any CLOPC operation P, with output in B(HABRARB ®Hz)
there is an LOCC operation @ with the output in B(HABRARB); such that

Q(p) = TrpP(|vp))- (4.35)

Proof. P is a composition of basic CLOPC operations. For each such operation Ap
we know by Corollary 4.6 (i), that if applied to [¢,) yields some tripartite pure state
|¢>ABRARBE' By Lemma 4.7, this state has subsystem ABR4Rg equal to output
of the corresponding LOCC operation Ag(p). Hence |¢) 55 RuRgE 15 @ purification
of Ag(p), and we can apply to this pair of states recursively Lemma 4.7, to obtain
that for a composition of basic CLOPC operations, there is corresponding LOCC
operation which has the same bipartite output. By induction we obtain the thesis
for general CLOPC operation. g

From LOCC operations to LOPC ones

We observe now, a similar statement, that with given LOCC operation connects an
LOPC one. In short, the result states, that for an LOCC operation which transforms
p into o, there is an LOPC operation which transforms extension of p into some
extension of ¢. For brevity, with a little abuse of notation, we will say that the
LOPC operation has the output in B(H4 ® Hp ® Ha ® Hp ® Hg) instead of
B(Haa @ Hep @ Hg), that actually takes place in accordance with Def. 4.2.

Theorem 4.9 For any LOCC operation Q : B(HA @ Hg) = B(HA Q@ Hp @ Ha ®
Hp), there is an LOPC operation P: B(Ha @ Hp @ Hp) — B(HA @ Hp @ Har ®
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Hp @HE), such that for any bipartite state pap € B(HAQHp) and its any extension
Papi € B(HAa®Hp ®Hy), there holds:

Q(p)apar =TreP(papp) (4.36)

Proof. We first show the thesis for basic operations. We consider the operations
performed by Alice, with that for Bob along similar lines. With a local LOCC
operation A4 on Alice’s system we associate analogous one, but defined on tripartite
states via identity operation on system of Eve: Ay ® Ip ® I;. By Observation 2.11,
we have that the state on AB after applying A 4 is the same as bipartite output of
this LOPC operation.

Second, with an LOCC operation of classical communication A(C), we associate its
natural tripartite counterpart, which is acting on a state as quantum measurement
with classical results on Bob’s and Eve’s systems:

N unps) = S Pipgansbs @ li)plil © |i)e il (4.37)

where P; = |i)q(i| ® 1,55 To see equality (4.36) it is straightforward to consider
(0)

matrix of an arbitrary input state p_, 7, compute Ay’ (p, 4p5) and tracing over

E = FEe to obtain desired state A(Qc) (PunBE)-

Consider now general LOCC operation. It is a finite composition of basic opera-
tions. Due to the above reasoning, output of a basic LOPC operation is an extension
of the output of the corresponding basic LOCC operation. We can apply then recur-
sively the above reasoning to these states, and obtain that composition of two basic
operations also satisfy the thesis. Hence, the induction argument proves the theorem
for general LOCC operation.

4.3.3 Equality of key rates in LOCC and worst-case LOPC scenario

In this section we show that the distillable key of a quantum bipartite state pap
and classical distillable key of pap are equal. We do this in three steps. Just to
describe the idea, we prove this fact for special states which have exactly distillable
key, that is from which one can obtain exactly a private state via LOCC operations,
or exactly an ideal ccg-state via LOPC operations (Observation 4.10). We then show
that the non-exact operations yield equivalent results (Theorem 4.11), and basing
on this finally show in Theorem 4.12, that Kp(pap) = Cp(pap) for an arbitrary
bipartite quantum state.
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The case of exact key

Here we will consider the ideal case, where the distillation of the key gives exactly the
demanded output state. Formal definition of exactly distillable classical key, denoted
as C%o s just Definition 4.3, with (], = 4, in place of lim, . |3}, — B4,|] = 0,
restricted to pure input state pspg, as in Definition 4.4. Similarly, definition of
exactly distillable private states denoted as K% is just Definition 4.1 of distillable
private states with o, = (%) in place of lim,, o ||y — 74, || = 0. We have then the
following observation:

Observation 4.10 For any pap € B(Ha ® Hp) there holds:

K5 (pap) = O (pa) (4.38)

Proof. We give the proof for operations, with the one for protocols following directly
from the latter. If after LOPC operation A applied to purification of p, Alice and
Bob obtain exactly d x d ccq state (4.9):

dn—1
Bd, = (Z ;\ii>AB<ii’> ® pk, (4.39)

i=0 "

then the bipartite output of its coherent application A" due to Corollary 4.6 (ii) and
Theorem 3.2 will be a pdit of the same dimension of its key part. Now, by Theorem
4.8, there is an LOCC operation ) with output equal to the bipartite output of
A" If we consider such operation acting on many copies of an input state, we
get analogous result for protocols of distilling classical key and pdits, which proves
CD (p)exact § Keract (p)

Conversely, let Alice and Bob can get from p via LOCC operation a pdit, that
is secure in some basis B. Then by Theorem 4.9 there is an LOPC operation which
applied to purification of p ends with some extension papa/p’g of the pdit. Let us
purify now this extension to some system E’. By Theorem 3.2, the state papgpgs
after von Neumann measurement in basis B on AB is an ideal ccq state (4.9) of the
same dimension of AB as the shield of a pdit. If we trace out the system E’, we
get the state which is also an ideal ccq state. This state can be obtained by LOPC
operations, as we have just argued. Hence, possibility of distilling exact pdit implies
possibility of distilling a ccq state with the same dimension of the AB subsystem.
Applying this result for many copies we get K& (p) < C%%(p), which ends the
proof of this theorem. g
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Distillation of classical key and distillation of pdits from bipartite states
- equivalence in general (asymptotically exact) case

We will prove in this section, that even in non exact case, distillation of pdits from
initial bipartite state via LOCC operations, is equivalent to distillation of key by
LOPC operations from initial pure state, which is purification of the bipartite state.
We first show a general fact for operations (Theorem 4.11) and in turn argue the
same for protocols in Theorem 4.12 which states that the maximal achievable rates
in both scenarios are equal.

Theorem 4.11 Let Alice and Bob share a bipartite state p and let Eve has it’s
purifying system. Then the following holds: if Alice and Bob can obtain by LOPC
operation a state such that with Eve’s subsystem it is of the form

d
Pibe = Y pijlid)(ijla ® pf}, (4.40)
ij=1

ccq ccq

with || P b g — Pogeatll < € then by some LOCC operation they can obtain a state poys
which is close to some pdit state v in trace norm:

[|pout = V|| < 2V, (4.41)

where the key part of a pdit v is of dimension d X d.
Conversely, if by LOCC they can obtain state poys satisfying ||pout — || < €, then by
LOPC operation they can obtain state pecq satisfying ||p4E s — Piacall < 2VE.

Proof. (=) By assumption Alice and Bob are able to get by some LOPC operation
Ap a ccq state papp satisfying

1PABE = Piacall < € (4.42)
Now by equivalence of norm and fidelity (Lemma (2.20)) we can rewrite this inequal-

ity as follows
1

Flo5h i) > 1= 5. (4.43)

Consider now a purification |¢,) apa'p'E of pjf% g, Which is the output of coherent
application of the operation Ap, denoted as A%h. In case there was dimA’'B’ <
dimABE we assume without loose of generality, that the operation A%’h is followed
by adding a state |0) of proper dimension, to systems A" and B’ to assure dimA'B’ >
dimABE. The composition of A%" and enlarging A’ B’ we also denote as A%". Now,
by Lemma 2.22, we have:

F(p3be: Pidear) = e AP (4.44)
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where maximum is taken over purification |¢) of pi5l ; to system A'B’. By the above
equation and Eq. 4.43, there exists a purification |@igeqt) aBa B'E Of piyl,, such that
it’s fidelity with |¢),) is greater than 1 — %e. Since the fidelity can only increase after
partial trace applied to both the states, it will be still greater than 1 — %e once we

trace over Eve’s subsystem. Thus we have
0 ¢ 1
Flpapapr Oapap) > 1 - 5¢ (4.45)

where O'ﬁBA,B, and pﬁBA/B' are partial traces over system E of |¢igeq) and |1),)
respectively.

The state aﬁB g comes from purification of an ideal state, and by the very
definition it is some pdit state with key part of dimension dimAB = d x d. At the
same time, the state pﬁ pa'p 1s the one which is the output of A‘jgoh. Thus by a
CLOPC operation (A%" composed with adding local pure states |0) if needed) Alice
and Bob can obtain state close to pdit.

Now, by Theorem 4.8, there exists an LOCC operation Ag which acting on p has
the same output as bipartite output of A%’h. In turn, by LOCC operation, Alice and
Bob can obtain a state which is close to pdit in terms of fidelity. This by Lemma
2.20, implies desired formula in terms of trace norm distance, which ends the proof
of the implication (=).

(<) This time we assume that there exists an LOCC operation which acting on
state p ends up with a state p,y with main part of d x d dimension which is close
to some pdit in trace norm:

Hpout - 'YH <e (446)

Due to equivalence between fidelity and norm (2.20), we have
F(pout,y) > 1 —¢€/2 (4.47)

By Theorem 4.9, there is an LOPC operation which acting on |¢,) gives an extension
PEEL of poyr to system E. Let us purify this extension to system E’. We can assume
without loss of generality!, that dimEE’ > dimAB. This purification is also a
purification of poy:, which we denote as |¢). By Lemma 2.22, we can find such |¢), a
purification of v to EE’, that F(|1),|¢)) > 1 — ¢/2. Now if Alice and Bob measure
the key part and trace out the shield, out of |i)) they get some ccq state pg.. on
systems ABEE'. The same operation applied to |¢) gives the ideal ccq state P?;Z al
(4.9). Finally let us trace out system E’. This operation changes the state p o into

a state o, that is achievable via LOPC operation, and yields from pj,? , another

!This is because if it is not the case, we can enlarge E’ adding a pure state |0) from a properly
large Hilbert space.
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ideal ccq state oi,0 . All those operations (measurement and partial traces) can

only increase the fidelity, so that

F(0guts Tigear) 2 1 = €/2 (4.48)
Returning to trace norm distance we get
llogut = Oigeall | < 2Ve. (4.49)

Owing to the above theorem we can finally state the main result of this section.

Theorem 4.12 For every p € B(Ha ® Hp), there holds Kp(p) = Cp(p).

Proof. The proof amounts to straightforward application of Theorem 4.11. Similarly
as in case of exact distillation we need to prove two inequalities. We will show only
Kp(p) > Cp(p) with the second inequality following along similar lines.

Let us consider the value Cp(p). By Definition 4.3, for any fixed § > 0 there is a
classical key distillation protocol P,, with rate r such that Cp(p) — 6 < r. That is,
by definition of key distillation protocol, that for every € > 0, for every sufficiently
high n > ng there is some LOPC operation Pg such that:

122 (1%p)°") = Ba |l < e (4.50)
By Theorem 4.11, there is an LOCC operation Q° such that
1Q5,(0°™) — 7| < 2v/e, (4.51)
with d/, = d,,. Hence, we obtain that Q% = {QJ}>, where Q) for n < ng are
choosen w.l.g. to be an identity operations, satisfies
lim [|Q5(p™") — v = 0. (4.52)
n—oo
From Definition 4.3, there is also a subsequence k(n), such that
logd
lim —o k) _ (4.53)

. ) . logd;, ,,
Since d], = dy,, the same subsequence gives us limsup,, k(sg ) = . Thus, by

Definition 4.1 the set Q5 is a legitimate pdit distillation protocol, with rate r. Since
¢ was fixed arbitrarily, we have

Vs>0 E|Qg r> CD(,O) — 4. (4.54)

By definition of Kp and the above inequality there is
Vs>0 Kp(p) = Cp(p) — . (4.55)

Taking infimum over § we obtain Kp(p) > Cp(p) for every input state p. This ends
the proof of this theorem. g
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4.4 Distillable key is an entanglement measure - advan-
tages of entanglement approach

It is easy to see, that Kp is an operational entanglement measure. From Definition
of Kp (Def. 4.1), it follows that Kp is monotoneous in usual sense (can not be
increased by LOCC operations), as well as in strong sense (see Section 2.8.1). More
precisely Kp can not be increased (even on average) by means of LOCC operations.
It is also easy to see that Kp vanishes on separable states (see the properties of Kp
below, and discussion in Section 4.6.1). These two features proves that according
to (Def. 2.15), Kp is an entanglement measure. Recall, that Kp is operational
entanglement measure, because it is defined by a task of reaching some target states
(private states in this case) by means of LOCC operations in parallel to definition of
Ep (see introduction to Section 2.8, and in Section 2.8.2)

The main advantage for quantum cryptography which follows from the fact, that
Kp is entanglement measure, is that to study its properties, one can employ tools
that have been worked out in domain of entanglement theory?. In particular, there
is a list of features which entanglement measures may satisfy. Some of them we have
presented in Section 2.8.1. Distillable key Kp defined in [HHHOO05a], it has been
studied as entanglement measure by Matthias Christandl in [Chr02]. For complete
presentation, we quote some of main axioms of entanglement measures which are (or
not) satisfied by Kp. Some of them has been either proved, or just collected as easy
properties in [Chr02]. Some of the axioms are formulated for all bipartite states, but
till now are known to hold only for some of them. In Sections 4.4.2 and 4.4.2 we
enlarge the family of states on which Kp is known to be asymptotically continuous
and convex.

4.4.1 Which axioms of entanglement measures are satisfied by dis-
tillable key ?

We quote now the list given in [Chr06]. By convention, we first quote the acronym,
with added 'Not’ if the property of entanglement measure does not hold, and a
question mark, if it is not known weather it holds. We also append the results of
[CEHT07, HHHOO5¢|, and describe then original contribution to this subject.

1. (Norm): equals logd for maximally entangled states from M S(®.

2. (Van Sep): Kp(o) =0 for 0 € SEP.

20f course, the are at least that many, and seemingly even more advantages, which this fact
gives for entanglement theory. The interrelation between the two domains will be presented in
concluding Chapter 7.
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3. (strong LOCC Mon): Kp (>, pipi) < Kp(p) where p is transformed into p;
with probability p; by A € LOCC.

4. Not(PPT Mon): not monotoneous under PPT operations

5. 7(As Cont): asymptotic continuity: is there ¢, ¢’ > 0, such that for all p, o with
D(p,0) <,
|Kp(p) — Kp(o)| < celogd +¢'? (4.56)

6. (As Cont Pure) [Chr06]: Kp is asymptotically continuous on pure bipartite
states: there is ¢, ¢ > 0, such that if D(|¢)), |¢)) < €, then

[Kp([v){@]) — Kp(|¢){(6])] < celogd + . (4.57)
7. ?7(Conv) Is it that for all p,o and p € [0, 1] there holds

pKp(p) + (1 —p)Kp(o) > Kp(pp+ (1 —p)o)? (4.58)

8. (Conv Pure) [Chr06|: convex on pure states: for any pure ensamble (p;, [1;))
of some bipartite state p,

ZPiKD(Wi><7/Ji|) > Kp(p)- (4.59)

9. (Strong Super Ad): is strongly super additive: for all paparp/,
Kp(papap) > Kp(pag) + Kp(parp) (4.60)
10. ?(Add): it is not known if Kp is additive, that is if for all bipartite p and o
Kp(p®o) < Kp(p) + Kp(o) (4.61)
11. ?(Add i.i.d) Kp(p®") = nKp(p)
12. ?(Non Lock): is there ¢ > 0 such that for all p44/p,

E(paa) > E(p"P) + clog Rank(p'y), ? (4.62)

13. Relation to other measures [HHHOO5a| (see Section 4.5):
Ep < Kp < E® < Eg. (4.63)

as well as [Chr06]
Ep < Kp < By < Ec (4.64)

where F, is the squashed entanglement.
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We also invoke here the property that has been proved further in [CEHT07],
which is a generalization of property (13):

14 Theorem 4.13 [CEH" 07| (Upper bound on key via entanglement measures) For
an entanglement measure & which has properties: Conv, As Cont, Mon LOCC,
SupNorm(vy) (i.e. E(y) > logd), there is

Kp(p) < E¥(p). (4.65)

4.4.2 Applications of the relative entropy bound - on the Conv and
As Cont properties on some states for Kp and Ep

In this section we explore the relative entropy of entanglement bound (4.65), for the
so called Werner states We first extend the property As Cont Pure of Kp to some
mixed states.

Continuity on separable and some other states of distillable key

Since EX°(0) = Kp(o) = 0 for separable o, and E, is asymptotically continuous (see
Proposition 4.17), we have for p and o, if ||p — o|| < €, then

Kp(p) < Er(p) < delogd + h(e), (4.66)

which proves the continuity of Kp on separable states. The same holds for Ep, since
Ep < Kp, by property (4.63).

It is tempting to generalize property As Cont Pure to the case of private states,
and in general to the pure states twisted in its Schmidt basis which seems to be gener-
alization of pure states called here Schmidt-twisted pure states (see [PHHHO0S]).
Note, that this class of states, includes some of irreducible private states, and
Schmidt-twisted pure states as well. This class includes in particular a subclass
of irreducible pdits constructed in Section 3.6.

We note also, that Kp satisfies Cont, on states for which Devetak-Winter pro-
tocol is an optimal key distillation protocol, since its rate CBW(p) is asymptotically
continuous (see Section 2.8.1).

Partial convexity of Kp

Proposition 4.14 For an entanglement measure E satisfying Conv, As Cont, SupNorm(~),
Kp satisfies Conv on an ensamble {(p;, p)}, if Kp(p®) = E(p™).
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Proof. Denote ), pip; = p. We have the following chain of (in)equalities, which we
comment below:

Kp(p) < Kp( Zpim ® i) (ii]) < E( Zp',o“) ® i) (ii]) <

sz pz ® |zZ ZZ’ sz pz ZpiKD(pi)' (4'67)

The first inequality is because for any ensamble {(p;, p”)} of p, the first action of
any protocol of key distillation from ), pipEX)B ® |ii)(1i| arpr can be just tracing out
system A’B’, ending up with p. Next two inequalities follows from Theorem 4.13,
and convexity of . The last but one is due to Mon LOCC property of E. The last
equality is by assumption. g

Remark 4.15 The above results holds by the same argument for Ep, and in fact
for all suitably defined operational measures (note, that we deal here with intuitive
notion of ’operationality’ of entanglement measure).

On Kp of Werner states

The following example of application of the bound Kp < E2° has been provided
in [HHHOO5c¢|. Consider the antisymmetric Werner state p, = (dfid)(l + V) with

V the swap operator (see Section 2.2.2). It has been shown in [AEJT01], that the
regularised relative entropy of entanglement is considerably small:

B%(p) > loa( %) > Kp(pa). (4.68)

Hence we have considerably small key in that case, even for relatively 'small’ Werner
states. It is also important to note, that Ec(p,) = 1 independent of the dimension
d [MY04].

We give now the upper bound on Kp of arbitrary Werner state defined as:

pw (p) = ppa + (1 —p)ps (4.69)

with p the probability of mixing, and ps; = 4 d2 ) (I-V) the symmetric Werner state.
Now, we have:

Kp(pw(p)) < EX(pw(p)) < pEX(pa) + (1 — p)EX(ps) (4.70)

where the second inequality follows from convexity of F,.. Since ps is separable
[Wer89], from (4.68)

pw(p) < plog(1+ 2). (4.71)
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4.5 Relative entropy of entanglement - an upper bound
on distillable key

In [CEH'07] it is shown, that an entanglement monotone satisfying some axioms
is an upper bound on distillable key, as described in Theorem 4.13. This general
result uses the fact, that - informally speaking - each operation P, of key distillation
protocols in Defs. 4.1 and 4.3, can be w.l.g. assumed to use only m operations
of classical communication with m linear function of n. Prior to this result, in
[HHHOO5a] it has been shown, that Kp < E2°, where E2° is regularized relative
entropy of entanglement (see Eq. (2.115)). Since the proof of the latter fact does not
use the linearity of communication, and provides methods useful in other contexts,
we show it in detail now.
We need first the following technical lemma:

Lemma 4.16 Consider a set Sy := {UpapapU' | papan € SEPNB(C!® C¢®
Clv @ Cl8')} where U = ch‘l,]_'io [i7)(ij| ® Ui; is B-twisting with B being a standard
product basis in Cr'®C Let oapap € Sy and oag = Tragoapap. We have
then

S(P|loap) > logd, (4.72)

where Pid) ]W@}(\If@] is a projector onto mazimally entangled state |\llgfi)> =

Yo Jglile).
Proof. Let us first show, that

1
TP Youp < y (4.73)

for any oap € Sy. We first show this for o4p "derived" from some pure product
states [) aarpp in AA": BB’ cut (see Section 2.4.1):

oap = Trap Ut ) (WU (4.74)
Because 9 is product, it can be written as
V=0 aliale)y) @ (3 bilis)|é:)s) (4.75)

with a;, b; normalized and |i4), [ig), [1i),|®i) on subsystem A, B, A’, B’ respectively.
Now the condition (4.73) for o originating from pure product state is

> abialby (i) < 1 (4.76)

ij
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where xj are arbitrary vectors of norm one arising from the action of U on ; and ¢;.
Since the x are arbitrary they can incorporate the phases of a;, b; so that we require
now Zij V/PiGipjqj{zi|rj) < 1. where p; and ¢; are probabilities. Now, the right
hand side will not decrease if we assume (z;]z;) = 1 so we require [y, \/pigi]> < 1
which is satisfied by any probability distribution, which gives the proof of (4.73) for
special o4p.

Now we observe, that since (4.73) holds for 045 derived from pure product state,
by averaging over probabilities, we will have (4.73) for an arbitrary o 4p from the set
Sy. Indeed we have:

TP TrapUTY " pilin) (U =
e

S ok Te PO T U o) (| U (4.77)
k

Now by concavity of logarithm, we have for any states p and o:

S(pllo) = =S(p) — Tr(plogo) >
=S(p) — log(Trpo) (4.78)

Applying inequality (4.73) we have that

—log(Trpo) > logd. (4.79)
Finally, using (4.78) we obtain
S(P|loap) > logd, (4.80)

which is a desired bound.g
We will also need the following proposition obtained in [DHR02, SRH06].

Proposition 4.17 [DHR02, SRH06] For any convex set of state S C B(C%) that
contains the maximally mized state, the relative entropy distance from this set given

by
E} (p) = inf S(pl|o), (4.81)
o€

1s asymptotically continuous i.e. it satisfies
1B (p1) = EF (p2)| < 4elogd + h(e) (4.82)

for any states py, p2 € B(C?) with € = ||p1 — pa|| < 1, and the binary entropy function
h(e) = —eloge — (1 —€)log(1 — ¢).
We are now in position to formulate and prove the main result of this section.
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Theorem 4.18 For any bipartite state pap € B(C% ® C8) there holds

Kp(pas) < E*(pas)- (4.83)

Proof. Let us fix 6 > 0. By definition of Kp(pap) there exists protocol Ps (i.e.
sequence of maps A,,), such that

An(p®") =4 (4.84)
where oo d
lim sup % = Kp(pap) — 0 (4.85)
and
lim |59 — 4@ = lim ¢, =0 (4.86)

with 79 being pdit with d x d-dimensional key part (for simpler notation we omit
the dependence of d from n) on systems ABA’'B’.

Let 04 be a separable state on (C41 @ C9B)®" . We will present now the chain
of (in)equalities, and comment it below.

(d)

S0 1sep) > Sy arprl0cep) = (4.87)
= SUAY Ul UsospUT) > (4.88)
> S(Trarp U3 U T [Uy e US]) (4.89)
= S(P{V|jo) > (4.90)
> it S(P||o) = EF (PL) > (4.91)
> EIPY) 4P - POogd - n( P — POy > (4.92)
> (1 —4e,)logd — h(e,) (4.93)

Inequality (4.87) is due to the fact, that relative entropy does not increase under
completely positive maps; in particular it can not increase under LOCC action of
operation which distills key, applied to it’s both arguments. The second argument
becomes other separable state ogep, due to Theorem 2.14. Note, that subsystems

AB of ’y%)g g are not to be identified with that of p.
In Eq. (4.88) we perform twisting U, controlled by the basis in which 71(4% g 18
secure (without loss of generality we can assume it is standard basis). The equality

follows from the fact that unitary transformation does not change the relative entropy
when applied to its both arguments. Next (4.89) we trace out A’B’ subsystem of
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both states which only decreases the relative entropy. After this operation, the first
argument is P(d), which is a state close to the EPR state PJ(rd). (PJ(rd) would be equal

to the EPR state if 5/5{% g Were exactly pdit) while second argument becomes some
— not necessarily separable — state 0. The state belongs to the set T', constructed as
follows. We take set of separable states on system ABA’B’ subject to twisting U,
and subsequently trace out the A’B’ subsystem.

The inequality (4.90) holds, because we take infimum over all states from the set
T of the function S (R@Ha). This minimised version is named there E} (PJ(rd)) as it
is relative entropy distance of P! from the set T'.

Let us check now, that set T fulfills the conditions of proposition 4.17. Convexity
of this set is obvious, since (for fixed unitary U,) by linearity it is due to convexity
of the set of separable states. This set contains the identity state, since it contains
maximally mixed state which is separable, unitarily invariant (i.e. invariant under
U, ) and whose subsystem AB by definition is the maximally mixed state as well.
Thus by proposition 4.17 we have that E! is asymptotically continuous

BL (P — BI (P < [P — PO atogd + h([PY — PEVY)). (4.99)

Since PJ(rd) and PJ(rd) come out of ’71(5])3 g and ’yg% g by the same transformation

described above (twisting, and partial trace) which does not increase the trace norm

distance, by (4.86) we have that HZBJ(Fd) - PJ(rd)H < €,. This, together with asymp-

totic continuity (4.94) implies (4.91) if only €, < 1/2, which we can assume, as €,
approaches zero for large n by (4.86). Now by Lemma 4.16 we have

EF(P\Y) > logd, (4.95)

which by (4.94) gives the last inequality. Summarizing this chain of inequalities
(4.87)-(4.92), we have that for any separable state Fgep:

S(pﬁ%‘ |&sep) > (1 - 45n) logd — h(6n) (4'96)
Taking now infimum over all separable states o, we get
E(p55) > (1 — 4e,) logd — h(ey). (4.97)

Now we divide both sides by n and take the limit. Then the left-hand-side converges
to E7°. Thanks to (4.86), €, approaches zero for large n, and due to (4.85), logd/n
converges to Kp(pap). Thus owing to the continuity of h, we obtain

EX > Kp—4. (4.98)

Since ¢ was fixed arbitrarily, this ends the proof of Theorem 4.18. y
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4.6 Which states are key distillable ? - preliminaries

In this section we consider special cases of key (un)distillability of bipartite states
[HHHHO7]. We first focus on two cases when it is easy to say if a given bipartite
state is key distillable. We present then the lower bound on distillable key given
by Devetak and Winter [DWO05|. Their protocol of key distillation is formulated in
slightly different way, but can be used in our context, as it is shown below explicitly.
Thanks to this fact, we observe, that states which are close in trace norm to pdits
have nonzero distillable key. We also note, that PPT states are bounded away from
private states by a positive constant in trace norm distance, yet this constant can
vanish for some PPT states from properly large dimension.

4.6.1 Separable and distillable states
Observation 4.19 /GW00, GW99, CLL04b] For any bipartite state p there holds:

1. Ep(p) > 0= Kp(p) >0, in particular, if p is pure,
Kp(pap) = Ep(pap) = S(pa). (4.99)

2. pe SEP = Kp(p) =0.

The first fact has been noticed already in context of the so called unconditional
quantum key distribution in [DEJT96]. There the protocol of distillation of entangle-
ment has been proposed in order to obtain secure bits and called quantum privacy
amplification. In present context, this fact follows from the very definition of pri-
vate states: maximally entangled states are also private states. Hence distillation of
entanglement is one of ways to distill key. Concerning equalities (4.99), the second
equality is a well known property of pure states [BDSW96|, and the first follows from
Theorems 4.18 and 2.26 (cf. [Chr06]).

In particular, as it is noted in [AHO06], all entangled states p € B(C®? @ C®™) for
n = 2,3 there is also Kp(p) > 0 for these states, because these states have Ep > 0
[HHH97|.

The second fact can be found (in different formulation) in [GW00, GW99, CLLO04b|.
Another immediate proof of the latter, follows from Theorem 4.18. This is because
by definition of regularized relative entropy of entanglement, E°(o) = 0 for any
separable state o, which is an upper bound on distillable key.

Observation 4.20 For every pair o, with o € SEP@) gnd v € PS4 there
holds

1
o=l 21— 2. (4.100)
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where SEP@4) denotes the set of separable states acting on Hapa g with dimA =
dimB = d and dimA’ = dimB’ = d'.
Proof. Applying the privacy squeezing of v, to both v and o, we obtain:

s d
[lo =1 > [p®) — PV, (4.101)

as the norm does not increase under quantum operations (in this case the operation
of privacy squeezing). From the proof of Lemma 4.16, Eq. (4.73), we know that
fidelity of a privacy squeezed separable state with the maximally entangled state
|\Ifgf)> => ﬁ|”> is bounded from above by 1. By equivalence of norm and fidelity
given in Lemma 2.20, we have that the trace norm distance between the two is
bounded from below by 1 — é. 1

Since the smallest d equals 2, we have that the set of separable states is bounded
away by % from the set of private states independently of the dimension.

4.6.2 Devetak and Winter approach - lower bound on one way dis-
tillable key

In this section we present the result of Devetak and Winter [DWO05] in our context.
We invoke their definition of one-way protocol of key distillation, that is a protocol
which uses only communication from Alice to Bob. This protocol (in short DW)
can be easily turned into classical key distillation protocol, as we show below. This
enable us to use the lower bound on the rate of one-way distillable key that has been
worked out in [DWO05|. In consequence, we show the main result of this section that
states close enough to pbit in trace norm, have nonzero distillable key.

The one-way key distillation protocol is defined for the following input states,

called cqq states pff%q% of the form:

dimA—1 '
Pt = ST pilidila @ plh, (4.102)
=0

where p; is the probability that system A is in state |i)(i|4. In what follows, the
symbol Y = y will denote, that system labeled as Y is in state |y)(y|. Consequently
we will write explicitly P(A = i) instead of p;. n copies of the cqq state can be
written as

cqq — )
(pABE) ZP () = )i )inl ™ © o35 (4.103)
with i, = ZS) . z%n) and
|i") = i1) ® -+ @ lin), (4.104)

PiéLE(n) = Ppp® O Php. (4.105)
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The subscript (n) recalls that system under consideration consists of the n systems
in identical state.
A one-way key distillation protocol consists of:

e An operation T defined as

T(pag,) = ZP(C =1, K = m|Ap) = in)|0)(llc ® |m)(m|k,  (4.106)

with range £ € {1,..., L} and m € {1,..., M }.

e A POVM
DY = (DI, (4.107)

on B, for every /.

The idea is that Alice performs 7' on her subsystem pa,, of the state (4.103).
She then treats state of system K as the key, and sends C' = ¢ to Bob.
Bob obtains his version of the key - K’ by measuring his system B using {D(K)}:

. 0) in
P(K'=m|C ={, A,y =in) = Tr(Dgn)szw)'

For technical reasons it is assumed that the number of possible messages send by
Alice is bounded from above: L < 27 , for some constant F'.
The one-way key distillation protocol is called an (n, €)—protocol if

1.
P(K #K')<e. (4.108)
2.
K-1 K-1 1
D P(K =m)m)(m| - ) ZIm)ml|| <e (4.109)
m=0 m=0

3. There is a state og such that for all m,
Y P(Apy=in C=0K=m)|){t| @ pg  — oo < e (4.110)
in,b

Then, R is an achievable rate if for all n there exist (n, e)-protocols with e — 0
and %logQ M — R as n — oo. Finally define

K_.(p) :=sup{R : R achievable},
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the one-way (or forward) secret key capacity of p.

We will argue now, that K_, is a lower bound on distillable key Kp given in
Definition 4.1. We first show that C'p > K_,. The latter follows from the observation
below:

Observation 4.21 For any cqq state papg, if there exists an (n, €)-protocol acting
on p%%E, with ranges of key and communication M and L respectively, defined by
(4.106)-(4.110), there is an LOPC operation P, ¢y which acting on pf%E yields pout
satisfying:

|pout — Ba || < 4e, (4.111)

with Bq, being an ideal ccq state, and d,, = M.

Proof. We begin with constructing an LOPC operation P, . This will be a
composition of LOPC counterparts of operations used by (n, €)-protocol, interlaced
with some partial trace operations, by which Alice and Bob will get rid of already
used systems. The correspondence between operations of (n,e€)-protocol and the
LOPC operations is quite direct.

1. Alice performs locally quantum operation which corresponds to channel T
This operation transformes her subsystem of p57% . into Yoenmi P(K=m,C =
L Xn = ap)Im)(mla @ (1) (e

2. Alice communicates state of a system a to Bob via classical communication
operation and traces out system a.

3. Bob performs an operation controlled by system b which holds communicate
from Alice: upon receiving |l)(l|, Bob performs corresponding quantum mea-
surement with the Kraus operators {A,,/} defined by the POVM {D®)}:

Ay = VDO @ |m). (4.112)
4. Bob traces out system carrying quantum results of this measurement leaving

system which carries classical results. The latter is in state ) , P(K' =
m|K =m,C =1,X, = x,)|m’)(m/|.

Tp,m,lm

Composition of the above operations defines LOPC operation P, (), which ap-
plied to input state p%% 5 (4.103) yields a state of the form:

Pout = Z P(C =1,A4) = in, K = m, K" =m/)jmm/)(mm/| 45 ®pi£(n) @ 1) ({e-
in,lm,m/

(4.113)
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We will argue now, that this state is close to some ideal ccq state. From (4.108), one
gets that ||pout — Pout|| < €, with

Pout = Z 5m,m’P(C =1, A(n) = in, K =m, K' = m/)|mm’> <mm"AB®p3§(n)®|l><l|e'
Ty, l,mm/
(4.114)
One then finds, that ||gout — pout|| < € for

Pout = Z P(C =1,Axp) = in, K = m)|mm)(mm|ap ® pig(n) @ |D{le, (4.115)

Tn,lm

again using (4.108). We can now make use of the assumption (4.110), to see that

> P(K =m)||> P(Ap)=in C={|K=m)|{)¢| & P, — o0l (4.116)

in,l
is not greater than e and equals

1> P(K =m)P(Ap) = in, C = I|K = m)|mm)(mm| & p%(n) ® |1){I|
—()_ P(K = m)[mm)(mm|) @ oo|. (4.117)

Hence, we get, that ||pous — (>_,, P(K = m)|mm)(mm|) ® o¢|| < e. Now, by as that
||pout — Pygearll < 4€, which ends the proof of this observation. y

4.6.3 Lower bound on one-way distillable key from Devetak-Winter
protocol

Observation 4.21 let us use the lower bound provided by Devetak and Winter in
context of distillation of private states®. We quote here their result, and show its
counterpart in present context.

Theorem 4.22 [DW05] For every cqq—state p,
K_.(p)>I(A:B)—I(A:E).

Here I(A : B) is quantum mutual information of subsystem AB of the cqq state
(4.102).
From this theorem, we get the following corollary:

3In fact, as it is argued in [CEH'07], the security conditions (4.109)-(4.110) are strictly stronger
then our condition (4.8) of an output state to be close to an ideal ccq state in trace norm, yet the
difference in formulation of security condition does not affect the key rate [Win08|
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Corollary 4.23 For every ccq state pABE,
Cp(papr) > CBY (papr) :=1(A: B), -~ I(A: E),, (4.118)

where I(X 1Y), denotes quantum mutual information of a bipartite state with sub-
systems X and Y respectively.
Proof. Since every ccq state, is also a cqq state, by Theorem 4.22 by Observation
4.21, one needs to show Cp > K_,. The proof of this inequality involves elementary
technique already presented in proof of Theorem 4.12. Since adaptation of the latter
reasoning in present context needs only slight modifications, we just provide the idea.

The Observation 4.21 provides a correspondence: for any (n, €)-protocol with key
range M and output secure according to Eqs. (4.108)-(4.110), there is an operation
Py, o) which outputs a state close by 4e to an ideal ccq state with d,, X d,, AB part,
i.e. secure in light of Def. 4.3. Moreover, the correspondence is qualitative: d,, = M.
We now argue that it can be extended to hold for protocols.

Let R be an achievable rate as given below Eq. (4.110). It follows that there
exists a family {(n,e,)}>2, of (n, €,)-protocols such that

log M,

)= (0,R), (4.119)

lim (e,
n—oo
where we made explicit dependence of € and M from n. The above mentioned corre-
spondence of operations naturally defines a set of LOPC operations P = {P(nﬁ)}gozl
that constitutes classical key distillation protocol with the same rate R = lim,,_, %”
Since construction of P does not depend on R, any rate achieved by family {(n,€,)}
protocols can be achieved by P, proving thereby Cp > K_,, which ends the proof of
this Corollary. g
The LOPC protocol P described in the proof of the above Corollary, with a rate
CBW(pABE) on a tripartite state papgp we will call the DW key distillation protocol.
Below, we provide shortly the idea of this protocol following the formulation of
Devetak and Winter.
DW key distillation protocol
Alice and Bob share n copies of the cqq state. Hence, Alice’s state is described
by the string of n symbols from some alphabet Z. In first step Alice checks if the
string i, is from typical class i.e. if the occurrence of each symbol from Z is close
to p;. If not, she aborts the protocol, or tells Bob the type otherwise. Knowing the
type, they use an a priori prepared code book {Cl}lL: 1 (the set of codes?) where each
code allows for communicating approximately nl(A : B) bits from Alice to Bob.

“The ’classical’ code is a subset of bit-strings of length n C' € {0,1}" called code words. Upon
i is send, and received is a bit string j2, receiver can conclude from jZ what was il knowing
that i;f € C' [CT91]
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Alice then selects a random number [ such, that i, is a codeword from a code
Cj from this code book, and sends [ to Bob. Upon receiving [, Bob applies decoding
operation D;. After this, which may fail, but only with small probability, they have
sequences i2 (52 for Bob) of approximate length nI(A : B). The codes are chosen
in such a way, that Alice and Bob can treat approximately n(I(A: B) — I(A : E))
leading bits of i (j2) as the key: the strings i4 and jZ are with high probability
both perfectly correlated and uniformly random, hence can be used for one-time pad
encryption.

Moreover, according to security condition imposed on the output state, Eve’s
knowledge about the key bit-string after this protocol is represented by almost the
same state op. Of course it may be that this protocol aborts in the middle. E.g.
the codes must be e-good, so that with high probability 1 — ¢ Bob could perform
decoding operation.

4.6.4 Simple lower bound on distillable key via Devetak-Winter
protocol

The main result formulated in this subsection (Theorem 4.25) shows, that one can
find lower bound on distillable key of a bipartite state papasp: of four systems
ABA'B’, by calculating this rate for a ccq state (see Eq. (eq:ccq-def)) of a p-
squeezed state of paparp (see Section 3.3.2). This is much easier, because the the
p-squeezed state is a two-qubit state.

Let us recall here, that the ccq state of a given state is in principle not uniquely
defined. It depends on a partial isometry on Eve’s subsystem, as emerging from a
purification |¢,) of a bipartite state which is unique up to this transformation. Thus,
in what follows we will denoted as p;fq. However, as we argue now, the amount of
classical distillable key of a ccq state is independent of the purification |¢) via which
this state was obtained. This is the statement of lemma below.

Lemma 4.24 For any two different ccq states p;cq and pf;q of a bipartite state pap,
obtained via purifications |¢,) and |,) respectively there is Cp(py?) = Cp(py") =
Cp(p*?) .
Proof. From Lemma 2.6, and Corollary A.2, we have that ccq states obtained via
two purifications differ only by such partial isometry on system E. Now, we can use
Theorem 4.4 to have: Cp(py ") = Cp(py "), and the assertion follows g

Thanks to the above lemma, the quantity C'p(p°?) can be defined as Cp (pgjq) =
Cp(p?) where ¢ is standard purification of p°“. In particular in proofs that concerns
quantity Cp(p“?) we can use a ccq state of p obtained via the most convenient
purification. This enable us to formulate the following theorem:
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Theorem 4.25 For any bipartite state papap € B(HA®@ Hp @ Har @ Hp!), there
holds

Kp(papap') = Co([0™° 5 e) (4.120)

where [pps]if%E, 1S a ccq state of a privacy squeezed state of paparp:.
Proof. We first provide a chain of (in)equalities which shows the thesis, and com-
ment it below.

Kp(papas) =Cp(papap) 2
CD(P,CalcgaE) =Cp(Trap [PZSB]ES“’) = CD([PTB]ZW) = CD([PZSB]CCq)- (4.121)

The first equality is by Theorem 4.12. The first inequality is due to the fact, that
in order to obtain a ccq state out of papasp one needs to perform certain local
operations (measurement, tracing out systems A’ and B’).

To see the second equality we observe that p sy and Tra g [pf5]%? can differ
only by some partial isometry on Eve’s system.

To this end we need to collect more facts. First, by invariance of ccq states under
twisting (Theorem 3.3) the state p®? satisfies:

pccq = TI‘A/B/(‘(;» <¢‘ABA’B’E) (4122)

where |¢) = Uaparp ® Igltp,) for any B-twisting Uaparp with B being standard
product basis.

Taking now U to be the twisting UP* defined by operation of p-squeezing of p,
we observe that |¢) 4p4p/ g is in fact a purification of the state py5 with a purifying
system E' = A'B'E. Let us denote denote now [py5]5™ as ccq state of plyp obtained
via purification WP'ZTB ) to system E’. Then, the state Tra/p [p’fB];cq equals just

ccq
papp- Thus we have

Co(piase) = Co(Trap [plipls?)- (4.123)

The second inequality follows directly from the fact that classical distillable key
does not decrease under action of Eve (see Theorem 4.4). Indeed, the two states
under consideration differs by a quantum operation (partial trace over A’B’) on
Eve’s system B = A’B'E.

Since by Lemma 4.24, one does not need to care from which purification the ccq
state was obtained, there is:

Cp(Trap [Pply") = Co(Trap o5 ), (4.124)

which proves the last equality. g
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On any tripartite ccq state, Cp is greater than the rate of any concrete protocol
applied to this state. Owing to this simple fact, in the above theorem we place DW
protocol key rate instead of Cp to obtain the following corollary:

Corollary 4.26 For any bipartite state papapr € B(HA®@ Hp @ Ha @ Hp), there
holds
Kp(papas) > CHY (10758 ) (4.125)

where [pps]if%E, s a ccq state of a privacy squeezed state of paparp:-

Remark 4.27 The Theorem 4.25, and the above corollary holds also for cqq state.
To this end one needs to employ the idea of local twisting (see [HLLOOG]). It is
twisting controlled only on one site (say Alice) and has form: S1_ |ei)(eila ®UX,)B,.
It is then straightforward to see, that the analogues of Theorem 3.3 and Lemma 4.24
holds in this case. However, the local untwisting can apply only two different unitary
transformations on system A’B’. Hence it is useful when cqq of some state is close
to a cqq of some private state. Since the latter is equal to its ccq, the usefulness of

considering cqq instead of ccq in the above theorem is questionable.

4.6.5 The MPDW protocol

In general case, Alice and Bob can not perform the p-squeezing by LOCC operations
p‘ff% A pr» S0 that they could then measure the main parts of the p-sqeezed states and
launch the operation of DW protocol on ([pP%]“?)®™. However, let us consider the
composition of first von Neumann measurements (on both sites) of the main parts,
with the DW protocol. By Theorem 4.12, there is also an LOCC version of this
protocol which in place of operations of DW protocol described in Observation 4.21,
has its LOCC counterpart P,felBl“'A"B", and achieves the same rate as DW on the
state [pPs]e“d.

Now, what Alice and Bob are able to perform via LOCC operations on the
state p%; 18 modification of the above LOCC protocol achieved by substituting
P;ﬁéBl“‘A”B" ®lLarpr ayp, n place of P,f;Bl“‘A"B”. That is, they first measure the
main parts of the input states papa/ps/, and on resulting states apply the operation
PrféBl“'A"B" ®1 AL B! AL B, Operating as identity on the side parts is a counterpart
of tracing out this system, but only formally (see Observation 2.11), since actually
Alice and Bob can not trace out the side part as it act as a shield.

Together with measurement on the main part such naturally modified DW pro-
tocol will be called further a MPDW protocol, since it can be viewed as applying an
LOCC counterpart of DW protocol, but only to the main parts (AB subsystems) of
the input systems.
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Thus, the operation of p-suqueezing followed by applying operation of usual DW
protocol to the ccq state of a p-squeezed state, is merely a mathematical tool, that
provides a lower bound on the rate of the MPDW protocol. We use this tool, to
avoid calculating the ccq state of a given tripartite state as this is in principle more
difficult then the same for a p-squeezed state.

Note, however, that the operation of p-squeezing may decrease the rate of distilled
key. To prove a possibly higher value of distillable key rate one may consider the
rate obtained by MPDW protocol:

Corollary 4.28 For any bipartite state papapr € B(HA®@ Hp @ Ha @ Hp), there
holds
Kp(papas) = CEY (04 k), (4.126)
where pic%E, s a ccq state of paparp-
Proof. From Egs. (4.121) we get Kp(papap') > Cp(pipg), and CEW (o5t ) >
CEW (0% 1), as DW is a specific protocol of classical key distillation.y
Consequently, as in Remark 4.27, we have the above corollary for a cqq state in

place of a ccq one.

4.6.6 States enough close to private bits are key distillable

Before we formulate the main result of this section, we need a technical observation.

Observation 4.29 Let ospgp be a ccq state of a bipartite state pap. Then I(A :
E), < S(AB)p, with oo = TrgoABE.

Proof. This fact is a consequence of the property 6 of the von Neumann entropy
and joint concavity theorem (property 7), given in Section 2.7.1.

We can now show the main result which states that if a given state is close enough
to pbit in trace norm, it has distillable key. This fact follows easily from Theorem
4.25, and the fact that the rate C’BW of Devetak-Winter protocol is continuous
function of p.

Theorem 4.30 ||p —v®)|| <6 < 1073 implies Kp(p) > 0.

Proof. By Corollary 4.25, to prove the above theorem it is enough to show that
CEW(p') > 0 with p’ = [pP*]°4, if only

llp—~P| <6 <1073 (4.127)
We need to prove a lower bound on:

CEBV(p)=1(A:B), —I(A:E),. (4.128)
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Let us fix § > 0. By assumption (4.127), and the fact that trace norm does not
increases under quantum operations we have:

o7 — P < 6. (4.129)
For ccq state of Pf) we have by Observation 4.29:
I(A: E)<S(AB)=0 (4.130)
and I(A : B) = 1. Analogously, we have for p’:
I(A: E)y < S(AB)ps. (4.131)
By equivalence of the trace norm and fidelity (Lemma 2.20), there is:

' = [PPeet]| < 2v/25 (4.132)

Thanks to the above inequality we can use continuity of von Neumann entropy, to
bound the rate of DW protocol for p. From Fannes inequality (see Eq. (2.24)), we
get

I(A:B)y >1—elogdap — 3n(e), (4.133)
1
I(A:E)y < S(AB)ws < gelogdAB —n(e). (4.134)

with € = 2¢/6. Thus we obtain that
CEV(p)>I(A:B)—I(A:E)>1—6V5—2n(2V56). (4.135)

The above bound is nonzero if only § > 1073, as we have found using Mathematica
5.0. This ends the proof of this theorem. g

Remark 4.31 Let us note, that the upper bound on § of order 1073 is rather rigor-
ous, and can be easily improved, by more careful estimations used in the proof above
[HHHOO05q/.

The above sufficient condition has been generalized in [CCK™07] to hold on states
which are transformable via LOCC into state that is close enough to private state.
Independently, the same result was noted and merged with necessary condition in
[AHO06], giving the following necessary and sufficient condition of key distillability:

Theorem 4.32 ([AHO06], see also [CCK™07]) For a bipartite state there holds Kp(p) >
0 if and only if there is sufficiently small € > 0, a natural number m and an LOCC
operation A, such that

[Am(p) =7\ < € (4.136)

for some private state v\ with d,, > 2.
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4.6.7 Lower bound on distillable key of mixtures of key-part-orthogonal
private bits

The result which are to present now, was obtained in [HPHHO05], by direct arguments.
To show it now, we use a more general lemma:

Lemma 4.33 (reformulation of analogous lemma from [CCKY07]) Let pap be a
bipartite state, and pP* its ccq state. Then, CEW ([pP%]°?) =1 — S(AB)os.
Proof. Let oapp = [pP*]°d. The result CEW (o) = 1 — S(E), can be found in
[CCK107]. There is also S(AB)ws = S(E),, because pP® is a bipartite state. g

We can formulate now the following proposition:

Proposition 4.34 Consider two pbits ~v1, v2 and take any biased mizture of the
form:
— A A
0 = P171 + P20, V20, (4.137)

with, say, p1 > pa and o2 = [o1]a @ Lapp. The distillable key Kp(o) fulfills
Kp(o) > 1—h(p1) where h(p1) is the binary entropy of distribution {p1,p2}, and o1
is one of Pauli operations given in (2.50).

Proof. It is straightforward to check, that the p-squeezed state of the state ¢ is a
mixture of two orthogonal maximally entangled states: pPy+) + (1— p)P|¢+>, where
o) = %(|OO) +111)) and |[¢T) = %(\OD +110)). Its von Neumann entropy equals

then 1 — h(p). Hence, by Lemma 4.33 we get CEW ([(p)P5]°?) > 1 — h(p). This by
Theorem 4.25 proves the thesis.

4.7 Further development and open problems

As we have noted, the entanglement monotone approach initiated in [HHHOO5c,
HHHOO05a| was then developed in [CEHT07|. Tt is shown, that any bipartite mono-
tone F, which is continuous and normalized on private states (i.e. E(vq) > logd),
is an upper bound on distillable key, as invoked in Theorem 4.13. In [Chr06] it
is shown, that entanglement measure called squashed entanglement [Tuc02, CWO04]
is an upper bound on Kp. This result has been recently generalized for multipar-
tite key distillation protocols defined, in recent paper [YHHT07|. In particular it
is shown that the multipartite squashed entanglement is also an upper bound on
distillable key. Although the latter result is much stronger than the one we have
presented, it uses independent result, that an optimal key distillation protocol uses
only communication which is linear in number of input copies.

As we have invoked in Section 4.4.1, some properties of Kp as entanglement
measure, was in studied in [Chr06]. Some sufficient conditions for key distillability
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in terms of the p-squeezed state was provided in [CCK'07]. The link between key
distillability and uncertainty principle is shown in [Koa07].

In [MCLO6] other upper bound on distillable key are developed for practical pro-
tocols of key extraction, the so called unconditionally secure quantum key distribution
protocols (see Section 5.6, for detail formulation). Although these new bound beats
the E°, it is demonstrated, that providing better devices involved in realization of
the protocol, the E2° bound can be still competitive with the new one.

4.7.1 Open problems

These are exemplary open questions that rises in context of distillable key:

1. For which bipartite states p there are protocols which achieving Kp achieves at
the same time Ep 7 (note, that exemplary are pure states for which protocols
realizing FEp realize at the same time Kp, since the two quantities are equal
to each other)

2. (Upper bound on the key) Better upper bounds on Kp than E2° are welcome,
that hold for all states, or indication which axiomatic monotones can yield
better bound on which bipartite states.

3. Is Kp monogamous, i.e. Kp(pap)+ Kp(pag) < log Rank(p) for any pure
state \1/JP>ABE with subsystems pap, ppr and pa respectively (note, that this
holds for key distilled with use of one-way communication only [KW04])?

4. Is Kp asymptotically continuous (see Section 4.4.2) or convex (see Section
4.4.2)7

5. (Irreversibility) For which states there holds Kp(p) = Kc(p) [HHHOO5¢|?



Chapter 5

Secure key from certain PPT
states

In this Chapter we present a slightly improved and extended version of the material,
that can be found in [HHHOO5a], in Section X, [HHHOO05¢| and [HPHHO05|. We
show that there are states which remain positive after partial transposition (PPT
states) and have distillable key. We provide examples of bipartite states which are
key distillable via two-way and one-way key distillation protocols. Interestingly, the
only way we know that these states are entangled is that they are key distillable.
Since PPT states have zero distillable entanglement, these are the first examples of
bound entangled (entangled, with Ep = 0), key distillable (with Kp > 0) states
(BE-KD).

In Section 5.1 we introduce the family of states denoted as Fjec. It is further
shown in Section 5.2, that some of states from this family, are PPT and key distillable
(PPT-KD). This proof uses two facts: (i) some states from F,.. are PPT (ii) some
PPT states from F,.. are close to private states. Since any state which is close
enough to private state is key distillable, these states are PPT-KD, and hence also
BE-KD (Theorem 5.7).

Subsequently, in Section 5.4, we introduce another family of states, denoted as
Fs, and show that all states from this family are PPT-KD. These states are unbiased
mixtures of two pbits that have key parts in states orthogonal to each other, which
assures their key distillability by Proposition 4.34. Moreover, by suitable choice of
mixing probabilities they are also invariant under partial transposition.

In Section 5.4.1, we present some properties of Fs. In particular, we show its
subfamily with the highest distillable key among F;, and provide example of the
state with this property. We then show that states from Fy lays on the boundary of
(are extremal in) the set of PPT states.
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Section 5.5 is devoted to reveal the way the states from F,... were constructed
[HHHOO5a). It involves the so called hiding states [TDLO1, DLT02, EW02|, and the
so called R protocol. We sketch also the original way, some states from F,.. were
shown to be PPT, presented in [HHHOO05a|.

In Section 5.3 we briefly comment on important consequences of existence of PPT-
KD states. In Section 5.6 we present briefly further results on this subject, especially
in context of the so called unconditionally secure quantum key distribution.

5.1 The family F,..

Definition 5.1 Consider states from B(C? ® C2 ® (C" @ C%*)®™), with a matriz
form

p(em 0 0 [p(7572) e
rec(m) _ i 0 [(5 — )7.2]®m 0 0
Pakn) = N, 0 0 G-pn 0 ,
[p(25=)] ™" 0 0 [p(Tm2 )=

where Ny, is appropriate normalizing factor, 71 = (%)@“ and T = (ps)®k, with
ps and pq the symmetric and antisymmetric Werner state in B(C% @ C9).
The family Free Teads:

_ y rec(m) 1
frec_{p(d’k’p)|d227k2 17p€ (072]’m2 1} (52)
The family of Frec restricted to states pzsc]s?)) with m = 1, is denoted as f,ﬁg’}fl).

5.2 Proving that some PPT-KD states are within F,..

We set out to search for the parameters (d, k, p) for which states from F,.. are PPT.
The proof given here is direct, i.e. it does not base on the construction of the states
from Fiec, that was presented in [HHHOO05a|. We first need the following definition:

Definition 5.2 A positive matriz acting on Ha @ Hp @ Ha @ Hp with dimA =
dimB = 2 and dimA’ = dimB’ > 2 written in a form

Agooo 0 0 Apou
0  Apion O 0
0 0 Ao O (5:3)

A0 O 0  Aun
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is simple-PPT if it satisfies (i) Aijij are PPT for i,j € {0,1}, that is are positive
itself and positive after partial transposition along A’ : B’ cut, (ii) Aoo11 is hermitian
and Afyo; > |ASo11|, and T is partial transposition along A’ : B’ cut.

Observation 5.1 A simple-PPT matriz is a (possibly unnormalized) PPT state.
Proof. Follows directly from the form of matrix (5.3) when subjected to partial
transposition along AA:BB’ cut (see Example 2.16), and Lemma A.3g

Lemma 5.2 If a matriz (5.3) is simple-PPT, then this matriz with AZ@;Z} and m > 2
in place of Ajji 1s also simple-PPT.
Proof. To see that property (i) is preserved, we note that there is

(D®m)F — (DF)®m‘ (54>

for a positive matrix D acting on H 4 ® Hp, where T is transposition along A’ : B’
cut (see Section 2.5, Eq. (2.62)). Moreover, Agij are positive because the matrix
(5.3) is simple-PPT, and positivity is preserved under tensoring.

To see the property (ii) we first observe that hermiticity is preserved under
tensoring. Moreover we know, that T' preserves hermiticity (see Section 2.5, Eq.
(2.66)). We can prove now the second part of (ii). To this end we observe that
for positive matrices, D > A implies D®™ > A®™ (see [Bha97]). This gives
(Af101)%™ > |Aby11|1®™. Now, for hermitian matrices, there is |A|®™ = |A®™|.
This implies (Af;01)®™ > |(Aby11)®™|. Finally, applying (5.4) on both sides of this
inequality, we get desired inequality of (ii). g

Observation 5.3 If p(g . p) 6.7-7(272:1) is simple-PPT, then pzsclg%) EFrec ts PPT.

Proof. It is immediate from definition of the families under consideration, that
rec(m)

the Lemma 5.2 applies, so that if p(gp) is simple-PPT, the matrix Nmp(dkp) (an

unnormalized matrix of pzsc]yg))), is simple-PPT. This by Observation 5.1 implies that

it is also a PPT state after normalization, which gives finally that rec(m) 4o pp. 1
& YA P,k p)

Hence, to assure a state prec(m) from F,.. to be PPT, it is enough to assure

(d,k,p)
pzfljsp)) from ]-7522:1) to be simple-PPT. We now show the parameters for which it

holds.

Lemma 5.4 For p € (0, %] and any k > 1 there exists d such that pzsck(lp)) is simple-

PPT. More specifically, the state pzflck(lg) is simple-PPT if and only if
1
0<p< 3 and (5.5)

1—p

d k
>
p <d—1)
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Proof. The matrix of the state pzsclilg) after partial transposition has the form
p(mdm=)t 0 0 0
0 (3 —p)m3 p(M52)" 0
r _ 2 2 2
PABA'B’ 0 p(ns)t (L pyrk 0 . (5.6)
0 0 0 p(m572)"

Since 71 and 7 are separable (and hence PPT), so is their mixture. Thus extreme-
diagonal blocks of the above matrix are PPT, as well as the middle diagonal, pro-
portional to 7. It remains to check when the condition

1 r

(5 —p)15 > pl(

T — T2

2| (57)

is satisfied, to obtain the parameters for which the state (5.6) is simple-PPT. Having

Ps = ﬁ([ + V) and p, = ﬁ(] — V) where V' swaps d-dimensional spaces and

applying VI' = dP, , (here exceptionally the projector onto state |\Il(+d)> =1 Zf;ol |i1)
we denote as P ), one easily gets that

Rk
PJ_
™ = <d2 i 1) (5.8)
Rk
Pt (1+d)P
I __ + +
e <d2+d+ 2 +d (5.9)

where Pfr- = [ — P, is projector onto subspace orthogonal to the projector onto
maximally entangled state Py = |14) (¢4
We check then the inequality

(= -p) ( Pr + (1+d)P+)®k >

d?+d d2+d

®k Rk
v (T (et arar
-2 a2 —1 d?2+d d?+d

To solve this inequality it is useful to represent the term on LHS as a sum:

Rk Rk
Pt 1+d)P Pt
S Gl 70 IR +R (5.11)
d? +d d? +d d?+d

(5.10)
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where operator R is an unnormalised state which consists of all terms coming out of

PJ‘ PL Rk
d{;d + (1;202?) apart from the first term (dTLi) . It

is good to note that R has support on subspace orthogonal to (P_ﬂ-)@)k . This fact
allows to omit the modulus with appropriate change of sign, getting:

k-fold tensor product of (

25 [P (@t~ ray) (512)

which is equivalent to (5.10). Since R and (P)®* are orthogonal, this inequality is
equivalent to the following two inequalities

(%—SMRzo (5.13)
(% —p) <d2pid>®k N g(Pi)@)k %
X(MQka_apidy> (5.14)
To save first inequality one needs p < % Preserving the second one requires
1;p><di1>k' (5.15)

This however is fulfilled for any p € (0, %] if d is taken properly large for some fixed

k. Indeed, the k-th root of 1].%” (which converges to 1 with k) can be greater than

% (which converges to 1 with d) for some large d. g

rec(m)

We study now for which parameters (d, k,p) and m the state Pld.kp)
is key distillable.

from Firece

Proposition 5.5 For 0 < e < 1/(8¢?) and p € (%, 1], there are k, d and m so, that
the sate pr™ is close to a pbit:
Pd.k,p)

o) =@ < 8(e) (5.16)

where 6(e) = 2\/4@ + 1(2v/2€) + 2v/2¢.
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Proof. We consider p( (m)) as is written in block form Z;jklzo lig) (kl| @ Ajjra (5.42)
(see the convention introduced in Section 2.58). Let us focus on the upper-right
block of the matrix (5.42), without normalization factor N,,. We denote it floon to
distinguish from Aggi1. Norm of this block equals:

ool = ()" (225229 — p,hyem| =
(5)" ca—27m)" =pma -2y, (5.17)

where second equality is consequence of the fact, that p, and ps have orthogonal
supports which gives that p®* is orthogonal to any term in expansion of (%)‘gk
but the one 21k pZk. Thus the result is equal to norm of [(2e522)®F — z%p;@k] (which

is (1— —)) plus norm of the difference |2,C P2k — p®k| which gives the above formula.

Thus the norm of the upper-right block Agp11 of the state (5.42) is given by

1 - 1 1 1
Aoon1]| = =l Aoon1]| = = (1 — =)™ ————. 1
[ Aoor1 | NmH oort|| = 5 (1 = 55) e (5.18)

We check now that one can increase this norm to be arbitrary close to 1/2. Since
p > 1, we get that (1 22y converges to 0 with m. Although increasing m diminishes

the term (1 — 2—)’”, we can first fix k large enough, so that the whole expression

(5.18) will be arbitrarily close to % Now, Theorem 3.19 assures that for any 0 <

e1 < 1/(8€?), if only (1 — —)mm > 1/2 — ¢, there is:

oG =721l < d(e), (5.19)
with §(.) vanishing as e — 0, hence the assertion follows. g

We now show, that for ceratin parameters (d, k, p), the states from F,.. are both
PPT and key distillable (PPT-KD):

Theorem 5.6 There are PPT states, which approximate private states. More specif-

ically, For any e > 0, and p € (4, 3] there exist k, d and m such that pzec(m)) € PPT
and ||(p Tsc,izj))) — || < ¢, for some pbit v2).

Proof. Let us fix € > 0, and p from interval (1/4,1/3]. We choose now small enough
0 < €1 < 1/(8€2) so that d(e1) < €, where §(.) is defined in thesis of Proposition 5.5.
It is possible, because § vanishes whith €; approaching zero. By this proposition,

there is high m and for such m, high enough k, such, that the state pzsck( )) (5.42)

is close to pbit in trace norm distance up to d(e;) < e. We can fix now also m and

k, and choose d so large that by Lemma 5.4 the state pzsck( )) is PPT. This however
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assures by Observation 5.3 that simultaneously the state pZSfIC(Z)) is also PPT and the
assertion follows.

We now collect the facts that we know about states from F.. to obtain the
theorem which proves that some of them are bound entangled and key distillable.

Let us first note, that in general, states which are PPT and approximate private
states are entangled. This is because separable states can not approximate private
states (Observation 4.20). Now, since PPT states have Ep = 0, PPT states which
approximate private states are bound entangled. We can now formulate a desired
result, which uses this fact in present context:

Theorem 5.7 There are bound entangled states that have nonzero distillable key.
Proof. From Theorem 5.6, it follows that for any € > 0, there are parameters (d, k, p)
such that the states pq("sfgz)) from F,.. are both PPT and within € distance in trace
norm to some private bit. These states are entangled, since as we have shown in
Observation 4.20, it is impossible for separable states to approximate private states.
Since they are PPT and entangled, by Theorem 2.28, they are bound entangled.
Finally, by Theorem 4.30, the states close by § < 1073 in trace norm to private
bits are key distillable. Since € > 0 can be taken arbitrarily small the latter can be
achieved, which ends the proof of this theorem.

The above theorem is one of the main results of this thesis. We discuss its major
consequences in the next section.

5.3 Interpretation of the existence of BE-KD states: pos-
sibility of teleportation and communicating in pri-
vate do not coincide in general

The fact, that there are BE-KD states has fundamental meaning for better under-
standing of both the privacy present in bipartite quantum states and their entangle-
ment. From example 2.6.1 (the phenomenon of teleportation), we know, that sharing
maximally entangled states allows for quantum communication. On the other hand,
it is shown in [HHH99], that sharing bound entangled states does not allow for such
possibility. Since PPT-KD states are bound entangled, their existence implies that
possibility of sending qubits, is only sufficient, but not necessary condition for pri-
vate communication. Moreover, from results of [HHH99], it follows that existence of
PPT-KD states receives the interpretation in terms of the so called channel capaci-
ties. Namely, it means that there are quantum channels with zero quantum capacity,
but non-zero private capacity. Another cryptographical formulation of this fact is
that pure entanglement is only the sufficient condition of privacy, but not necessary.
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The interpretation of this phenomenon from entanglement theory point of view,
is that bound entanglement can be useful for some task, which was not clear at
all (see [Mas05| for more general results in this subject). The PPT-KD states are
also the first bound entangled states for which the fact that they are entangled is
understood in operational way: they are key distillable.

5.4 One-way key distillable bound entangled states - con-
struction of the family F;

We construct here the class Fs of bound entangled states of the form p = p1v1 +paye,
where v; and 79 are key-part-orthogonal private bits, i.e. such that their key parts
are orthogonal: Tr[TrA/B/vf%A,B,TrA/Bﬁf}BA,B,] =0.

Recall first, that any private bit from B(C? ® C? ® C? ® C?) on systems ABA'B’,
can be represented in its X-form by an operator X of trance norm 1, which uniquely
determines it (see Section 3.4.2), so that the mixture of two pbits represented by X
and Xy that are key-part-orthogonal has matrix form:

pl\/XlXI 0 0 p1X1
1 0 \/ Xo X1 X 0
p— 5 b2 249 P22 . (5.20)
0 sz;f p2\/XgX2 0
plXir 0 0 p“/XIXl ]

in some product basis, which we choose now to be a standard basis. The essential
part of the construction of Fs is the following substitution: X; = WWU where

Wy = wijlig) (jil (5.21)
i

and u;; are matrix elements of some unitary matrix U on C%. The second operator

we choose Xo = ||VV://7¥|\ with T' being partial transposition on subsystem B’. The
U
corresponding mixing probabilities are
Wyl W]
p1= T b2 = S (5.22)
[Wull+ W] [Wull + [[Wgll

respectively.

In turn we obtain a desired family of states Fs. These are states on systems
ABA'B’ with dimA = dimB = 2 and dimA’ = dimB’ = d, that can be written in a
form
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Zij |wijlig) (]| 0 0 Zij uijlig){jil
1 0 Dol (idl 32 wiglit) (G 0
U= — . e 5.23
N 0 Sl Sl o (&
i Uiglgt) (il 0 0 2 i luiglli2) (il
with N = 2(2?{;:10 |uij||ij)(ij| + d), the indices 4,5 € {0,...,d — 1} in the summa-

tions, and U a unitary transformation with at least d + 1 nonzero matrix elements
when written in standard basis.
We can prove now the essential property of the states from Fs.

Proposition 5.8 For p = py1 + (1 — p)y2 €Fs, where y1 and 2 are key-part-
orthogonal pbits, p is both PPT and key distillable. Moreover it is tnvariant under
partial transposition (PT-invariant), and has Kp(p) > 1 — h(p1),

Proof. Let p = py €Fs with U a unitary transformation from definition of F. It is
easy to observe first that [WUW(T]]% = > [uigllig)(ij] and [W(EWU]% = > lwigl |59 (Gl
In both cases after normalisation by factor ||Wy|| we obtain separable, PT-invariant
state. Moreover [Wg(Wg)T]% = [(Wg)TW[E]% = ., |#)(ii], (again after normali-
sation giving PT-invariant separable state). From this we obtain that py with is
PT-invariant. At the same time we have desired security condition py > ps if only

n_ |l ?":E]’ 1 (5.24)
p2 Wyl d

The above inequality is satisfied for a unitary U which written in {|ij)} basis has
more than d nonzero entries. Indeed >, lui)? = d < >4 luiz| by unitarity of U
(note, that for each 4, the |u;;|? are probabilities). This inequality is strict, if only
there are d + 1 nonzero elements, since in this case there is a column with two
nonzero elements, that has the sum of their modulus strictly greater than the sum
of the squares of their modulus. The fact that Kp(py) > 1 — h(p) follows from
Proposition 4.34, since py is a mixture of two key-part-orthogonal private states.
Hence, they are BE-KD states, because separable states are not key distillable (see
discussion in Section 4.6.1). g

Thus, we have a large class of states that contain secure key and are bound
entangled.

Remark 5.9 The choice of X1 and the element \/XQX;r which assures positivity
of the matriz (5.20) with blocks of zeros in place of the two off-diagonal blocks: Xo
and X;[ has been found using numerical methods by £ Pankowski [Pan05]. By now,



Chapter 5. Secure key from certain PPT states 142

no algorithm is known, that decides for which operator of the form p1 X1 there is an

operator of the form (1—p1)\/X2X§ which assures p to be a PPT state. Interestingly,
the private bit determined by Xo in X -form is a flower state, that was presented in
Chapter 3.

5.4.1 Some properties of F;

Observation 5.10 The ratio of p1 and ps in (5.24) which is related to key rate
CEW > 1 — h(p1) achieves the highest value for unimodular unitaries U (ie. such
that |u;;| = ﬁ) Then it amounts to [%]Optimal = Vd.

Proof. We use the Lagrange multipliers method for the following function: f : R* \
{0} — R, defined as f(u0) = E‘ijj;lo |ui;|?, with the constraint g : R\ {0} — R
defined as g(u) = >, lui;|? —d (see e.g. [wik08b]). It is easy to see, that this method
gives desired optimality of ratio % = ﬁ. We only have to argue, that the constraint
g is proper in our context. The constraint that follows from assumption is just a

unitarity condition: UUT = I, that reads:

d—1
Z ’U,i]‘uzj = 5i,k' (525)
i7k=0

It follows then, that for each i, with k = i there is

IS
—_

uij|* = 1. (5.26)

T,
o

This condition allows us for the constraint g, which is more general - can be satisfied
by non-unitary matrices as well. Fortunately, the maximum can be attained by
unitary matrices as well, e.g. by the unimodular unitary transformations presented
in proof of Corollary 3.12. g

Example of 4 ® 4 bound entangled states with Kp > 0 from F;

Setting d = 2 in (5.23) we obtain the smallest (4®4) PPT-KD states from family Fs.
An easy example is a state with U equal to 1-qubit Hadamard gate H (see Section
2.2.2). The state py can be written as a mixture of Bell states on AB subsystem
of state, that are ’classically’ correlated with some other states on A’B’. Namely we
have

0H = Z qi¥i) (Yilap ® Q@B/ (5.27)
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where the correlated states are the following:

1
0 = §[P00 + Py,]

1
o) = §[P11 + Py,]
0% =p,, (5.28)

with Py, being projectors onto corresponding maximally entangled states: [vo,1) =
%(\O(D + [11)) and |2 3) = %(!Ol} +[10)) and P, projectors onto pure states

x = 2;/5(10(» + [g0)) (5.29)

respectively. The mixing distribution {g;}?_, is {

2727272
p1 = IJ\F/\E/T so by proposition 4.34 a positive key rate can be gained from this 4-qubit

PPT state. It reads:

PLBL P2 P2} Gince d = 2, one has

CEW (op) =1 — h(py) = 0.0213399. (5.30)

We will show now, that state py is extremal in set of PPT states in B(C* ® C*).
To this end, we acquire topological definitions of the neighbourhood of a point and
the boundary of a set in metric space:

Definition 5.3 (see e.g. [wik08c]) In metric space a set V is neighbourhood of a
point p, if there is an open ball with center at p and radius r,

B(p,r) ={z: ||z —s|| <r},
which is contained in V.

Definition 5.4 (see e.g. [wik08d]) For a subset S of topological space X, the set of
points p of X such that every neighborhood of p contains at least one point of S and
at least one point not of S.

If a point p belongs to a boundary, we say, that it is extremal in S. In our context,
we identify X with B(C? ® Cd/), for some d,d" > 2 that will be fixed later, and S
with the set of PPT states (PPT) in B(C? ® C¥). Since PPT is closed, we have
OPPT C PPT. Using this terminology, we can formulate the following observation:

Observation 5.11 The state o is extremal in PPT.
Proof. We show it by constructing a sequence of balls with center at pp and
vanishing radius, which contains a point out of PPT (i.e. NPT). Recall that gp is
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a mixture of the form (5.20) with X; = Wy and Xo = X|. It is straightforward

V2
1+v2
weight of p; we can interpolate between the two pbits and any point on a line

L = {plp = p1yx, + p2yx,} but pg is NPT. Hence for every ball B with nonzero
radius with center at pp, there is some NPT state in B N L. Let us fix some
neighbourhood N(pg) of py. By Definition 5.3, it contains a ball B(pg,r) for
some r > 0. We have then, that N(pg) contains py € PPT and some state from
B(pg,r) N L which is NPT, hence the assertion follows.g

to check, that any such mixture with p; # gives an NPT state. Changing

Remark 5.12 The same argument as in the above observation proves extremity of
the state oy with X1 = Wy, if only X1 is hermitian operator, and either X1 or Xi
has some positive eigenvalue.

5.5 On the construction of bound entangled states with
nonzero distillable key

In previous sections we have presented PPT-KD states from family F,... They are
of quite special form, which at first may appear strange. One can ask if it is just
a coincidence that states of such structure are PPT-KD. The original way in which
these states were constructed in [HHHOO5a| gives the answer to this question. The
fact that the states are PPT-KD, can be understood from their structure. It is
therefor instructive to follow the way in which these states were designed. From
this, it will follow that the paradigm of private states presented in previous chapters
perfectly suits the goal of getting PPT-KD states, giving insightful view on the
existence of PPT-KD states in general. We sketch also briefly the original idea of
the proof that some states from F,.. are PPT.
The construction of Fe. (5.1) is divided into three steps:

1. Construct states pils’k), which approximate pbits (for large enough k), but have
vanishing Fp (for large enough d).

2. Admix special separable state ppoise to get the family of states

=1
‘F((;?k,p)) = {p(d,k,p) = 2pp((i§,k;) + (1 - 2p)pnoise | d > 2a k > 17 pe (0, 1]}a (5'31)
such that p(q ) € PPT, for certain d, k, p.

3. Apply the probabilistic LOCC transformation called R protocol to obtain from

p%ﬁ’p) for sufficiently high m the states from F,.., with nonzero probability.
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5.5.1 On hiding states and how to construct approximate pbits with
arbitrarily small Ep

In this section we first invoke the scheme and main achievements of quantum data
hiding [TDL0O1, DLT02|, and show its connection with the structure of private states
with hermitian X when written in X form. Basing on this we argue that ceratin
states approximate private states, yet have arbitrarily small distillable entangled
states (see Section 5.5.1).

Hiding states

In scenario of distinguishing states (see e.g. [HMM™06| and references therein) in case
of two states we are given one of two bipartite states pg and p; with probability pg and
p1 respectively. We can perform quantum operations from some class of operations
OP, and at the end guess which state we were given. The guess is inconclusive, that is
we may be wrong. Our aim is to find an operation which maximises probability of a
good guess. Since what matters is just a probability of success, instead of optimizing
over operations we can optimize over corresponding POVMs. For OP being the set of
all quantum operations, it is easy to argue, that optimal POVM which distinguishes
between two states has only two elements Fy and F1, and the probability of success
is given by

Ps(Q)(Pos p1) = poTrEopo + p1TrEpr. (5.32)

(A formula for pyopy with OP a general class of operations see chapter 6). In this
case, the famous Helstrom formula holds, which for pg = p; = % gives:

pu@) (0. ) = 5+ 1lloo — | (5.33)
One can expect, that if the class OP is restricted, e.g. equal to LOCC, the probability
becomes smaller. Surprisingly, the recent results shows that the difference between
the pyrocc) and p,(g) can be extremal, i.e. almost % This phenomenon was found
by DiVincenzo, Leung and Terhal in [TDL01, DLT02|, and exploited to develop a so
called quantum data hiding scheme. According to the latter, one can hide one bit of

information by correlating the bit with a pair of states {pdel, p"*de2}  which are

(i) almost indistinguishable by means of LOCC operations: py LOCC)(phidel, hide2)
1

2

o

(i) almost distinguishable by means of quantum operations py(q)(p"*!, p"e?) ~

1.
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Any pair of states satisfying these two properties is called a pair of hiding states.
The resulting state with the hidden bit on system C' is of the form:

1 ger 1 -
puy = 510)(0lc @ Pl + S[1)(1c @ pE™. (5-34)

The bit on system C is inaccessible to the parties who perform LOCC operations on
system AB thanks to property (i), yet it can be reviled if they come together and
perform quantum operation, which is assured by property (ii).

This amusing phenomenon has been developed by Eggeling and Werner in [EW02].
They have found a pair of hiding states 71 and 7 (called further EW hiding states),
which are additionally both separable, which appears to be crucial in our further con-
siderations. Eggeling and Werner also derived a general upper bound (called further
EW bound) on probability of distinguishing by means of PPT operations (and hence
also LOCC operations), which can be seen as a counterpart of Helstrom formula (see
Proposition 6.1):
pucorry(p1.02) < 3+ 7ll6f — o5l (53)
where I" denotes the operation of partial transposition (Def. 2.7). The EW hiding
states are

= (ps —;pa)@)k
with ps and p, the symmetric and antisymmetric Werner states acting on d x d
dimensional Hilbert space (See Eq. (3.53)). To improve distinguishability via quan-
tum operations one needs to increase k. To make at the same time arbitrarily small
LOCC distinguishability, one needs to increase initial dimension d. It is shown in
[EWO02], that for the pair {m, 72}, the EW bound is small, hence they are hiding.

, 2= (ps)®F, (5.36)

Approximate pbits with almost zero Ep

We now adopt the idea of hiding bits to find states with arbitrarily small distillable
entanglement, yet with non vanishing amount of distillable key. In [HHHOO05a]|, this
method was called ’hiding entanglement’, as in this way we have ’hide’ maximally
entangled states. We do not use this name in present context, as we preserve it for
the issue of distinguishing entangled states from separable states (see Chapter 6).

Instead of bits one can correlate two, orthogonal maximally entangled states with
the two hiding 71, 7 states to obtain:

/

1 ! ! ]_ !
plgw = 5|9+)(+]ap ® B 4 3le-No-lap @ VB (5.37)

Now, the two properties of hiding states which we have invoked, are connected the
two new properties of some states p?j k) for sufficiently high d and k:
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(i) ED(p?ik)) ~ 0 (Ep is decreased)
(ii) Kp (p?ik)) ~ 1, (approximate pbit)

We will not use these properties directly, however it appears that the successful
construction of PPT-KD states within F,.. is tightly connected to these two proper-
ties. Namely, it is easier to construct a PPT-KD state from state with a gap between
FEp and Kp, when Ep is already small. To serve a background, but not to diverge
too much from the subject, we give only the idea of the proof of these two properties.

The idea of the proof of (i) is the following. Adapting Lemma 3.7, to states of
the form (5.37), one gets EN(p‘(jg’k)) =log(1+ 3||7f —74||). The quantity ||r{ — 73|
appears in the Eggeling Werner bound (5.35), which is small for 71 and 75. Hence,
also Ey is small, and small is finally the EFp upper bounded by En [VWO02]. The
higher d, the smaller Ep becomes.

The idea to see (ii) is to compare states p?ik) to a pbit. Because 7; are hiding,
they are orthogonal i.e. satisfy 3|[r1 — || > 1 — 2¢, for some e. Now, writing
pflg’k) in block form Z%kl:o |ij)(kl| ® Ajj one can see, that Ago1 = (11 — T2).
Hence, [|Ago11]| > 3 —e. This by Proposition 3.19 implies that pdik) is close to some
private bit in trace norm, providing sufficiently small €, which can be achieved by
increasing parameter k. We know also by Theorem 4.30, that if p‘(ici k) is close enough
to pbit, then its distillable key tends to 1. The fact, that Kp (p?ik)) < 1 follows from
Proposition 3.13.

It might be a good place to note, that choosing p‘(ig’k) as a starting point, had
double advantage. First, because 71 and 7o are hiding, p‘(igyk) does not allow for
distillation of entanglement by just distinguishing them. Second, as it was mentioned,
this particular hiding states are separable, so they do not bring in any entanglement.

5.5.2 From approximate pbit with small £, to PPT states...

Having constructed states pdg’ k)’ that approximate pbits with small Ep, we are ready
to make them PPT, i.e. with zero Ep. This transformation fortunately does not
decrease distillable key too much. In this way we obtain the family f,ﬁé’;:”, which is
the second step to construct F,... The parameters k and d of fr(gzl) are inherited
from p‘(is’k). We introduce now the parameter p.
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To this end, we first observe, that the state:

1oy 0 0 3(m5™)
o 0 0 0 0
Pldk) = 0 00 0 ’

3(052) 0 0 F(7E™)

(5.38)

is obviously negative after partial transposition (is NPT). Indeed, consider partial
transposition over system BB’ (i.e. transposition on system BB’ only). It is a
composition of partial transpositions of B and B’ subsystems, transforming the state
(5.38) into:

pEBA’B/ = (IA ®TB & IA’ ®TB/)(,0ABA/B/) =

F(ogmyt 0 0 0
_| o 0 gm0
0 %(7157'2)1" 0 1 0 ]
0 0 0 3(1E™2)

(5.39)

where I' denotes partial transposition over subsystem B’ (as partial transposition
over B caused interchange of blocks of matrix of (5.38), see Example 2.16). This
matrix is obviously not positive for the lack of middle-diagonal blocks. To prevent
this we admix to p‘(isvk) a separable state £(|01)(01]|+|10)(10|) ® 7> with a probability
(1 — 2p), where p € (0, 3]. It’s matrix reads then

)00 )
B 0 (5 —p)72 0 0
p(d,k,P) - 0 0 (% _ p)TQ 0 N (540)
p(B372) 0 0 p(B5™)

In subscript we explicitly write the parameters on which this state depends implicitly:
d = da = dp is the dimension of symmetric and antisymmetric Werner states used
for hiding states (5.36) and k is parameter of tensoring in their construction. Thus
we have the desired family of states:

f1£2221) = {p(d,k,p) | d Z 27 k Z 17 YIS (07 1]}7 (541)

in accordance with Definition 5.1. As it was shown in Lemma 5.4, these states are
PPT for certain range of parameters (d, k, p).
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5.5.3 ... and back - to approximate pbits in higher dimensions,
using PPT states and recurrence protocol

In this section we finalize the construction of states from F,... These are the states
from f#;ﬁ:l) but improved via the probabilistic LOCC operations performed on some
number m of the copies of the latter. The probabilistic operations, forming an R
protocol gives with nonzero probability state from Fj..., which is much closer to a
pbit, than the states from Flm=1,

To this end, we first describe the following LOCC procedure, that will be central
for obtaining more and more secure states out of p%{’z’p).

Recurrence protocol for getting states close to pbits

In this section we introduce a protocol, called recurrence protocol (R). It allows
Alice and Bob sharing p((%’i’j]i,p) to obtain via two-way LOCC operation with nonzero
probability a state which is close to private state. This protocol is a direct analogue
of recurrence protocol introduced by Maurer in context of classical key agreement
[Mau93|, in analogy to approach of [BDSW96].

Description of the R protocol

Let Alice and Bob share m copies of a state p. They take first system in the
state p as source system, and iterate the following procedure. In i-th step they take
the i-th system in state p, and treat it as a target system. Let us remind that both
systems have four subsystems A, B, A’ and B’. To distinguish the source and target
system, the corresponding subsystems of the target system we call A, B, A’,B'. On
the source and target system they both perform a Control-NOT unitary operation!
with the source at the A(B) part of the source system and target at A(B) part of
the target system for Alice (Bob) respectively. Then, they both measure the A and
B subsystem of the target system in computational basis respectively, and compare
the results. If the results agree, they proceed the protocol, getting rid of the AB
subsystem. If they do not agree, they abort the protocol i.e. trace out the state, and
prepare (properly embedded) state |22)(22|. With nonzero probability of success
they can perform this procedure m — 1 times having each time the same source
system. That is they start with m systems in state p and in each step (upon success)
they use up one system and pass to the next step.

We will show now, that applying the R protocol to ngckglg) €Frec, One can obtain

'The Control-NOT operation (CNOT) is defined via acting on standard basis as follows:
CNOT|i)s|j)e := |i)s|i ® j)¢, where s,t denotes the source and target system respectively.
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pzsfk(jz)) EFrec for m > 1. Let us recall, that they are of the form:

[p(Tg2 )= 0 0 [p(T572))m
rec(m) _ 1 0 (3 — p)72)™ 0 0
Pdk.p) N, 0 0 [(% — p)m)®m 0 )
[p(157)) ™ 0 0 [p(1g72)) ™

(5.42)
where Ny, = 2[p™ + (3 — p)™]. We first need the following observation about
these states.

rec(m)

Observation 5.13 p,, ' written in block form Z}jklzo i7)(kl| ® Zijii satisfies
Zijkl = Zgi = ]\}fmm%?, where Woooo = p(BE2), Woror = (3 — )72, Woorr =
p(P572) and i denotes binary negation of index i with the same for j,k, .
Proof. Follows easily from definition of the family F ...

In what follows we will refer to the property from the above observation, as to
the symmetry&tensor property. We can pass now to desired lemma.

Lemma 5.14 The output of R protocol applied to | Tec(l)]‘@m has form p(m) =

P(d.k.p) out
g Tt 4 (1= gf)122)(22), with qffp) > 0.
Proof. We focus on the first step of the procedure, in a form general enough to
show how the induction proves the result.

Let us consider the state papap = pzdeclglp)) and arbitrary state o ;54 5 from

B(H; ® Hy ® H; ® Hp,) with dimH ; = dimHz = 2. When both written in a
block form, their tensor product reads:

1,1

Oipiy @paan = Y, kAN X @)t 1@ |s) vz YET
ijkl=0,rstv=0
(5.43)

After applying the CNOT operations on systems AA and BB respectively, the above
state reads:
1,1 .
povors = D |kLASINUIBOXG ®lroi) okl 18]seh) (vl Y5 -
1jkl=0,rstv=0

(5.44)
The form of the output state follows from the fact, that upon result |00)(00| on AB,
the resulting (unnormalized) state has form:

1
pENOTSs = Z i) (kla @ ) {llp @ X7 ©0)(01; ©0)(0]5 ® Vi, (5.45)
ijki=0
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and upon result [11)(11], the state reads:

1

pENoOTS = Z i) (kla @ 15){|B® X{?k]zg @ |D(1z® 1)1z ® YE?E;‘B . (5.46)
ijkl=0

In first iteration, according to R, we have 0 ;5 1,5 = papa'p. By Observation 5.13,
and equations (5.45) and (5.46), after this iteration there is:

(()i)t — Trflé [pOCONOTS + plc’lNOTs] _ rec(2) (547)

TrlpEvors + Penors) (k)"
It is also straightforward to check that

1
qg:u)a = Tr[p8nors + PENOTS)> (5.48)

which gives:

qg}: = (TrXo000TrYoo00 + TrXo101 Tr¥o101 + TrX1010TrY1010 + TrX1111 TrY1111) +
(TrXoo00TrY1111 + TrXo101 TrY1010 + TrX1010Tr Y0101 + TrX1111 TrYo00005.49)

This probability is nonzero since the entries TrXj;;; sum up to 1, and Xjj;;; = Yiji;
in this case.

If we assume now the thesis for pzsclgzb)), we can substitute this matrix in place of

0 ipir to get analogues of the formulas (5.45) and (5.46). Now, again by Observa-

tion 5.13, both the matrix pzscélp)) and pzscérg)) satisfy the symmetry&tensor property.
N (m)7 rec(m+1)

From this facts, in analogy to (5.47), po,; = Plakp) - The probability of obtain-

ing this matrix is nonzero from the assumption that qg}g) is nonzero, and from the

formula analogous to (5.49). This proves the assertion. g

PPT states within F,.. - sketch of the original proof

Having described the construction, we are able to invoke the original argumentation
for that some states from F,.. are PPT, given in [HHHOOb5a|. It can be called
operational, since it follows from the fact, that:

e the probabilistic LOCC operations (such as R protocol) transforms PPT states
into PPT states (see Theorem 2.17)

Hence, if we have assured the states from .7-"#;7;:1) to be PPT, so must be the corre-
sponding states from F,.., obtained by the R protocol, and the assertion follows. It
is different from that we have presented in Section 5.2, in that it uses more general
notions: of probabilistic LOCC operations, and the R protocol.
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5.5.4 Remarks on general approach to distill key from biparite
states

The choice of R protocol in construction of F,.. is not accidental. The original idea
of [HHHOO05a] was just to distill key from the states p(q ), for which the R protocol
was used. This fact did not receive clear enough statement in [HHHO05¢c, HHHOO05a|.

The fact, that some states from .7-}(27;:1) are also distillable, was noted explicitly in
[CCKT07]. We comment now on the use of the R protocol to distill key from these
states.

The R protocol on input p E]:,EZZ:D outputs an approximate private state poyr €Frec
only with nonzero probability gqr of success. Thus, the R protocol can be called a
probabilistic key distillation protocol, while Def. 4.1 of key distillation involves pro-
tocols which outputs approximate private states with certainty. It is however easy to
make from the R protocol an LOCC operation which outputs state that is close to
Pout 1N trace norm, by amplifying probability ¢r. One achieves this applying repeti-
tively the probabilistic LOCC operation, and make appropriate postselection of the
results. Success of this approach follows from the well known Chernoff bound. Since
Pout 1S an approximate private state, and reachable from p via LOCC operation,
such modified R protocol is legitimate key distillation protocol for p, which proves
Kp (p) > 0.

It is easy to see that in fact, any probabilistic key distillation protocol can be
turned into key distillation protocol via modification presented above. This approach:
first distillation via some LOCC operation followed by the application of the MPDW
protocol has been noted as necessary [CCK'07], and in fact necessary and sufficient
condition [AHO06] for key distillability of any state (see Theorem 4.32).

In particular, not only the states which approximate private states such as PPT-
KD states from F,.. are key distillable. Indeed: the PPT-KD states from F; as well
as fﬁgg}:l) are clearly far from private states in trace norm, as their p-squeezed states
are so. It is the protocol of key distillation which transforms (many copies of) them
into some (large) states that are close to private states.

On one and two-way key distillability

An interesting issue is the use of classical communication in the key distillation
protocol. The MPDW protocol (see Section 4.6.5 and Sections 4.6.3,4.6.2) which
we base on here, uses only one-way communication. This protocol gives key from

the states pzscé?)) and from F;. In |[CCK™07| it is argued, that the one-way key

distillation MPDW can not be launched directly on states from f,ﬁ’;ﬁ:“, as they
have negative CBW. Hence, the only way they are known to be key distillable
is via use of the modified R protocol described above, which clearly uses two-way
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communication, as the R does so. It seems thus, that the PPT-KD states from
fﬁgé:l) are distillable only by two-way key distillation protocols. One could think,
that two-way communication may be needed here, because states from fﬁQZ:” are
far in trace norm from private states, and that this is general reason for two-way
communication. As it is the main surprise of [HPHHO5|, this is not the case: the
states from Fy are distillable via one-way MPDW protocol, despite of the fact, that

they are far from private states.

)

Searching for minimal dimension of BE-KD states in Tﬁgzzl

To check the key distillability of the states from p efﬁZZ:”, we will check if it is
indicated by the sufficient condition, based on the R followed by Devetak-Winter
protocol.

Observation 5.15 Some numerical investigations suggests that minimal dimension
d, and parameter k for which there is p € (1, %], such that C’BW([(pZSCIE’Z)))ps]ccq) >0
is nonzero for some m, and pgy, ) 1s PPT, equals d =5 and k = 4. In this case,

minimal m is m = 6. In particular there is

CBW([(/)Z;?;E))”S]CC(]) = 0.0336181. (5.50)

Proof. To see this we use Lemma 4.33, which calculates the DW key rate for p-
squeezed states of certain form. In our case, this rate reads:
OB ([(Scmype]en) =1 — H((x + y,w — 9,7, 2), (5.51)
where & = p™/(2p™ +2(1/2—p)™), y = (5)(1=209)"(1/(1+(352)™)), 2 = 5 — .
The investigation of minimal parameters d, k, m is as follows.
A simple search using For loop in Mathematica 5.0 with 2D plot of the above
rate function (5.51), yields that minimal k& for which it is positive for some range of

pE (%, %] is k = 3. In this case minimal is m = 6, and p is close to 1/3. For example:

CBW([(p’("gcff))PS]CCQ) = 0.0336181. (5.52)
"'y 3
Increasing m for smaller k& doeas not give hope for getting some CBW positive for
k < 3, yet we did not perform an analytical proof of this fact.

Analogously, we do a brute-force test to find the minimal d for which the function

forr(pd k) = 2P (9 (5.53)
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is not negative, assuring that ,07("20157;)) is PPT. To this end we fix £ = 3 and search for
11

the smallest d for which the plot of p in range (7, 3] shows the fppr to be positive.
We have found that minimal d for which fppr > 0 with probability p for which
quantity (5.51) is positive, equals 5. Exemplary p for which positivity of both (5.51)
and (5.53) is satisfied with k = 3,d = 5,m = 6 equals 1.
Thus we have numerical suggestion, that the smallest state p( ) which has

positive distillable key occupies [log(22 x (d5°)?)] = [log(4 x (53)2)} = 16 qubits.

On key distillability of 2 ® n states

In this section we consider states from B(C®?®C®™) for n > 4. In this case, there can
be also some PPT entangled states, which have Ep = 0, yet may be key distillable.
No such state is known so far.

Let us note, that all PPT-KD states constructed in this Chapter have the prop-
erty, that their p-squeezed states are key distillable. We observe, that the states
in B(C®? ® C®") for n > 4 does not have this property. In the proposition below,
without loss of generality we show this for n = n’ x n” (other cases can be covered
by proper embedding of an n-dimensional system).

Proposition 5.16 For a bipartite PPT state papp € B(C®% @ C®" @ C®"") the
p-squeezed state of papp' s not key distillable.
Proof. It is easy to see, that for papp/, the operation of p-suqeezeing can be per-
formed on Bob’s site. This is because instead of untwisting Up,, which is ingredient of
p-squeezing?, Bob can perform the local twisting, which has form ZLO leq) (e U
and subsequently trace out the B’ system. Now, if the state pP* was key distillable
it would be entangled, i.e. would have Ep > 0, as all two-qubit entangled states are
distillable [HHH97|. Hence, Bob could transform a PPT state which has Ep = 0,
into state with Ep > 0 by local operations, which is impossible, by Theorem 2.28.
For this reason, we conjecture, that if there are entangled states which are not
key distillable, it can be some PPT states in B(C®? @ C®") for n > 4 [BHH'08)].

5.6 Further developement and open problems

It might by a good place to note, the abstract of [HHHOO5¢| is unfortunately too
sound in saying that "‘It is shown that one can distill arbitrarily secure key from
bound entangled states"’. The sentence should be: "It is shown that one can distill

2For consistency with definition of privacy squeezing (see Section 3.3.2), one should assume
existence of system A’ with associated 1-dimensional Hilbert space, which we omit here as technical
detail.
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arbitrarily secure key from certain bound entangled states"’, which we have noticed,
while writing this thesis.

Key distillability, and PPT-KD states

In [CCK™T07] it has been observed, that states from FT(ZCL:D has negative CEW for
law d and k, so that a two-way protocol is needed. Also, other key distillable states
based on those presented in this Chapter has been found there. As it was already
stated, the necessary [CCKT07| and necessary and sufficient condition [AH06] for
key distillability has been explicitly stated. In [CCK™07] it is noted, that there are
PPT-KD states in Fio . Moreover, in [AHO06], new PPT-KD states in C®¢ @ C%6
has been found.

Multipartite PPT-KD states

The mulitpartite PPT-KD states have been found [Aug08]. The main Theorems of
this thesis are shown to be true also in multipartite setting. In this setting some
different (multiparite) phenomena comes into play: there are PPT-KD states which
have twisted a so called noisy W state, (not just a GHZ which is a multipartite
counterpart of the maximally entangled state).

Unconditionally secure quantum key distribution and private states

So far in this thesis we have explored the LOCC scenario (see Sections 2.6, and 2.14).
In this scenario Alice and Bob are promised to be given n copies of a quantum state
p, while Eve is given their purifying systems. This is a fundamental scenario, yet not
fully realistic. In reality, Alice and Bob would like to trust only themselves, while
the LOCC scenario implicitly assumes one of the two: (i) existence of a person who
provides the states (ii) Alice sends 'parts’ of the states to Bob via channel.

To avoid trusting the person in case (i) or assuming that the channel is not
tampered with in case (ii), Alice and Bob have to wverify if they are given good
states, before they try to extract secure key. If they did not check the quality of
input, Eve who can be in principle the provider, or (in case (ii)) who can operate
during transmision via the channel, could manipulate them providing states from
which they will never obtain a secure output.

For the sake of verification they perform certain LOCC operations, and if the
input is acceptable, they proceed to transform it into state which represents secure
key. If the input is not acceptable, they reject it, and close the protocol. These oper-
ations ( including verification followed by privacy extraction or rejection) establishes
what is called unconditionally secure quantum key distribution protocol.
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In [HLLOO6] and [HHH"07, HHH" 08|, the following questions are studied re-
spectively, and answered in positive:

e Are (i) private bits, ((ii) approximate private bits) verifiable via LOCC oper-
ations 7

In [RSO7] the simple proof for security of the protocols based on noisy prepro-
cessing has been found. It bases on the fact, that a coherent version of any quantum
key distribution protocol, to be unconditionally secure need to produce private states
(see also [RB08, RB07]).

5.6.1 Open problems

The most widely open problem (see also [Wer99, AHO06]) is the following:
1 Are all entangled states key distillable ?

This fundamental issue weather privacy and entanglement are qualitatively equiv-
alent, has variety of simplified sub-questions. Exemplary can be the following:

2 Are some previously known PPT entangled states key distillable ?

3 What is the maximal value of key obtained from PPT entangled states in
C® ® %4, Is it reached only by the states from the boundary of PPT?

4 Characterization of the states belonging to boundary of PPT, which are key
distillable.

5 Are there bound entangled key distillable states in C®? ® C®3 and C®? ® C®*
(see [AHO6] and Section 5.5.4)?

6 Is there a criterion that reports entanglement of PPT-KD states presented here,
which does not base on the fact that they are key distillable 7



Chapter 6

Distinguishing private states from
attacked private states - hiding
entanglement scheme

In this Chapter we discuss the subject of discriminating between two states via
LOCC operations [Hor08]. We consider distinguishing k copies of a private bit from
k copies of its attacked version, which is the pbit with key part already measured
by Eve, who makes a copy of the key bits. This attack can be performed by Eve
either during performance of quantum key distribution protocols, or via hacking into
Alice’s or Bob’s site.

We consider the family of pbits presented in Section 3.4.3 (Eq (3.51)), with
increasing dimension d of shield. For this family, attacked versions of v, are separable.
We show that one needs exponentially & = Q(d) many (as a function of occupied
space O(log d)) number of 74 to distinguish them from separable states. We refer to
this phenomenon as to hiding of entanglement.

In Section 6.1 we consider the Eggeling-Werner bound on probability of success of
discriminating between two states pg and p; via LOCC operations in case pg = p®*
and p; = 0®%, when at least one of them is in PPT. We provide a lower bound on
the number £ of pbits needed in order to distinguish them approximately from their
attacked versions, which scales proportionally to the inverse of log-negativity Fn of
the pbit.
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6.1 Distinguishing between two states provided in many
copies with restricted class of operations

In what follows, we assume distinguishing scenario introduced in Section 5.5.1 focus-
ing on distinguishing by means of restricted class of operations OP. According to
this scenario, we want to maximize the probability of success of inconclusive distin-
guishing between two states provided with equal proabability, which is

1 i i
psiop)(po; p1) = {Z%_I))} §(T1" E E po + Tr E EV ), (6.1)
j 1 1

where {E](-l)} is a POVM with elements Ej(-z) originating from some operation from
OP (note, that in case OP being all quantum operations the formula for probability
of success p,op) is simpler, but it can not be so for e.g. LOCC operations).

We will use in this chapter three classes of operations: LOCC, PPT and quantum
operations Q (see Section 2.6). The probability of success for each of them we denote
as pyrocc), Ps(ppr) and py) respectively. Note, that since we have LOCC C
PPT C @, there is :

ps(rocc)(po, 1) < pyppr)(P0, P1) < Do) (PO, P1)- (6.2)

Moreover, by Eq. (6.1) the probability of success is monotonous under allowed
operations:

ps(op)(po, p1) = psop)(Alpo), A(p1)). (6.3)

for any A € OP, and OP € {PPT,LOCC,Q}.

Note also, that psop) (po, p1) > %, since we can always decide randomly, inde-
pendent of a given state. We are ready to reformulate the Eggeling-Werner bound
in Helstrom like way:

Proposition 6.1 (adapted from [EW02]) If po and p1 are provided with equal prob-
abilities, there is

1 1
A (6.4)

Ps(pPPT) (po; p1)

Proof. This proposition is an immediate consequence of the fact, that POVM
elements which originates from LOCC operations are PPT operators (have positive
partial transposition) and elementary properties of partial transposition (Eq. 2.67),
trace norm and hermitian operators (see Sections A.1.1 and 2.5) g

In what follows we will deal with the case pg = p®* and p; = 0®*. Consequently,

k

we denote pyom(p®*, o) o5 1 (5. 0)

In spirit of [VWO02| we make the following observation:
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Observation 6.2 The function ||(p)' — (o)V|| is a metric on B(H), for p,o €
B(H).
Proof. It follows directly from the fact that ||p"|| is generalized matrix norm [VW02,
HJ85]. g

Consequently, we will denote ||p" — o¥|| as ||p — o||r.

Remark 6.3 This notation is consistent with the fact that ||p" —o'|| = ||(p— )",
which follows from linearity of T.

Lemma 6.4 For bipartite states p and o from B(Ha ® Hp) there holds:

1. If pe NPT and o € PPT, then

I Rk ®k|| . <« HP||]12_1 65
P -0 HFf [HPHF_l]Hp_UHF ( : )

2. If p,o € PPT | then
10%* — 0% [lp < Kllp — ollr, (6.6)
where NPT = B(Ha ® Hp) — PPT.

Proof. Let us invoke elementary algebra of norms of tensor products of matrices
[Bha97]. Since A®F — B®F = Z?:l A%k @ (A — B) ® B®~! for any matrices A
and B, by the triangle inequality we have:

k
|AZF — BER| < (3 IJAIF|IBIP)]1A - B, (6.7)
j=1

In general the above inequality reads
||A®F — B®K|| < kM*L||A - B|. (6.8)

with M = max(||4||,||B]||). However in special cases we can have one of the norm
equal to 1. Namley, if B = 0 € PPT (with no assumption about A), we have
l|o||r = 1. Providing the fact that [p®*]'" = [p']®*  we obtain the first part of this
lemma. The second follows the same argument, as in this case also ||p||lr = 14
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6.1.1 Distinguishing some pbits from key-part-attacked pbits

Consider a private state v = Z?j_:lo é\ii><jj|AB ®Uiparp U;. The state
d—1 1
vl = Sli){iilap UipapUj, (6.9)
=0

is called key-part-attacked private state, as it is private state which has been measured
on its key part. We denote it v, when dimension is clear from the context. We also
refer to v, as to key-part-attacked version of .

We give now a lower bound on the number of k copies of a private bit () from
certain class, needed in order to distinguish it with high probability from that many
copies of U%.

Theorem 6.5 Let v € B(C®?2 ®C%? @ C®% @ C®48') be a private bit represented in
X -form, such that VXXT and VXTX are positive under partial transposition, there
holds

(k) (k)

log(||X|[r +1) En(v)
(k) _ (k)
(

with ps~ = p, PPT) (7,02), and En(v) = log [[YF|| the log-negativity, where ’Ug

Remark 6.6 Note, that log-negativity of any private bit is greater than zero. It
follows immediately from the fact that 0 < Ep(vy) < En(v) [HA06, VIW02].
Proof. Consider a private bit in X form:

xXxf 00 X
2) 1 0 0 0 0
YabaB =5 o0 00 0 | (6.11)
Xt 0 0 VXiX
where || X|| = 1. By Lemma 3.7, there is
Y[ =1+ [|X][r. (6.12)
Then, by (6.5)
X k-1
ek — ook < WX DEZ 1y oy (6.13)

X1l

It is easy to see, that ||y —v,|lr = || X]|r, so

179 — o®F|lp < (1 X[Ir + 1)* - 1. (6.14)
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We can turn now to the probability of success pgk) = ps(7®*, ’U7®k) of distinguishing

k copies of v from k copies of its dephased version, when provided with equal proba-
bility. Applying Proposition (6.1), and the above inequality, we obtain the following
bound:

_I_

pM < (X1l + 1" = 1), (6.15)

N —
>~ =

which gives after inserting (6.12)

log(4pt” —1) _ log(4pl"” — 1) (6.16)
“log(L+[[X[lr) — Enx()

where En () = log||7y||r stands for log-negativity, which we set out to prove. g

6.1.2 Family of private states which are exponentially hard in dis-
tinguishing from their attacked versions

Consider again the private bit of the form (3.53):

v = plpy) (] @ ps + (1 = p) |- ) (Y| ® pa, (6.17)

with p, /s being normalized projectors onto symmetric and antisymmetric subspaces,
and the probability p = %(1 + é) Recall, that the log negativity of this state is
En(vY) =log(1+3) (see Section 3.4.3).

®

(v, vy) there is

Observation 6.7 For p (l(“)

= Pyppr)
k> [dlog(4p®) —1)]. (6.18)

In particular, for péIZ;PT) = %, there is k > %d, where d X d is the dimention of the
shield of ¥V give in Eq. (6.17).

Proof. Indeed, any k that allows for distinguishing with a fixed probability ps has
to satisfy the bound (6.10). Now, since there is log(1 + x) < x for > 0, we have

(k)
that log(1 + é) < é, so that dlog(4pgk) -1) < % < k For probability of
d

success pggDPT) = 3/4 one needs k > dlog% > %d. This is exponential number as a

function of number of qubits that one copy of the state occupies, which is 2logd. g
We have shown a pbit on O(log d) qubits, such that distingiushing it from its key-

part-attacked version needs §2(d) copies. We have now the following observation:

Observation 6.8 There holds:

1. 4V is irreducible, that is Kp(y") = 1.
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2. v% 18 a separable state.

Proof. It follows from definition of the private state v and U%..

By these properties, the demonstrated phenomenon receives an interpretation of
hiding entanglement. Namely, we have a state of say k = |d/2] copies of ¥ which
is clearly entangled, having Kp((v")®L%2]) = |d/2], yet it can not be distinguished
by means of LOCC operations with arbitrarily high probability of success from a
separable (disentangled) state v,®*. More formal definition of this phenomenon will
be presented in [Hor08].

Remark 6.9 The phrase "hiding entanglement” has been used in [HHHOO05¢/. How-
ever, what it meant there, was the fact that distillable entanglement rapidly de-
creases after twisting a state. That is, that k copies of maximally entangled 2-qubit
states have Ep = k and after twisting them, one gets k copies of vy, which has
Ep <N < klog(1l+ é) Here, we strengthen the meaning of this phrase, by show-
ing, that twisting can decrease all kinds of entanglement, so that the probability of
saying that the state is not separable (that is not a state vy), is exponentially small
i number of qubits which it occupies.

Remark 6.10 In Section 5.6, we have briefly introduced the unconditionally secure
quantum key distribution. In that scheme, one considers in principle arbitrary num-
ber of qubits exchanged between (or send to both) Alice and Bob. In practice, they
exchange some finite number n of qubits, and want to establish key which is e-secure,
for some small € > 0 parameter of security. The minimal number of n for some
fized € for which security can be obtained has been studied recently (see [SRO7| and
references therein, as well as review papers [GRTZ01, DLH01, SBPC* 08]).

Ezxemplary origin for the lower bound for quantum communication in quantum
key distribution protocol as connected with the length of the verification procedure®
was provided in [CLLO4a] (see also Section 5.6). Intuitively, this length (in terms of
number of checked input systems) has to be large enough so that Alice and Bob were
sure that the rest of systems are good for obtaining secure key. In particular, as it has
been shown in [CLL04al, they have to exclude possibility of sharing separable states,
which are insecure (see Section 4.6.1). Our speculation in this remark explores this
fact, indicating the lower bound on the length of verification procedure when some
private states are under consideration.

The scenario

We assume, that Alice and Bob share a certain number n of systems in unknown
quantum state, which are expected to be in a state p®™ with p belonging to some

1By the length of the verification procedure of unconditionally secure quantum key distribution
protocol we will mean the number of states that are processed in this procedure.
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acceptable set of states A C B(C ® C?) (in our case p will be a private state). They
then pass to verify if they are able to distill secure key from the state which they are
giwen. We do not specify how they happened to share these systems, so that definition
of quantum key distribution protocol that uses finite resources which we are going to
provide, works for both the case when systems are distributed by Alice, and in case
where they are given to Alice and Bob by some provider.

Necessary condition for security

As discussed above, from [CLLO04al, it follows that to assure unconditional se-
curity of quantum key distribution protocol, Alice and Bob having performed the
verification procedure, have to be sure with probability close to 1, that they do not
share separable

Eve’s attacks

Eve measures the Bob’s subsystem of the key part of each of the private states in
basis in which it is secure, either (i) while they are being distributed (eavesdropping)
or (ii) while they are stored in their lab (hacking). We refer to these attacks as to
key-part attacks.

We present now intuitive claim, whose rigorous proof we provide in [Hor08], along
with rigorous definition of finite quantum key distribution protocols based on private
states.

Claim

Any unconditionally secure quantum key distribution protocol, which accepts pri-
vate state vV residing on more than 30 qubits, requires verification procedure of length
k> 10%.

Let us note here, that with increasing dimension of the shield, the density of key
measured in the number of key bits per the number of qubits the private state occupies,
goes down. Hence, the private states with so large shield, that the above effect enters
may not be welcome at all in quantum cryptographic protocols. It is however not
known what is the minimal dimension of the shield, increasing significantly the length
of verification procedure.

Note added: The results on distinguishing of private states from separable
states presented in section 6.1, has been announced on the seminar of the Insti-
tute of Physics of Polish Academy of Science in Warsaw, Poland, as well as on the
X XTI Forum of Theoretical Informatics in Zakopane, Poland, in the time interval
[April,May| of year 2007. After completing final version of these results for the pur-
pose of this thesis, we have encountered a paper by W. Matthews and A. Winter
[MWO7|. There, in spirit of quantum Chernoff bound, the minimal probability of
error with respect to class of operation is defined. The minimal error is calculated
for the states p, and p, in asymptotic case. The result concerning this states seems
to be directly related to the fact that ~, is written in form of a mixture of p, and
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Ps, yet correlated to two maximally entangled states.



Chapter 7

Conclusions

In this thesis, we have studied the presence of secure correlations in bipartite quantum
states. We based on the fact, that quantum information theory provides natural
formalism for describing states of closed systems, called pure states. They are closed
in a sense, that any operation which is performed outside of the system has outcome
statistically independent from the state of the system. This fact, enabled us to
characterize the states which have ’directly accessible’ ’classical key’. We have shown
various ways of interpretation of ’direct accessibility’, and proved that all they lead
to states which are up to irrelevant transformations equivalent to the so called private
states which are of the form:

d Lo, ..
7&1)3,4'3' = Z 8|”><‘7‘7| Q@ Uipap Uj. (7.1)
]
They are entangled for their privacy, but are in general mized states. As we conclude
in this section, the notion of private states, is central to investigations presented in
this thesis. We show also, how these results receive parallel interpretations from
perspective of quantum cryptography and theory of entanglement.

7.0.3 Insights from the private states

Treating the set of private states, as the target class in LOCC scenario, we have
defined the distillable key Kp, which is an operational entanglement measure. It is
defined via transformation of bipartite states into bipartite states: the input states
into private states, via LOCC operations. We have considered also a natural cryp-
tographic scenario, called LOPC scenario, in which there are three parties: Alice,
Bob (the honest) and Eve (a dishonest one). We focused on its worst case, where
the honest parties share many copies of tripartite pure state. The classical distillable
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key in this scenario is defined via transformation of tripartite states into tripartite
states: the input pure states into states representing classical key:

d—1

Bhs = (Z Cll|n'><m'r> ® o, (72)
=0

by means of LOPC operations.

The link between the LOCC and LOPC operations we provide is that whenever
Alice and Bob can obtain from p4p an (approximate) ideal ccq state, they can
obtain, an (approximate) private state. And vice versa: whenever, they can obtain
an (approximate) private state, they can measure it on key part sharing in result an
(approximate) ideal ccq state. This fact, applied to the LOCC and LOPC scenarios
gave us another link between quantum security and entanglement theory, as described
in a table below:

relevant objects worst-case LOPC LOCC

scenario Alice, Bob and Eve Alice and Bob

input state tripartite [¢)5 5 bipartite p55 = Tre|v) (Y| g
allowed operations LOPC LOCC

output state ideally secure ccq Bgdg}; private foﬁ?A’ B

quantity classical distillable key Cp(|¢)apr) = Kp(pap) distillable key

Table 7.1: Recasting of the worst-case LOPC scenario as LOCC scenario

In other words, the LOCC scenario, is not weaker as far as security is concerned:
the Eve is taken into account. All the knowledge about the Eve, is already included
in bipartite state of Alice and Bob. For this reason we may omit her in notation,
while keeping her in the calculations of the key content, etc.

The notion of private states is central also to other results presented in this thesis.
The private state consist of three basic elements: the pure maximally entangled state
on the key part, the state which is in general mixed on the shield, and the operation
of twisting, which correlates ("twists’) the pure entangled and the mixed state. With
each of the three elements we associate some phenomenas presented in this thesis.

First, because private state contains in construction the pure entanglement, and
operation of twisting does not spoil its security, this state contains ideal privacy. In
other words, its privacy is reminiscent of a pure entanglement that the state has been
built from.

Second, because the pure entangled state present in private state is subjected to
twisting, its entanglement may change. In particular, there may not exist inverse
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operation to twisting within LOCC operations, and in result, the pure maximally
entangled state on the key part may irreversibly loose its original pure form. This
shows why some private states have Ep < Kp. The pure entanglement in them is
twisted so much, that it can not be made pure by LOCC again.

Third, the private state can be mixed due to its shield, where whole its von
Neumann entropy is located. Hence, some private states can be close in trace norm
to some mixed states. In particular, we proved that there are even bound entangled
states (having Fp = 0), with Kp > 0. That is the states whose entanglement can
not be made pure by LOCC, and are still key distillable (BE-KD). At first, this
result seems to be clear, providing there are private states with small distillable
entanglement - just admix some noise, and try to get rid of it via key distillation.
Such was the idea of the construction of some BE-KD states, however it has not been
shown, that mere existence of private states with a gap between Kp and Ep implies
existence of BE-KD states. The reason for existence of BE-KD states, although
structurally understood to some extent, should receive deeper study. In particular it
would be interesting to find BE-KD states among the states that were constructed
in the past.

The above ’operational’ structure of private states is not the only way, we got
the insight into origin of some entanglement and security phenomena. In case of
private bits we obtain it in a more algebraic way, using the X-form. Recall, that
any pbit is uniquely represented in terms of a single operator X of trace norm 1, in
the so called X-form. The results that we list now, base merely on the fact, that
I|XT|| < |IX]|: (1) Kp > Ep for some pbit, (ii) construction of some BE-KD states,
(iii) the locking of (log-) negativity and (iv) the distinguishability of the pbit from
its key-part attacked version can be small.

7.0.4 The interrelation between quantum cryptography and theory
of entanglement

The following table organizes in parallel the interpretations of some of the objects
and facts presented in this thesis: first from quantum cryptography point of view,
second from the position of entanglement theory. Its aim is to give a flavour of the
nice correspondence between the two theories.

What is a direct consequence of the results summarized in the Table 7.1, can be
phrased in the following sentence:

e Privacy, is one of the manifestations of quantum correlations called entangle-
ment.

It is now tempting to ask again the main open question which is complementary to
the above outlined sentence:
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Introduced objects
and proved facts

Quantum cryptography
perspective

Entanglement theory
perspective

Private states

bipartite states with

ideally secure key

states exhibiting
(1) locking of ent.
measures (EM) (2) sharp
inequalities between
EMs: Ep < Kp, E,, Ec

Some private states are
hardily distinguishable
from separable states

some private states are
hardily distinguishable
from insecure states

some entangled states
are hardily distinguishable
from disentangled states

Distillable key Kp

quantifies security content
of bipartite states

another operational EM

Kp < EX

upper bound on Kp

another inequality for
ordering some EMs,
via entering the sequence:
Ep < Kp < EX < Ec.

Kp(p) = Cp(|¥p))

security content of
a bipartite state
is an EM.

one of natural EMs
(extension of Ep
to private states)
quantifies security content

Examples of
bound entangled
key distillable states

security without pure
entangled states
is possible

The states whose bound
ent. is understood,
as 'too much twisted

and noisy’ to be distilled

Table 7.2: Interplay between quantum cryptography (QC) and entanglement theory
(ET). The objects and facts are interpreted subsequently from QC and ET perspec-
tive. We use ’ent.” as the acronym for entanglement.

e Does privacy always assist entanglement ? More formally: are all bipartite
entangled states key distillable 7

As we have invoked, the above results has been partially developed in recent years
(see for example [CEHT07, Aug08, RS07, Chr06, CCKT07, HHH'07]). It seems,
that the people working on both the entanglement theory and quantum cryptography
may experience analogous feelings to those experienced by C. Shannon as expressed
in the phrase quoted in the first motto of this thesis.

To paraphrase his words,
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"entanglement theory and quantum cryptography do not come one before another:
they are so close together, one can not separate them".



Chapter 8

Notation

Notation introduced in Chapter 2.

C¢ - d-fold cartesian product of the field of Complex numbers - an example of
a Hilbert space.

‘Hx symbol for a Hilbert space associated with a system X. Usually, X €
{A,B,A',B' E}.

dimH - the dimension of a Hilbert space H.

B(H) - the set of density matrices (positive and of trace one), that act on a
Hilbert space H.

|.) - vector in a Hilbert space with label “.”.
(.| - the transposed, and complex-conjugated vector |.).

|.)(.] - “outer product” of |.) and (.|, or the projector onto the subspace spanned
by [.).

Py a projector onto vector [t)

{(gi, pi)} or {(qi, pi)}£, - the ensamble of states p; with corresponding proba-
bilities g;.

A - a quantum operation.
{M,,} - a quantum operation with Kraus operators M,,.

{En} - a POVM with elements E,,.
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My - a POVM associated with an operation A.

{|k)} - the standard basis in some Hilbert space H, which is understood to be
known from the context. The index k ranges from 0 to dimH — 1.

U - generic symbol for unitary operation.
V - the swap unitary transformation.

H - Hadamard unitary transformation

p - generic symbol for a density matrix.

pAp - a density matrix of the the state of a bipartite system (a bipartite state)
with two subsystems A and B.

® - the operation of tensor product.

Hxy symbol for a tensor product of Hilbert spaces Hx and Hy.
@ - the operation of direct sum.

Tr(.) - the trace.

Trx(.) - the partial trace over system X.

)T- composition of element wise complex conjugation and matrix transposition
p p jug p
of matrix labeled “.”

()T - transposition of a matrix labeled by “. If it is not explicitly stated, it is
assumed that transposition is taken in standard basis {|k)}.

(.)* - complex conjugation of a matrix labeled by *.”
a - complex conjugation of the number a.

|1) - a generic symbol for a pure state (vector).

|1)) ap - the pure state of a bipartite system (a bipartite pure state) with two
subsystems A and B.

[t,) - the purification of the state p.
|Yy) aABA'B'E - the purification of the state p, on systems ABA'B'E.

I - the identity matrix.
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\\I/S:l)) - the maximally entangled state of the form Zf:_ol ﬁ]z) ® |3).

MS@ - the set of maximally entangled states in two qudits.
{7 1), 1¢7), [67)} - a Bell basis in C? ® C?.

|)7) - the singlet state (a two qubit maximally entangled state of the form
1(o1) ~ [10))).

o; with i € {0,1,2,3} - the Pauli operators. They form a group of one-qubit
unitary matrices.

I' - operation of partial transposition.

PPT - the set of so called “PPT operations”, or the set of states with positive
partial transposition.

LOCC4, 1, - the set of Local Operations and Classical Communication that
transform the states from B(H;) into states from B(H2).

LOCC - generic symbol for the set of LOCC operations (without explicitly
marked input and output Hilbert space).

SEPy, 1, - the set of separable operations transforming states from B(H;)
into states from B(Ha3).

SEP - either the generic symbol for a set of separable operations (without
explicitly marked input and output Hilbert space) or the set of separable states.

A4 - local quantum operation on Alice’s site.
Ap - local quantum operation on Bob’s site.

A(AC) - operation of classical communication from Alice to Bob.

Ag) - operation of classical communication from Bob to Alice.
AP - a separable operation.

D(p, o) - quantum distance measure between p and o.

[|.]| - the trace norm.

F(p,0) - quantum fidelity of p and o.

log - a binary logarithm function.
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e H(X) - classical (Shannon) entropy of a random variable X.

e I(A: B) - classical mutual information of a joint distribution of random vari-

ables A and B.

e S(P||Q) - the classical relative entropy of variables @ and P.

[
nn

(p) - quantum von Neumann entropy of a state p.
e 7(x) a function defined on (0, 1] as n(z) = —zlogx.
e S(A), - the entropy of subsystem A of the compound system in state p.

e I(A : B), - the quantum mutual information of the subsystem AB of the
system in state p.

e S(p||lo) - the quantum relative entropy of p and o.

e x({(gi, pi)}) - the Holevo quantity of an ensamble {(g;, p;) } defined as S(>_, gipi)—
> i 6S(pi).

e H(p) - the Shannon entropy of a distribution 7 = (p1, ..., px) for some natural
number K.

e RR>q - the set of nonnegative real numbers.

e E(p) - a generic symbol for an entanglement measure E.
e FE°° - regularization of an entanglement measure E.

e Fp - distillable entanglement.

e [, - the relative entropy of entanglement.

e E; - the entanglement of formation.

e F¢ - entanglement cost.

e N - the negativity.

e FEy - the logarithmic negativity.

e Q(A) - quantum channel capacity.

e p) - the state p related to an operation A via the Choi-Jamiotkowski isomor-
phism.
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notation introduced in Chapter 3.

pffclflal - the ideal ccq state i.e. the state representing an ideal secure key.
a cqq state - a state of the form ), |i)(i|a ® pg)E

[pABAB’]?Y - a ccq state of a bipartite state p, obtained via tracing out system
A'B’ of any purification [¢,) apa'p/E-

’y(d) - a private state with d-dimensional key part.
v(d’d/) a private state with d-dimensional key part and d’-dimensional shield.

Re(.) - the real part of an imaginary number labeled as “.

Poym = %(I + V) and Peym = %(I — V) - the projectors onto symmetric and
antisymmetric subspaces respectively where V is the swap unitary transforma-
tion.

ps and p, - the symmetric and antisymmetric Werner states, that is normalized
projectors Psyy, and Pyeym.

p%iw or - @ member of the family of flower states with d-dimensional key part

(recall that it is a private state).

PS(@d) _ the set of private states with 4 > k < d x d-dimensional key part and
! < d x d dimensional shield.

PS the set of all private states (with arbitrary dimensional key part and shield).

{19)|7) i{(jzl - a standard product basis (a basis of product of the Hilbert

spaces), both of dimension K.

X4 - the positive (negative) part of the hermitian operator X.
Kp(pap) - the entanglement measure called distillable key of pap.

1. - the function of classical correaltions of a bipartite quantum state.
leA p - a state which exhibits locking of I..

Non Lock - a property of entanglement measures, called non-lockability

E is (k | A) — Tr-lockable - a property of entanglement measure. Informally
speaking, reports that £/ decreases by A after operation on system of dimension
2",
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The family {p¢ 5} reveals (x | A) — Tr-lockability of E- when A is explicit
function of parameter ¢, reprots that E is (k | A(c)) — Tr-lockable.

oabs - an absolutely separable state.

notation introduced in Chapter 4.

Cp(papg) - distillable classical key of a tripartite state papp

Cp(pap) - distillable classical key of tripartite pure state [¢,) Apr which is a
purification of p4p to system E. where w;‘BE is a purification of pap.

LOPC - the set of Local Operations and Public Communication
CLOPC operation - the coherent LOPC operation
Al _ a coherent (version of) operation A

Ag - an LOPC operation

Pg’e - an LOPC operation acting on n copies of input state p, that outputs a
state which is e close in trace norm to some ideal ccg-state, that belongs to a
distillation protocol with a rate greater than Cp(p) — .

Q%° - similarly as P2 but for LOCC operation.
ST - the set of separable states to which a fixed twisting U was applied.

ETS - the relative entropy entanglement with a compact, convex set S in place
of that of separable states in definition of relative entropy of entanglement E...

C’BW the key rate of the protocol of Devetak and Winter.

SEP(@d) _ The set of states on systems ABA'B’, separable in AA’ : BB’ cut
where dimA = dimB = d and dimA’ = dimB’ = d’

pP? - a p-squeezed state of state p

notation introduced in Chapter 5.

T = (2322)8% and 7, = (p,)®* - the Eggeling-Werner hiding states, with p,
and p, the antisymmetric and symmteric Werner states.

Pl 1y = 31040 (b1lap @ 7 + o Yo |ap @ 73" F

Pla k) = PPk + (1= 2p)5(|01)(01] + [10){10]) ® 72



. f,ggzzl) - the set of states {pzzck(%} parametrized by triples (p, k,d) with p €

(0,1], k > 1 natural, d > 2 natural.
o F, - the family of states that are mixture of two private states one represented
in X-form by X; = HWilUH > i Wij#)(jj| with u;; the elements of some unitary

U, and X5 = H"[}ng with probability p = WM and 1 —p respectively.

notation introduced in Chapter 6.
e () - the class of quantum operations.

e ps(po, p1) - the probability of inconclusive distinguishing between states pg and
p1, supplied with equal probabilities by means of quantum operations.

® pyop)(po,p1) with OP € {Q,LOCC, PPT} the probability of inconclusive
distinguishing between states pg and p1, supplied with equal probabilities by
means of operations from class OP.

o p(sIZ)OP) (p,o) with OP € {Q, LOCC, PPT?} - shorthand notation for pyrocc)(p®F, 0®%).

e ||A||r - shorthand for ||(A)"|| with T' the partial transposition.

. U,‘f - a private state  after complete von Neumann measurement on its key

part (also called key-part-attacked private state, or attacked version of ).



Appendix A

Useful facts

In this Chapter we provide some facts from linear algebra, which are mostly inde-
pendent of the formalism of quantum information theory. In particular we recall a
definition of the operation of tensor product of Hilbert spaces. Most of these facts
are collected in [NCO00].

A.1 Implementing partial isometry via quantum opera-
tions

To see, that an isometry can be implemented via quantum operations, we first show
that one can perform the embadding and partial projection operations, that can be
called together an exchanging operation.

Lemma A.1 (exchanging operation) Any state p € B(H1) can be transformed into
p € B(Hs2), by means of quantum operations, providing dimHy > Rank(p). The
operation which does this task, we call exchanging operation.

Proof. To see this, consider first adding an ancillary system in state |0) € Ha
composed with the izometry:

Yiery, V(1)1 ® [0)2) == (|0)1 @ [2)2). (A.1)

It is easy to see, that there exists an extension of this izometry to the unitary
transformation V' : Hy @ Hy — H1 ® Ha (see Exercise 2.6 of [NCO00]). Hence, adding
|0) € Ha, performing V' and tracing out system H; transforms the state |i) from H;
to Ha, and the assertion follows. By linearity of this operation, we have the assertion
for p under assumptions about the dimension of Hs. g

We can make now desired corollary:
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Corollary A.2 (partial isometry via basic quantum operations) Consider two sys-
tems E with dimE’ > dimE. Any isometry W : Hg — Hg and partial isometry
W' :Hg — Hg can be performed by means of quantum operations.

Proof. To see the two facts from this corollary, we will use the operations of em-
badding and partial projection. We first give the idea how to use them, and then
argue, that they can be implemented by quantum operations.

To implement W via quantum operations we consider two cases: (1) dimE’ =
dimFE (2) dimE’ > dimFE In first case, W is just a unitary transformation, which
is a quantum operation. In case (2), a quantum operation implementing W is a
composition of (i) embadding of the Hilbert space Hg into Hgr (ii) applying unitary
transformation which is an extension of W : Hgp C Hp» — Hp (see Exercise 2.6 of
[NCO00]).

To implement W’ via quantum operations one composes similar operations, in
inversed order: (i) the unitary U operation which extends W’ to space Hgs (U con-
structed similarly as for the proof of Exercise 2.6 of [NCO00]). (ii) a partial projection,
acting from E’ to E.

Both embadding and partial projection can be made by the exhanging operation
described in Lemma A.1. g

A.1.1 Some properties of the trace norm

The trace norm ||Al| = Tr|V At A|, fulfills:

|4l = sngrUA, (A.2)

where supremum is taken over unitary transformations U and

||A|| = sup TrPA, (A.3)
0<P<I

where P is a projector laying between 0 and the identity matrix, in operator order.
The trace norm is unitarily invariant [HJ85]|, that is, for any unitary transforma-
tions U and W from B(H), and any operator A € B(H), there holds:

[UAW]| = [|A]] (A.4)

A.1.2 Polar and Singular Value matrix decomposition

Any matrix A can be decomposed into the so called polar decomposition of the form

A=Up=ol, (A.5)
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where p = VATA and 0 = VAAT are unique positive operators, and U is a unitary
matrix.
Any matrix A can be decomposed into the so called singular value decomposition
which has the form
A=UXW, (A.6)

with ¥ diagonal, positive operator and U and W unitary. The eigenvalues of ¥ are
called the singular values of an operator A.

A.1.3 Sufficient condition for positivity of a block matrix

Lemma A.3 If A and B are hermitian and A > |B|, the block matriz

[g ﬁ], (A7)

18 posilive.

Proof. The matrix (A.7) is positive if it is diagonalizable, and has non-negative
eigenvalues. It can be diagonalized by transforming first with unitary operation
H ®1 into a block diagonal form

[AJFB (A8)

s

and then diagonalizing the blocks A + B and A — B. Hence, the matrix (A.7) is
positive if these blocks are so. Since for hermitian B, |B| > B and |B| > —B, from
assumption we have A > |B|, which implies A > B and A > —B. y
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