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1 Introduction

The dissertation is based on the paper Simple Refreshing in the Noisy Leakage
Model by Stefan Dziembowski, Sebastian Faust, and Karol Zebrowski [6].

Masking schemes are a prominent countermeasure against power anal-
ysis [3]. The idea behind masking schemes is to introduce a randomness
into the computation by secret sharing the sensitive values. Classically, the
additive n out of n scheme is used, so each sensitive value is encoded as a
sum of n values, where n is the security parameter. Then, assuming the
circuit computation model, to perform arbitrary computation securely, in-
cluding operations of addition and multiplication, often so-called gadgets —
subcircuits performing respective operations on encodings — are used.

A key building block to securely compose multiple masked operations
is the refreshing scheme. It takes as input some encoding and outputs a
fresh encoding of the same sensitive value. By doing so, it introduces fresh
randomness into the computation and prevents accumulation of the leakage
from the encondings.

Various refreshing schemes were proposed by researchers, starting with
Ishai, Sahai and Wagner in [8] where it was done via “artificially” multiplicat-
ing by 1 in O(n?) complexity. Another observation that allows to construct
a refreshing schemes is that it is enough to generate a uniformly random
encoding of 0 and add it, wire-wise, to the encoding being refreshed. One of
such schemes, which we call a simple refreshing was proposed by Rivain and
Prouff [11]. The simple refreshing scheme is optimal in terms of complexity
and randomness used, as it uses only < 2n operations and n — 1 random
gates, where n is the security parameter. Unfortunately, this scheme
was shown to be insecure, when composed with some arithmetic operations,



in the classical ¢-threshold probing leakage model [4]. In this model, the
adversary is allowed to learn the values of ¢ chosen wires of the circuit.

2 Summary of Results

A natural question arises: “Is the simple refreshing secure in some weaker
leakage model?” The dissertation investigates the security of a simple refresh-
ing scheme in the noisy leakage model of Rivain and Prouff [10] and answers
this question affirmatively. The noisy leakage model assumes that the adver-
sary learns only a “noisy distribution” of the values carried by the wires of
the circuit, and is believed to model real-world physical leakage accurately.
Later this model was refined and reduced to the p-random probing model by
Duc et al. [5], in which each wire in the circuit leaks its value independently
with probability p. Hence, the analysis presented in the dissertation focuses
on the random probing model.

We start our analysis by presenting the security proof informally in a
simplified case of a multi-round refreshing circuit, where the encoding of a
secret is just refreshed a number of times, and no actual computation on it is
performed. To analyze the security of the refreshing scheme we ask a natural
question: “Can we characterize the leakages which allow the adversary to
compute the secret?” It turns out that there is a fairly simple distinction
between the configurations of the leaking wires that compromise the secret
and the ones that do not. It is made possible thanks to the introduced
notion of a leakage diagram — a special graph representing the set of leaking
wires. The distinction between compromising and non-compromising leakage
is achieved by simply looking at the leakage diagram and checking if its
subgraphs, namely what we call “leftmost side” and “rightmost side”, are
connected or not. The remaining part of the security analysis is a probability-
theoretic exercise of upper-bounding the probability of the sides in the leakage
diagram being connected.

The rest of the dissertation is devoted to generalizing the ideas presented
in the informal part to perform masked computation when the circuit uses
the simple refreshing scheme. We propose a private circuit construction com-
posed of gadgets with simple refreshing that performs arbitrary computation.
The analysis of the construction requires the following:

1. Proposing a general definition of a gadget, which can be used in our con-
struction. The properties captured by the definition, together with the




properties of the simple refreshing, makes the gadgets composable with
the refreshing scheme. The definition is similar in spirit to the existing
definitions for the t-probing model, but it also takes into account the
order of the input and ouput wires of the gadget. In the dissertation, we
present also a proof that the classic ISW multiplication gadget satisfies
our definition.

2. Generalizing the notion of a leakage diagram to represent leakage in
a construction composed of gadgets. Our definition of a gadget allows
to “project” the leaking wires in each of the gadgets onto a respective
path in the leakage diagram, and thus represent the leakage in the
whole private circuit.

3. Proving a theorem on the privacy of our construction in a general
case. The dissertation presents all the necessary technical concepts and
proofs, which were not included in the original paper. The security
proof for our construction is based on, widely used in cryptography,
hybrid argument. We define a series of hybrid experiments, during
which an adversarial view is created. Then we argue that each two
consecutive experiments produce essentially the same view, what im-
plies that the first and the last views are the same. In consequence, we
show that the adversarial view can be simulated without knowing the
secret, which guarantees the privacy of our construction.

Our construction achieves concrete results even for small security param-
eters n, unlike more theoretical constructions of Ajtai [1] and Andrychowicz
et al. [2]. The construction is modular and works for different implementa-
tions of the addition and multiplication gadget, as long as the gadgets satisfy
our definition. In our construction, we do not make any strong assumptions,
e.g. about leak-free components used in some other constructions [7, 9.
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